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ABOUT SARA ALERTE

1 ABOUT SARA ALERTE

Sara AlerE serves as a force multiplier that supports governmental public health response to
emerging disease threaiscludingactive monitoringof homequarantine and isolatidior

disease containment or mitigatidrhis open source tool allows public health neses to be
directed where they are most needed.

Sar a Ahablespublic health officials to enroll individuals at risk of developing a disease of
interest (fAmonit or d® 6&nce enroliedyindividualscamprépert theiO(gd D
their hausehold membegsif applicable) symptoms daily through multiple platforms (e.g.,

mobile, desktop, texbased, voice), providing public health departments improved situational
awareness. If a monitoree reports any symptoms or does not submit a dailythepedord is
flagged by the system so that public health can quickly and efficiently identify monitorees
requiring followup for care coordination or naesponse followup.

Sara AlertE also enables publ i c oditeriagita h of fi ci
determine when it is safe to discontinue home isola@mte enrolled, individuals can report

their symptoms daily through multiple platforms (e.g., mobile, desktopbtesdd, voice),

providing public health departments improved situatienareness. If a monitoree reports

meets a recovery definitiaar does not submit a daily report, the record is flagged by the system
so that public health can quickly and efficiently identify monitorees requiring fallote verify

that it is safe to dontinue home isolatioor nonrresponse followup. The concept of operations

and highlevel workflow areshownbelowin Figure 1.

1.1 Concept of Operations
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Image sources: MITRE, Isolation and Exposure icons from Font Awesome

Figurel: Sara Al ertE Concept of Operation
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ABOUT SARA ALERTE

1.2 Workflow Summary

The Sar a
monitorees:

Al

ertE system

contains two

paral |l el

1 ExposureMonitoring Workflow : allows public health to monitgrotentially exposed
individuals to determine if they become ill; for COVI® the monitoring period is 14 days
after the last day of exposure.

1 Isolation Monitoring Workflow : allows public health to monitaonfirmed casedaily
to determine when they preliminarily meet the recovery definition and it may be safe to
discontinue home isolation.
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Figure2. Sar a

Al ert E Workflow Summary

Visit saraalert.ordor more information about Sara Alert, including FAQs, tutorial videos,
and fact sheetd.0 send questions, comments, or other feedback related to Sara Alert, €
sarasupport@aimsplatform.com

Sara Alert User Guide For Enrollers
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ENROLLER ROLE OVERVIEW

2 ENROLLER ROLE OVERVIEW

An enroller is a trusted user who can add newnitoreesnto TIP: See theQuick Start Guide
SaraA | e r t Eequirdpublic health monitoringnrollers can for Enrollers
enroll monitorees inteitherthe exposure oisolation workflow.

Table 1. Functional Role Summary

Monitoree
Enroll New Case
View/Modify
EnrolimentDetails
View Monitoring Ling
View/Modify
Monitoring Actions
View/Add/ Modify
Comments
Export Records
analytics
Add/modify system
Record Access

>
o
o)
o
X
L
=
)
Z
5
—
c
L

Symptom Reports

View/Add Lab Repor
Transfer Records
View History/Add
View and export
Viewlist of system

Only records

Enroller added by the use

2.1 Record Access

An enroller only has access to records that they added to the system.

An enrollercan only viewor modify data elementbat can be enteretuiring enroliment
including demographics, exposure history, and planned travel; enrollers cannot view
symptom reporinformation submitted by monitoregsublic health actiongr comments
madeby users.

1 At the time of enroliment, the system waheck br potential duplicate records among

records that the user has access to; for enrollers, this is records that the user has created.

E

Enroller Capabilities

Enroll anew monitoreento the exposure workflow

Enroll a new case into the isolatiamrkflow

Assign record to another jurisdiction that the enroller has access to (e.g., State enroller can
assign cases to local jurisdiction within state)

o The userdés assigned jurisdiction is the d

1 View enrolimentdetals of monitoreesnrolledby user
1 Modify enrolimentdetails ofmonitoreesenrolledby user
1 View summary enrollment statistics by user and user jurisdiction

2.3 Workflow

1 Enrollers can enroll monitore¢sontactsjnto the exposure workflow
I Enrollers can enroltases into the isolation workflow

= e N

Sara Alert User Guide For Enrollers
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GETTING STARTED

3 GETTING STARTED

3.1 Logging In

1)OpenS ar a Anlaevebtbidwser. Compatible web browsers include Chritizepsoft
Edge, Microsoft Internet Explorer 11, Mozilla Firefox, and Safari. If using Microsoft Internet
Explorer 11, you may need to turn off compatibility mode

2) Log in using your credentials. o
TIP: If you are having difficulty

If this is yourfirst login attemptuse the temporary password you logging inwith the temporary
were issued; you will be prompted to chang&é&mporary passwordtypeit in instead of
passwordgxpire after 72 hours If your temporary password has using cut and paste
expired, contact your jurisdiction administrator for a password reset.

Sara Alert

LogIn

Email
enrollerl@ exampile.com

Password
123456ab B
Log In
Figure 3: Log in screen

3) Register fottwo-factor authentication (2FA)y providingaphone numbei(NOTE: this is
only required théirst timeyou use Sara Afe t )EThis is how you will receive your-digit 2FA
token number. Once you have enteyedr phone number and country (for the country code)
c | i Registefd .

Sara Alert

™
Secure montaring and reporting for puklic health

Register For 2-Factor Authentication

Figure 4: Enter your phone number.

Sara Alert User Guide For Enrollers
©2020 The MITRE Corporation. All rights reserved. 5 Approved for Public Release Case-#206



GETTING STARTED

4) For all login attempts after initial registration, you will be prompted to choose how to receive
the 7-digit 2FA token (i.e., SMS/Text or through a phone call).

1 Select your preferred method to receive the 2FA token
1 Enter the7-digit token when you recedvit and clicki Su b mi t 0

4
' SaraAlert

2-Factor Authentication

Step 1: Choose how to receive your secure token.

Request SMS Text Request Phone Call

Step 2: Enter the token you receive.
° B

Figure 5: Choose your 2FA method.

5) You will be taken tahe Enrollment Dashboard

6) Your assigned jurisdiction is listed in the upper rghahd corner of the screeviou can only
see recordfr monitoreesvhom you have enrolled

Sara Alertﬂ__‘_;:. = statel_enroller@example.com | (2] @ Logout

Dashboard Your Jurisdiction: USA, State 1

B Enroll New Monitoree ¢ Analytics /

Enrolled Monitorees

b c bri Py

Figure6: Your Sara AlertE jurisdiction

NThelelgb butt on p rtheWsedGide ahdiotindr Belpful oesources, including
how to contact the Sara AlertE team for help.

Sara Alert viaz & statel_enroller@examplecom | @ | ® Logout

Dashboard Your Ju@iction: USA, State 1

Enroll New Monitoree € Analytics

Enrolled Monitorees

Sh P 4. L

Figure7. Access to Sara AlertE resources

Sara Alert User Guide For Enrollers
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MONITOREE DETAILS/ENROLLMENT WIZARD

8)To end t he LlLogowds.i olhs,ercd isctkouwil d | og out of t
using it.

Sara Alertiaz & statel_enroller@examplecom | @ | @ Logout

Dashboard Your Jurisdiction; J@#PWstate 1

Enroll New Monitoree | € Analytics

Enrolled Monitorees

CShow _ac Y ~S AN T

Figure 8: The Logout button

4 MONITOREE DETAILS/ENROLLMENT WIZARD

The Enrollment Wizard organizes the Monitoree Details into 6 different screens that allow an
Enroller to add information in a defined sequeritke enrollmentwizardis used to colledhe
information describ& below.Monitorees enrolled though the user interface&ean be added to
either the exposureor isolation workflow. A description of the fields available in the
enrollment wizard and saved in the Monitoree Details section of the monitoree record are
descrited below.

A video tutorial for this sectiofMonitoree Record Detail Overviews available at:
saraalert.org/publibealth/tutorialvideos/

4.1 Monitoree Identification

1 Selectworkflow to enroll monitoredexposure or isolation)

1 Includes name and demographic information, as well as any existing state/local/Federal
ID numbers

1 Includes primary and secondary languages spoken by the monitoree. The primary
language field is used te@etkrmine in what language the notifications from the system to
the monitorees will be sent

1 Languages that are not fully supported are designated with a *. If a language is selected
that is currently not supported, the system will send notifications ifidBng

4.2 Monitoree Address

1 Home Address Within USAL[.S. Residents)
0 Address at Destination in USA Where Monitor6fdhe same as the home address,
selectthe iCopy from Home Addres® option
1 Home Address Outside USA (Ndresidents)

0 Address at Destination in USA Where Monitored: Enter data here for individuals who
aretemporarilystaying in théJ.S.during their monitoring period

Sara Alert User Guide For Enrollers
©2020 The MITRE Corporation. All rights reserved. 7 Approved for Public Release Case-#206
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MONITOREE DETAILS/ENROLLMENTWIZARD

4.3 Monitoree Contact Information
TIP: See theDuick Start Guide

1 APreferred Reporting Methodd ndicates how monitorees will for Preferred Reporting
receive notifications to submit daisymptomseports (emiy Method
SMS text, phone, etc.)

o Some fields are conditionally required depending on the
sel ect e drepopingrectheds r e d
0 Message and data rates may apply depending on the
contact method selected
ol f a moni tedreporéing method ienbteet rTIP: If i un k n @vimdg t isdhe
known, the user may seldttU n k n camdrthe currentpreferred reporting
monitoree will not receive notifications. This is the method, a user will need to upd
the reporting method (email,
system cllefault. value . SMS, or phone) for the monitore
o If a monitoree is enrolled in the system but has to begin receivinglaily
requested not to receive notifications, the user may notifications.
selecti O pQu tfar preferred reporting method and
the monitoree will not receive notifications
0 Monit or éOetutvi thknoiwnd s e | e cppeardn theinbreéportang
line list the day after enroliment

1 APreferred Contact Timeo shouldbe specified for SMS and phone contact methods for
the monitoree to receive automated daily requests for symptoms

0 Morning is between 8 AM and noon in local time zone

0 Afternoon is between noon and 5 PM in local time zomg: f the userdoes notspecify a

o Evening is between 5 PM and 8 PM in local time zone  preferredcontact time, the syste
o]

Thelocaltime zone for monitorees is determined by the Will send daily requests during t
AAfternoono co

monitore® address state data elemerobcated on the
AMonitoree Addr e sTaadtimezomreol I me n t Screen.
for each state has been assigned based on

A If address state isfteblank, the eastern time zone is used by default

4.4 Monitoree Arrival Information

1 Fields on this screen are optional sincexahitoreeswill not have travel historyif travel
history is availablgit should be entered into the system

4.5 Additional Planned Travel

1 Fields on this screen are optional since not all monitorees will plan to travel during their
monitoring period

4.6 Monitoree Potential Exposure or Case Information

Some of he fields on the final seen on the enrollment wizard differ depending on which
workflow is selected (exposure or isolation) on the first scrEeese are described below.

Monitoree Contact Information

©2020 The MITREorporation. All rights reserved. 8 Approved for Public Release Case-#206
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MONITOREE DETAILS/ENROLLMENT WIZARD

4.6.1 Exposure Workflow

1 T h dastiDate of Exposure field is used by the system to automatically calculate the
monitoring period.

0 A user may enter a date that is up to 30 days after the current date.

1 Continuous Exposuree A user can toggle this switch to
continuously exposeg.g., household contact with a confirmed case, healthcare worker).
Sara AlertE will then extend the aitheni t or e e

o Continuous Exposure is turned aff;
0 The Last Date of Exposure is updated

A Once one of these cottidins is met, the monitoring period will be updated to 14
days after Last Date of Exposure. The system will continue to send daily
messages until the monitoring period has elapsed.

1 Some exposure risk factors have free text fielddltw for specific expsures to be
documentedin instances where there may be multiple applicable answers (e.g., the
monitoree visited multiple healthcare facilities with known cases), use commas to separate
multiple specified values.

o TheMeimber of Common Heldcandbe used to@rack differend
types of shared exposures (i.e., outbreakvedr&place facility, event, etc.)

4.6.2 Isolation Workflow

T ASy mpt o nddaikers ssedtby the system to determine if the nonbested recovery
definition in the isolation monitoring workflow has been met.

0 A user may enter a date that is up to 30 days after the current date.

T The&€ase Sftiagludocan be set t oUsBrE€shoulidassigned o or
case status according current guidelines provided by their jurisdiction. For reference,
the latest CSTE surveillance case definitions can be found at:
https://www.cste.org/page/PositionStatements

4.6.3 Both Workflows

1 T h éssigned Jurisdictoro f i el d can be updated on enr ol

o The default jurisdiction will match the u
upper righthand corner of the screen.

o0 The list of available jurisdictions at enrollment will only be plaped with
jurisdictions to which the user has access to (e.g., State enroller can assign cases to a
local jurisdiction within state)
A If a record needs to be transferred to a jurisdiction that the user does not have

access to, a public health usell need to transfer the record after enrollment.
1 Thefi As s i g nodield cahsbe gpecified on enrollment.

0 Used to identify the user or group within a jurisdiction responsible for monitoring a
monitoree

Monitoree Potential Exposure or Case Information
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o Each jurisdiction should determine their own Assigituser identification
conventions (e.g., assign user number to each user, assign user number to groups or
teams, assign user number to call center stations, etc.)

o Each jurisdiction within the jurisdictional hierarchy can assign any allowed assigned
usernumbers; thus a state user and county user within that state can be assigned the
same assigned user number unless a coding convention is established at the state level
to prevent this. Thus, both the assigned jurisdiction and assigned user fields uniquely
identifies each assigned user

o This field does not change who can see or modify a record, it is instead intended to
help jurisdictions organize and track which of their personnel are assigned to a given
record

o This field is optional and can be updatedrate

5 ENROLLER CAPABILITIES

5.1 How to Enroll New Monitoree (Contact or Case)

HCI i c kenrolliNew Monitoreed6 butt on.

Sara Alertviaz & state1_enroller@example.com ‘ (2] | @ Logout

Your Jurisdiction: USA, State 1

Dashboard

Enroll New Monitoree

Enrolled Monitorees

Showw _ar aAntrinc Concchy

Figure 9: Enroll a new monitoree

2) Select the appropriate workflow enroll the monitoree in

1 Exposure (contact):Use this workflow if the new monitoree was potentially exposed
1 Isolation (case):Use this workflow if the monitoree is a confirmed case

Monitoree Identification

| Exposure (contact) v |

Exposure (contact)

Isolation (case)

WORKFLOW *

Figure 10: Select Exposure otsolation workflow

1 The final page of the Enroliment Wizard differs based on workflow

0 Exposure workflow: Exposure Risk factor data elements
o Isolation workflow: Symptom Onset Date and Case Status (as available)

How to Enroll New Monitoree (Contact or Case)
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3) Enter information on enrollment screens.&a v a n ¢ eNextoc. | iTcok

s cr e e nRreviouk ioc kR efig
the enrollment process

Monitoree Identification

WORKFLOW *

Exposure (contact)

FIRST NAME *

DATE OF BIRTH * si

ey

i mm/ddlyyyy

GENDER IDENTITY SEXUAL O

RACE (SELECT ALL THAT APPLY)

WHITE
BLACK OR AFRICAN AMERICAN

ETHNICITY

AMERICAN INDIAN OR ALASKA NATIVE
ASIAN
NATIVE HAWAIIAN OR OTHER PACIFIC ISLANDER

LANGUAGE
Languages that are not fully supported are indicated by a (*) in the below list

PRIMARY LANGUAGE ©

INTERPRETATION REQUIRED

NATIONALITY

STATE/LOCAL ID cocio

ENROLLER CAPABILITIES

uired fi

MIDDLE NAME(S)

EX AT BIRTH

RIENTATION

SECONDARY LANGUAG!

el ds

LAST NAME *

1]

NNDSS LOC. REC. ID/CASE ID

Figure 11: Enter new monitoree enrolimentinformation

4) Reviewthe enrollmentlata and savéherecord.

&ditb fio
&initho At o

1 Sel

M Sel cr

eate the

r e t u enolinmeotscrpense(if neenleds
recor @ Fi hisseleaeddfor d i

riet ur n

you navigate away from the enroknt wizard before selectifg F i n,ithe edord will

not be saved.

Additional Planned Travel
Type:
Place:

Port Of Departure:

End Date:
Start Date:
Previous
Figure 12
NOTE: Il f the moni

Edit Potential
LAST EXPOSU

Click #fAFi

toreeds

posure Information
RE

ni sho to

preferred

Edit

Finish and Add a Household Member

save the

conthah c t

you have enrolledhe two records will be linked ageportinghousehold. Sepage20 for
instructions on how to remove a record from a household.

How to Enroll New Monitoree (Contact or Case)
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ENROLLER CAPABILITIES

5)Sar a Adengfiestp&tential duplicates based on exact match of first name, last name, sex,
and date of birt®©OR an exact match of the State/Localdbthe time of enrollmentf the record

is flagged as a potential duplicate, a message will appear informing the user which match criteria
were met, and asking if you want to create a potentially duplicate record.

NOTE:Sara Al ert E check f or p othakeangeihaslaccessitp.l i cat e
This means that the system will che@oksee if a record being enrolled has already been created
by the usefand not by other users in the system).

Confirm

This monitoree already appears to exist in the system! There is 1 record with matching values in the
following field(s): First Name, Last Name, Sex, and Date of Birth. Are you sure you want to enroll this

Lo | o

monitoree?

Figure 13: A confirmation box will appear for potential duplicate records

5.2 How to Edit Monitoree Enrollment Information

Enrollers can modifymonitoree records which they have access (eadd new information or
correct data entry errgtsAn enroller only has access to records that they have created in the
system.

1) Search fothe monitoree of interest otie EnrollmenDashboardUs er s can use t he
bar on the dashboard to find redsitrat matd searchémsin any d the following fields

1 First Name

1 Last Name

1 Date of Birth(format: DD/MM/YYYY )

1 Enrollment Date (format: DD/MM/YYYY)
7 State/Local ID

Enroll New Monitoree

Enrolled Monitorees

Show Jurisdiction: A A Assigned User: A

Show 1 entries Search: bee

Monitoree 1 Jurisdiction Assigned User State/Local ID Sex Date of Birth Enrollment Date

Beer66, John91 County 3 7862 EX-009640 Unknown 1967-11-12 2020-06-03

Figure 14: Search enroller dashboard

How to Edit Monitoree Enrollment Information
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ENROLLER CAPABILITIES

2) You can also filter for monitorees based on their assigned jurisdiction (if applicable) or the
user who has been assigned to their record.

Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree

Enrolled Monitorees

Show Jurisdiction:  All <A - Assigned User: | All
Show 15 - entries Search:  beer

Monitoree 1. Jurisdiction Assigned User State/Local ID Sex Date of Birth Enrollment Date
Beer66, John91 County 3 7862 EX-009640 Unknown 1967-11-12 2020-06-03

Figure 15: Filter by jurisdiction or assigned user

3) Openthe monitoree record by cligky on their namen theA Mo n i t aolunene 0

Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree € Analytics

Enrolled Monitorees

Show Jurisdiction: Al All Assigned User: A
Show 15 entries Search: beer
Monitoree Jurisdiction Assigned User State/Local ID Sex Date of Birth Enroliment Date
Beer66, John91 County 3 7862 EX-009640 Unknown 1967-11-12 2020-06-03

Figure 16. Select monitoree record

4) Selectfiedit detailso in the upper left of the scre¢ém make necessary changes

Monitoree Details (edit details)

This monitoree is responsible for handiinGhe reporting of the following other monitorees:
Name Workflow itoring Status Continuous Exposure?

Badger, Bucky Isolation Actively Monitoring No

£ Chanae Head of Houcshald

Figure 17: Modify monitoree record

How to Edit Monitoree Enrollment Information
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ENROLLER CAPABILITIES

5.3 How to Create a Reporting Household with a Head of
Household Reporter Using the Enroliment Wizard

Sara AlertE allows a group of TipMReMhiolick Ftaf Kiide forl ©
report symptoms as a single household unitf they choose to do Household Reporting

so, the system will link their records and contact only the designated
Head of Household who will report daily symptom inforiaaton
behalf of household members.

NOTE: If the Head of Household record is closed for any reason, %he A inahousehold in S

Head of Household will continue to receive daily symptom reports' P /) RO T BEi0 E 0 o0 onte
.. L ertE is defined by shared conte

for the remaining reportingligible household member# the Head information (phone number or em

of Household no longer wishes to report on behalf of linked address).

household members, a user should update the Head of Household

(seepagel?).

Enrollers can ieatereporting households using the following steps in the EnroliMémrard:

1) Enroll the Head of Household (spage10). The first household member enrolled is defined
as the default Head of Household (HOH). The HOH will be responsible for reporting on behalf

of each subsequent household member enrolled (e.g., household reporter).

2)S e | €&inigh anil add a Household Membebto saveheHOH record and add a new
reporting household member whose daily report will be submitted by the HOH.

Figure 18: Create household using enroliment wizard

3) Confirm that you would like to enroll reportiitgo u s e ho |l d me mbCentisuedb y c | i

Figure 19: Note howS a r a  AHamdieg hBusehold enrollment
How to Create a Reporting Household with a Head of Household Reporter Using the Enrollment Wizard
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