M

Sara Alert |

Secure monitoring and reporting for public health

User Guide for Enrollers

Software Version 1.15
October 27, 2020

©2020 The MITRE Corporation. All rights reserved. Approved for Public Release Case #20-1176



TABLE OF CONTENTS

TABLE OF CONTENTS
1  ABOUT SARA ALERTTM ittt e s nnne e s 2
1.1 CoNCEPt OF OPEIALIONS ......ovieiiiitiiiieieeiee ettt 2
1.2 WOIKFIOW SUMMAIY.....ccuiiiiiieie ettt te e ns 3
2 ENROLLER ROLE OVERVIEW......coiiiiiitit it e 4
2.1 RECOIT ACCESS. . eueeitietieteetie st etestee st e teeteesbe e besseesbeeteaseeabe e beaseesbeebeaseeabeenbeaneesreenteenee e 4
2.2 ENroller Capabilities .........ccoiieiiiie ettt 4
2.3 WOTKFIOW ..ot bbbttt bbb 4
3 GETTING STARTED.....ooi ittt e e e 5
700 A oo o 1[4 T o PSP 5
4 MONITOREE DETAILS/ENROLLMENT WIZARD .....ccoooiiiiiiiiiiieieeese s 7
4.1 Monitoree IdentifiCALION ..........ooiiiiiiee et nee s 7
4.2 MONITOTEE AUUIESS .. .cueiiiieiieitie ettt bbbttt et st abesbeabenne e 7
4.3 Monitoree Contact INFOrMAtIoN .........cooviiiiiiiiiiceee e 8
4.4 Monitoree Arrival INTOrMation ..........cooviiiiiieiice e 8
4.5  Additional Planned TraVEL .........cceiiiiiiiiii e 8
4.6  Monitoree Potential Exposure or Case INformation ...........c.ccceveviiieiie v 8
5 ENROLLER CAPABILITIES ...ttt e e 11
5.1 How to Enroll New Monitoree (Contact Or Case) ........ccceevveieereiiieiieieeieseese e 11
5.2  How to Edit Monitoree Enrollment INfOrmation .............ccccocvivviinnininienece s 13
5.3  How to Create a Reporting Household with a Head of Household Reporter
Using the ENrollment WIzZard ............ccooviiiiiiiie e 15
5.4  How to Change a Head of Household (Household Reporter).........ccccoovvereniicinnnnnnns 18
55 How to Enroll a New Household Member into an Existing Household....................... 19
5.6 How to Move an Existing Record into a Reporting Household ..............c.ccoeeveienennn. 20
5.7 How to Remove a Household Member from an Existing Reporting Household .......... 21
5.8 How to View Enrollment ANalYLiCS. ........ccooiiiiiiiiiiiiec e 22
6 MONITOREE SELF-REPORTING OVERVIEW ......ccocoiiiiiiiiiiiiieeee e 23
6.1  Monitoree Message Summary by Reporting Method............cccooiiiiiiiincniis 23
6.2  Summary of Messages Sent t0 IMONITOIEES. ........ccveieriiierieiere e 24
6.3  Submitting Daily Reports to Sara Alert™ ..........cccocoiiiiiiiiiiii e 26

©2020 The MITRE Corporation. All rights reserved. i Approved for Public Release Case #20-1176



ABOUT SARA ALERT™

1 ABOUT SARA ALERT™

Sara Alert™ serves as a force multiplier that supports governmental public health response to
emerging disease threats, including active monitoring of home quarantine and isolation for
disease containment or mitigation. This open source tool allows public health resources to be
directed where they are most needed.

Sara Alert™ enables public health officials to enroll individuals at risk of developing a disease of
interest (“monitorees”), for example COVID-19. Once enrolled, individuals can report their (and
their household members’, if applicable) symptoms daily through multiple platforms (e.g.,
mobile, desktop, text-based, voice), providing public health departments improved situational
awareness. If a monitoree reports any symptoms or does not submit a daily report, the record is
flagged by the system so that public health can quickly and efficiently identify monitorees
requiring follow-up for care coordination or non-response follow-up.

Sara Alert™ also enables public health officials to enroll cases who require monitoring to
determine when it is safe to discontinue home isolation. Once enrolled, individuals can report
their symptoms daily through multiple platforms (e.g., mobile, desktop, text-based, voice),
providing public health departments improved situational awareness. If a monitoree reports
meets a recovery definition or does not submit a daily report, the record is flagged by the system
so that public health can quickly and efficiently identify monitorees requiring follow-up to verify
that it is safe to discontinue home isolation or non-response follow-up. The concept of operations
and high-level workflow are shown below in Figure 1.

1.1 Concept of Operations
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Figure 1: Sara Alert™ Concept of Operations
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ABOUT SARA ALERT™

1.2 Workflow Summary

The Sara Alert™ system contains two parallel public health workflows that track two types of
monitorees:

e Exposure Monitoring Workflow: allows public health to monitor potentially exposed
individuals to determine if they become ill; for COVID-19 the monitoring period is 14 days
after the last day of exposure.

e Isolation Monitoring Workflow: allows public health to monitor confirmed cases daily
to determine when they preliminarily meet the recovery definition and it may be safe to
discontinue home isolation.
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Figure 2. Sara Alert™ Workflow Summary

Visit saraalert.org for more information about Sara Alert, including FAQs, tutorial videos,
and fact sheets. To send questions, comments, or other feedback related to Sara Alert, email

sarasupport@aimsplatform.com.

Sara Alert User Guide For Enrollers

©2020 The MITRE Corporation. All rights reserved. 3 Approved for Public Release Case #20-1176


http://www.saraalert.org/
mailto:sarasupport@aimsplatform.com

ENROLLER ROLE OVERVIEW

2 ENROLLER ROLE OVERVIEW

An enroller is a trusted user who can add new monitorees into TIP: See the Quick Start Guide
Sara Alert™ who require public health monitoring. Enrollers can for Enrollers
enroll monitorees into either the exposure or isolation workflow.

Table 1. Functional Role Summary

Monitoree
Enroll New Case
View/Modify
Enrollment Details
View/Modify
Monitoring Actions
View/Add/ Modify
Symptom Reports
Transfer Records
View History/Add
Comments
Import records
Export Records
View and export
analytics
Add/modify system
View list of system
Record Access

B
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S
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2
L
2
2
<
W

View Monitoring Line
View/Add Lab Reports

| B " Onlyrecords
m addendyb:/e::; :ser
2.1 Record Access

e Anenroller only has access to records that they added to the system.

e An enroller can only view or modify data elements that can be entered during enrollment
including demographics, exposure history, and planned travel; enrollers cannot view
symptom report information submitted by monitorees, public health actions, or comments
made by users.

e At the time of enrollment, the system will check for potential duplicate records among
records that the user has access to; for enrollers, this is records that the user has created.

2.2 Enroller Capabilities

e Enroll a new monitoree into the exposure workflow
e Enroll a new case into the isolation workflow
e Assign record to another jurisdiction that the enroller has access to (e.g., State enroller can
assign cases to local jurisdiction within state)
o The user’s assigned jurisdiction is the default jurisdiction assigned to a record

e View enrollment details of monitorees enrolled by user
e Modify enrollment details of monitorees enrolled by user
e View summary enrollment statistics by user and user jurisdiction

2.3 Workflow

Enrollers can enroll monitorees (contacts) into the exposure workflow
Enrollers can enroll cases into the isolation workflow

Sara Alert User Guide For Enrollers
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GETTING STARTED

3 GETTING STARTED
3.1 Logging In

1) Open Sara Alert™ in a web browser. Compatible web browsers include Chrome, Microsoft
Edge, Microsoft Internet Explorer 11, Mozilla Firefox, and Safari. If using Microsoft Internet
Explorer 11, you may need to turn off compatibility mode.

2) Log in using your credentials. o
TIP: If you are having difficulty

If this is your first login attempt, use the temporary password you logging in with the temporary
were issued; you will be prompted to change it. Temporary password, type it in instead of
passwords expire after 72 hours. If your temporary password has using cut and paste

expired, contact your jurisdiction administrator for a password reset.

Sara Alert

LogIn

Email

enroller1@example.com

Figure 3: Log in screen

3) Register for two-factor authentication (2FA) by providing a phone number. (NOTE: this is
only required the first time you use Sara Alert™). This is how you will receive your 7-digit 2FA
token number. Once you have entered your phone number and country (for the country code),
click “Register”.

Sara Aleil’t\,,,"

Secure montoring and reporting for p

Register For 2-Factor Authentication

Figure 4: Enter your phone number.

Sara Alert User Guide For Enrollers
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GETTING STARTED

4) For all login attempts after initial registration, you will be prompted to choose how to receive
the 7-digit 2FA token (i.e., SMS/Text or through a phone call).

e Select your preferred method to receive the 2FA token
e Enter the 7-digit token when you receive it and click “Submit”

4
' SaraAlert

2-Factor Authentication

Step 1: Choose how to receive your secure token.

Request SMS Text Request Phone Call

Step 2: Enter the token you receive.
° B

Figure 5: Choose your 2FA method.

5) You will be taken to the Enrollment Dashboard

6) Your assigned jurisdiction is listed in the upper right-hand corner of the screen. You can only
see records for monitorees whom you have enrolled.

Sara Alertﬂ_.g_;:v & statel_enroller@example.com | (2] ® Logout

Dashboard Your Jurisdiction: USA, State 1

B Enroll New Monitoree ¢ Analytics /

Enrolled Monitorees

b £ tri c aalk

Figure 6: Your Sara Alert™ jurisdiction

7) The “Help” button provides links to the User Guide and other helpful resources, including
how to contact the Sara Alert™ team for help.

Sara Alert viaz & statel_enroller@examplecom | @ | ® Logout

Dashboard Your Ju@iction: USA, State 1

Enroll New Monitoree @ Analytics

Enrolled Monitorees

Shay P 4. L

Figure 7: Access to Sara Alert™ resources

Sara Alert User Guide For Enrollers

©2020 The MITRE Corporation. All rights reserved. 6 Approved for Public Release Case #20-1176



MONITOREE DETAILS/ENROLLMENT WIZARD

8) To end the session, click “Logout”. Users should log out of the system when they are not
using it.

Sara Alertviaz & statel_enroller@examplecom | @ | @ Logout

Dashboard Your Jurisdiction; J@#P¥state 1

Enroll New Monitoree | € Analytics

Enrolled Monitorees

CShow _ac Y ~S AN T

Figure 8: The Logout button

4 MONITOREE DETAILS/ENROLLMENT WIZARD

The Enrollment Wizard organizes the Monitoree Details into 6 different screens that allow an
Enroller to add information in a defined sequence. The enrollment wizard is used to collect the
information described below. Monitorees enrolled though the user interface can be added to
either the exposure or isolation workflow. A description of the fields available in the
enrollment wizard and saved in the Monitoree Details section of the monitoree record are
described below.

A video tutorial for this section (Monitoree Record Detail Overview) is available at:
saraalert.org/public-health/tutorial-videos/

4.1 Monitoree Identification

e Select workflow to enroll monitoree (exposure or isolation)

e Includes name and demographic information, as well as any existing state/local/Federal
ID numbers

e Includes primary and secondary languages spoken by the monitoree. The primary
language field is used to determine in what language the notifications from the system to
the monitorees will be sent

e Languages that are not fully supported are designated with a *. If a language is selected
that is currently not supported, the system will send notifications in English

4.2 Monitoree Address

e Home Address Within USA (U.S. Residents)
o Address at Destination in USA Where Monitored: If the same as the home address,
select the “Copy from Home Address” option
e Home Address Outside USA (Non-Residents)

o Address at Destination in USA Where Monitored: Enter data here for individuals who
are temporarily staying in the U.S. during their monitoring period

Sara Alert User Guide For Enrollers
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MONITOREE DETAILS/ENROLLMENT WIZARD

4.3 Monitoree Contact Information
TIP: See the Quick Start Guide

e “Preferred Reporting Method” indicates how monitorees will for Preferred Reporting
receive notifications to submit daily symptoms reports (email, Method
SMS text, phone, etc.)

o Some fields are conditionally required depending on the
selected “preferred reporting method”
o Message and data rates may apply depending on the
contact method selected
o If a monitoree’s preferred reporting method is not yet TIP: If “unknown” or “opt out” is the
known, the user may select “Unknown” and the current preferred reporting
monitoree will not receive notifications. This is the method, a user will need to update
the reporting method (email,
system d_efaUIt_Value . SMS, or phone) for the monitoree
o If amonitoree is enrolled in the system but has to begin receiving daily
requested not to receive notifications, the user may notifications.
select “Opt-Out” for preferred reporting method and
the monitoree will not receive notifications
o Monitorees with “Opt-Out” or “Unknown” selected will appear on the non-reporting
line list the day after enrollment

e “Preferred Contact Time” should be specified for the monitoree to receive automated
daily requests for symptoms

o Morning is between 8 AM and noon in local time zone

o Afternoon is between noon and 5 PM in local time zone  TIp: If the user does not specify a
o Evening is between 5 PM and 8 PM in local time zone preferred contact time, the system
o The local time zone for monitorees is determined by the will send daily requests during the

monitoree’s address state data element located on the Afternoon” contact times.

“Monitoree Address” enrollment screen. The time zone
for each state has been assigned based on each state’s population center

= |faddress state is left blank, the eastern time zone is used by default

4.4 Monitoree Arrival Information

e Fields on this screen are optional since all monitorees will not have travel history. If travel
history is available, it should be entered into the system

4.5 Additional Planned Travel

e Fields on this screen are optional since not all monitorees will plan to travel during their
monitoring period

4.6 Monitoree Potential Exposure or Case Information

Some of the fields on the final screen on the enrollment wizard differ depending on which
workflow is selected (exposure or isolation) on the first screen. These are described below.

Monitoree Contact Information

©2020 The MITRE Corporation. All rights reserved. 8 Approved for Public Release Case #20-1176
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MONITOREE DETAILS/ENROLLMENT WIZARD

4.6.1 Exposure Workflow

e Last Date of Exposure: Used by the system to determine the monitoring period for
exposed monitorees. The field will be auto populated with the last date of exposure that
was entered when the record was created or imported.

= A user may enter a date that is up to 30 days after the current date.

= The system allows either a Last Date of Exposure to be entered OR Continuous
Exposure turned ON. This ensures that a user clearly indicates if the monitoring
period should be calculated based on a known exposure or extended indefinitely
due to an ongoing exposure.

e Continuous Exposure: A user can turn this “ON” if the monitoree is being continuously
exposed (e.g., from living with someone who is a confirmed case).

=  When Continuous Exposure is turned “ON”, Sara Alert™ will extend the
monitoree’s monitoring period indefinitely until either:

= The record is closed (in which case Continuous Exposure will be automatically
turned off); or

= Continuous Exposure is turned off and a Last Date of Exposure is entered by a
user. Once a Last Date of Exposure is entered, the end of the monitoring period
will be calculated as 14 days after Last Date of Exposure.

= The system allows either a Last Date of Exposure to be entered OR Continuous
Exposure turned ON. This ensures that a user clearly indicates if the end of
monitoring period should be calculated based on a known exposure or extended
indefinitely due to an ongoing exposure.

e Exposure Risk Factors: Allows users to indicate if a monitoree has a specific risk factor

= Some exposure risk factors have free text fields to allow for specific exposures to
be documented.

= In instances where there may be multiple applicable answers (e.g., the monitoree
visited multiple healthcare facilities with known cases), use commas to separate
multiple specified values.

=  The “Member of Common Exposure Cohort” field can be used to track
different types of shared exposures (i.e., outbreak at a workplace, facility, event,
etc.)

4.6.2 Isolation Workflow

e “Symptom Onset” date is used by the system to determine if the non test-based recovery
definition in the isolation monitoring workflow has been met.

o A user may enter a date that is up to 30 days after the current date.
e “Case Status” can be set to “Confirmed” or “Probable.”

o Users should assign case status according to current guidelines provided by their
jurisdiction. For reference, the latest CSTE surveillance case definitions can be found
at: https://www.cste.org/page/PositionStatements

Monitoree Potential Exposure or Case Information

©2020 The MITRE Corporation. All rights reserved. 9 Approved for Public Release Case #20-1176


https://www.cste.org/page/PositionStatements

MONITOREE DETAILS/ENROLLMENT WIZARD

4.6.3 Both Workflows

e The “Assigned Jurisdiction” field can be updated on enrollment.

(@]

o

The default jurisdiction will match the user’s assigned jurisdiction displayed in the
upper right-hand corner of the screen.

The list of available jurisdictions at enrollment will only be populated with
jurisdictions to which the user has access to (e.g., State enroller can assign cases to a
local jurisdiction within state)

= |farecord needs to be transferred to a jurisdiction that the user does not have
access to, a public health user will need to transfer the record after enroliment.

e The “Assigned User” field can be specified on enroliment.

(@]

o

Used to identify the user or group within a jurisdiction responsible for monitoring a
monitoree

Each jurisdiction should determine their own Assigned User identification
conventions (e.g., assign user number to each user, assign user number to groups or
teams, assign user number to call center stations, etc.)

Each jurisdiction within the jurisdictional hierarchy can assign any allowed assigned
user numbers; thus a state user and county user within that state can be assigned the
same assigned user number unless a coding convention is established at the state level
to prevent this. Thus, both the assigned jurisdiction and assigned user fields uniquely
identifies each assigned user

This field does not change who can see or modify a record, it is instead intended to
help jurisdictions organize and track which of their personnel are assigned to a given
record

This field is optional and can be updated later

Monitoree Potential Exposure or Case Information
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5 ENROLLER CAPABILITIES

5.1 How to Enroll New Monitoree (Contact or Case)

1) Click the “Enroll New Monitoree” button.

Sara A‘ertv1_4_z & state1_enroller@example.com ‘ (2] | @ Logout

Dashboard Your Jurisdiction: USA, State 1

B Enroll New Monitoree @& Analytics

Enrolled Monitorees

Shosae _ac nirinc < N

Figure 9: Enroll a new monitoree

2) Select the appropriate workflow to enroll the monitoree in

e Exposure (contact): Use this workflow if the new monitoree was potentially exposed
e Isolation (case): Use this workflow if the monitoree is a confirmed case

Monitoree Identification

WORKFLOW * /
Exposure (contact) v
Exposure (contact)

Isolation (case)

Figure 10: Select Exposure of Isolation workflow

e The final page of the Enrollment Wizard differs based on workflow

o Exposure workflow: Exposure Risk factor data elements
o lsolation workflow: Symptom Onset Date and Case Status (as available)

How to Enroll New Monitoree (Contact or Case)
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ENROLLER CAPABILITIES

3) Enter information on enrollment screens. To advance, click “Next”. To return to a previous

screen, click “Previous.” Required fields (*) must be completed before you can advance through

the enrollment process.

Monitoree Identification

WORKFLOW *

Exposure (contact)

FIRST NAME * MIDDLE NAME(S) LAST NAME *

DATE OF BIRTH * AGE SEX AT BIRTH

ey

i mm/ddlyyyy v
GENDER IDENTITY SEXUAL ORIENTATION

RACE (SELECT ALL THAT APPLY) ETHNICITY
WHITE
BLACK OR AFRICAN AMERICAN
AMERICAN INDIAN OR ALASKA NATIVE
ASIAN

NATIVE HAWAIIAN OR OTHER PACIFIC ISLANDER

LANGUAGE
Languages that are not fully supported are indicated by a (*) in the below list

PRIMARY LANGUAGE @ SECONDARY LANGUAGE @

INTERPRETATION REQUIRED

NATIONALITY

STATE/LOCAL ID cocio NNDSS LOC. REC. ID/CASE ID

Figure 11: Enter new monitoree enroliment information

4) Review the enrollment data and save the record.
e Select “Edit” to return to previous enrollment screens (if needed).

e Select “Finish” to create the record. The record is not created until “Finish” is selected. If

you navigate away from the enrollment wizard before selecting “Finish”, the record will
not be saved.

Additional Planned Travel Edit Potential Exposure Information Edit

Type LAST EXPOSURE
Place: Ariando Hosoita

Port Of Departure:
End Date:
Start Date:

Previous Finish and Add a Household Member

Figure 12: Click “Finish” to save the record

NOTE: If the monitoree’s preferred contact information matches that of an existing record that
you have enrolled, the two records will be linked as a reporting household. See page 21 for
instructions on how to remove a record from a household.

How to Enroll New Monitoree (Contact or Case)
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ENROLLER CAPABILITIES

5) Sara Alert™ identifies potential duplicates based on exact match of first name, last name, sex,
and date of birth OR an exact match of the State/Local ID at the time of enrollment. If the record
is flagged as a potential duplicate, a message will appear informing the user which match criteria
were met, and asking if you want to create a potentially duplicate record.

NOTE: Sara Alert ™ check for potential duplicates amongst records that a user has access to.

This means that the system will check to see if a record being enrolled has already been created
by the user (and not by other users in the system).

Confirm

This monitoree already appears to exist in the system! There is 1 record with matching values in the

following field(s): First Name, Last Name, Sex, and Date of Birth. Are you sure you want to enroll this

Lo | o

monitoree?

Figure 13: A confirmation box will appear for potential duplicate records

5.2 How to Edit Monitoree Enrollment Information

Enrollers can modify monitoree records to which they have access (e.g., add new information or
correct data entry errors). An enroller only has access to records that they have created in the
system.

1) Search for the monitoree of interest on the Enrollment Dashboard. Users can use the “Search”
bar on the dashboard to find records that match search terms in any of the following fields:

First Name

Last Name

Date of Birth (format: DD/MM/YYYY)
Enrollment Date (format: DD/MM/YYYY)
State/Local 1D

Enroll New Monitoree

Enrolled Monitorees

Show Jurisdiction: A A Assigned User: A

Show 1 entries Search: bee

Monitoree 1 Jurisdiction Assigned User State/Local ID Sex Date of Birth Enrollment Date

Beer66, John91 County 3 7862 EX-009640 Unknown 1967-11-12 2020-06-03

Figure 14: Search enroller dashboard

How to Edit Monitoree Enrollment Information
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ENROLLER CAPABILITIES

2) You can also filter for monitorees based on their assigned jurisdiction (if applicable) or the
user who has been assigned to their record.

Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree

Enrolled Monitorees

Show Jurisdiction:  All <A - Assigned User: | All
Show 15 - entries Search:  beer

Monitoree 1. Jurisdiction Assigned User State/Local ID Sex Date of Birth Enrollment Date
Beer66, John91 County 3 7862 EX-009640 Unknown 1967-11-12 2020-06-03

Figure 15: Filter by jurisdiction or assigned user

3) Open the monitoree record by clicking on their name in the “Monitoree” column.

Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree € Analytics

Enrolled Monitorees

Show Jurisdiction: Al - Al Assigned User: A
Show 15 entries Search: beer
Monitoree Jurisdiction Assigned User State/Local ID Sex Date of Birth Enroliment Date
Beer66, John91 County 3 7862 EX-009640 Unknown 1967-11-12 2020-06-03

Figure 16: Select monitoree record

4) Select “edit details” in the upper left of the screen to make necessary changes.

Monitoree Details (edit details)

This monitoree is responsible for handfin§ighe reporting of the following other monitorees:

Name Workflow itoring Status Continuous Exposure?

Badger, Bucky Isolation Actively Monitoring No

£ Chanae Head of Houcshald

Figure 17: Modify monitoree record

How to Edit Monitoree Enrollment Information
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ENROLLER CAPABILITIES

5.3 How to Create a Reporting Household with a Head of
Household Reporter Using the Enroliment Wizard

Sara Alert™ allows a group of monitorees to, if they so choose, Tip: See the Quick Start Guide for
report symptoms as a single household unit. If they choose to do Household Reporting

so, the system will link their records and contact only the designated

Head of Household who will report daily symptom information on

behalf of household members.

NOTE: If the Head of Household record is closed for any reason, the

Head of Household will continue to receive daily symptom reports P-4 reporting household in Sara

Alert™ s defined by shared contact

for the remaining reporting eligible household members. If the Head information (phone number or email
of Household no longer wishes to report on behalf of linked address).

household members, a user should update the Head of Household

(see page 18).

Enrollers can create reporting households using the following steps in the Enrollment Wizard:

1) Enroll the Head of Household (see page 10). The first household member enrolled is defined
as the default Head of Household (HOH). The HOH will be responsible for reporting on behalf
of each subsequent household member enrolled (e.g., household reporter).

2) Select “Finish and add a Household Member” to save the HOH record and add a new
reporting household member whose daily report will be submitted by the HOH.

Additional Planned Travel Edit Potential Exposure Information Edit

Type: LAST EXPOSUR

Previous Finish and Add a Household Member

Figure 18: Create household using enrollment wizard

3) Confirm that you would like to enroll reporting household members by clicking “Continue”.

Enroll Household Members

Household enrollment allows for the Head of Household to submit reports on behalf of other members of
the household. The head of household is the first household member enrolled. By clicking “continue”, any
additional household members who are added will have their daily reports submitted by the Head of
Household.

Any household members who wish to report on their own behalf should be enrolled separately and not be
added using the “Finish and Add a Household Member” button. Select “Cancel” then “Finish” to return to the
main enrollment screen.

Figure 19: Note how Sara Alert™ handles household enrollment

How to Create a Reporting Household with a Head of Household Reporter Using the Enrollment Wizard
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NOTE: Any household member who would like submit reports on their own behalf should be
enrolled individually and not as a reporting household member as shown below. In this case, the
monitoree must provide unique contact information (phone number and email address). Unique
contact information is required to prevent a race condition, where the system receives multiple
responses from the same number or email and is unable to determine for which monitoree the
report has been submitted.

4) The subsequent household member enrollment screens will be pre-
populated with the same address, contact information, arrival
information, additional planned travel, and potential exposure
information as the HOH. These values can be edited, if different

Tip: Users may need to edit exposure
information, including last date of
exposure, for individuals who
were secondarily exposed through

among household members, in each of the data entry screens or by a household member.

clicking “Edit” at the monitoree review screen.

Monitoree Review
Assigned Jurisdiction: USA, State

Identification: Minnie Mouse Edit

Contact Information « Edit

DOB: 2001-01-01 Sex: Phone: 1231241234

Age: 1

Race Preferred Contact Time

Language: Ethnicity: Type:
State/Local ID:
CDCID:

NNDSS 1D:

Nationality: Email
Preferred Reporting Method: Telephone ca

Address « Edit Arrival Information « Edit
1510 D oad DEPARTED ARRIVAL

Additional Planned Travel « Edit Potential Exposure Information « Edit

Type: LAST EXPOSURE
Place: Orlan R

Port Of Departure:
End Date:
Start Date:

Figure 20: Sara Alert™ Automatically Pre-Populates Information for Household Members

5) Select “Finish and Add Household Member” at the bottom of the enrollment review screen
to continue to enroll additional household members. The HOH will be responsible for reporting
on behalf of each household member who is actively being monitored.

Adagitional ¥ianned iravel Edit rotentuial Exposure intormation Edit

Type: LAST EXPOSUR A\
Place: ° X

Port Of Departure:
End Date:
Start Date:

Previous

Finish and Add a Household Member

Figure 21: Monitoree record review

How to Create a Reporting Household with a Head of Household Reporter Using the Enrollment Wizard
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ENROLLER CAPABILITIES

6) After enrolling the last household member to the group, close enroliment of members to a
household by clicking “Finish” at the bottom of the enrollment review screen.

Additional Planned Travel Edit Potential Exposure Information Edit

Type: LAST EXPOSURE

Place Hubei Provence China

Port Of Departure

Date

Start Date AS IN HEALTH CARE FAC TH

T

Figure 22: Click “Finish” once all household members have been enrolled

7) The records for household members will be linked in the user interface so users can identify
monitorees whose reports are submitted by another person (Head of Household). As shown
below, household members are listed in the record of the HOH along with their workflow,
monitoring status, and continuous exposure status.

NOTE: As an enroller, you can only access the records of household members that you have

enrolled. If you click on a record and are redirected to the dashboard, that means that you do not
have access to that record and that another user enroller that household member.

Monitoree Details (edit details)
This monitoree is responsible for handling the reporting of the following other monitorees:

Name Workflow Monitoring Status Continuous Exposure?

Larkin48, Yer78 Schmeler48 Exposure Actively Monitoring No

£¥ Change Head of Household

Figure 23: The Head of Household's record

How to Create a Reporting Household with a Head of Household Reporter Using the Enrollment Wizard
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5.4 How to Change a Head of Household (Household Reporter)

A user with the Enroller role can change which member of a household is designated “Head of
Household” (and therefore is responsible for reporting symptoms on behalf of the group) among
records to which the user has access.

NOTE: The drop-down will only populate with names of monitorees that a user has access to.
For an enroller, this will include only household records created by that user.

1) Open the HOH’s record. Click the “Change Head of Household” button located in the Head
of Household’s details section.

Monitoree Details (edit details)

This monitoree is responsible for handling the reporting of the following other monitorees:

Name Workflow  Monitoring Status Continuous Exposure?
Baumbach59, Andre ding26 Exposure Actively Monitoring No
Ryan15, Leilani17 Exposure Actively Monitoring No

£% Change Head of Household

Figure 24: Click “Change Head of Household”

2) Select the member of the household you would like to make Head of Household from the
drop-down list. The drop-down list only includes other individuals in the current household. The
individual selected will be made the new HOH and will be responsible for reporting on behalf of

all household members.

Edit Head of Household

Select The New Head Of Household
Note: The selected monitoree will become the responder for the current monitoree and all others within

the list

Badger, Bucky

Figure 25: Select the preferred Head of Household
3) Click “Update” to save the new Head of Household.

Edit Head of Household

Select The New Head Of Household
Note: The selected monitoree will become the responder for the current monitoree and all others within
the list

Badger, Bucky \ v

Figure 26: Click Update to save the Head of Household

How to Change a Head of Household (Household Reporter)
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5.5 How to Enroll a New Household Member into an Existing
Household

1) Open the appropriate HOH’s record. Select “edit details”.

Monitoree Details (edit details)

This monitoree is not a member of a sehold:
£% Move To Household

Assigned Jurisdiction: USA, State 2
Assigned User: 900

Identification: Cammie88 Hills21 Kuhn89

Figure 27: Edit HOH record to add new household member

2) Select “Finish and Add a Household Member”. Select “Continue” to confirm enrollment of
household member.

Preferred Reporting Method: E-mailed Web Lin

Additional Planned Travel Edit

Potential Exposure Information

Type:

Place:

Port Of Departure:
End Date: CLOSE CONTACT
Start Date:

Previous Finish and Add a Household Member

Figure 28: Select "'Finish and Add a Household Member** to add new household member

3) Complete “Monitoree Information” fields and select “Next” to review household data on
remaining enrollment wizard screens. Select “Finish” to save record. The additional monitoree
will be linked to the HOH record. The monitorees a HOH is responsible for reporting on and

their workflow, monitoring status, and continuing exposure status can be seen in their Monitoree
Details section.

Monitoree Details (edit details)

This monitoree is responsible for handling the reporting of the following other monitorees:

Name Workflow Monitoring Status Continuous Exposure?

Actively Monitoring No

arkindg, Yer78 Schmelerds - Exposure

€3 Change Head of Household

Figure 29: New household member has been linked to HOH

How to Enroll a New Household Member into an Existing Household

©2020 The MITRE Corporation. All rights reserved. 19 Approved for Public Release Case #20-1176



ENROLLER CAPABILITIES

5.6 How to Move an Existing Record into a Reporting Household

The “move to household” function allows users to create households from existing records in the
system. A user can either add a record to an existing household or create a new household from
two records.

1) Open the appropriate monitoree record and click the “Move to Household” button.

Maonitoree Details (edit details)

This monitoree is ot a member of a household

BrownB6 Corkery40 Contact Information

Phone: (5 S-01
Preferrad Contact Time: Evening

Tura S

Figure 30: Click ""Move to Household"

2) From the drop-down, select the name of the person who should report on behalf of the current
monitoree; the selected record will be the HOH for the current monitoree.

NOTE: The drop-down will only populate with names of monitorees that a user has access to.
For an enroller, this is only records created by that user.

DITIEIIUEI YOI, LE>a1UD MYE. 1 1, JLaLE 1.
Brown01, Tabithad8 Age: 5, State ID:

Bruen06, Anette91 Age: 6, State ID: EX-497140
Buckridge58, Chester65 Age: 31, State ID: EX-670603
Buckridge84, Keven57 Age: 28, State ID:

Bunny, Bugs Age: 30, State ID:

Bunny, Bugs Age:, State ID:

Bunny, Bugs Age:, State ID:

Busch, Elena Age: 28, State ID:

Busch, Baby Age: 4, State ID:

Carter10, Irwin51 Age: 40, State ID: EX-652778

Buckridge84, Keven57 Age: 28, State ID:

Figure 31: Select which household you would like to add the monitoree to

3) Select “Update” to move the monitoree into the selected HOH’s household.

Move To Household

Select The New Monitoree That Will Respond For The Curre

Note: The current monitoree will be moved into the se| 4 monitoree’s household

Buckridge84, Keven57 Age: 28, State ID:

Figure 32: Select ""'update™ to move the monitoree into the selected household
How to Move an Existing Record into a Reporting Household
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4) The selected HOH will now be responsible for reporting on behalf of the monitoree, and the
monitoree will appear in their household.

Menitoree Details (edit details)

Y i

Assigned User: 131

Identification: Jermaine13 Brown86 Corkerydd

DOB:

Contact Information

Phine:

Preferred Reporting Method: $845 Tex-message

Figure 33: The selected Head of Household is now responsible for reporting on behalf of the

monitoree

5.7 How to Remove a Household Member from an Existing

Reporting Household

A household member cannot be removed from their

household until their email and primary telephone number

differ from those of the current Head of Household.

1) Open the household member record of interest. Select
“Edit Details”. Then select “Edit” for the “Contact

Information” section.

Monitoree Review

Tip: If you click “Remove from Household” prior

to updating the individual’s contact
information, you will be prompted to do so
before the person can be removed from the
reporting household.

The reporting responsibility for this monitoree is handled by another monitoree. Click here to view that monitoree.

£% Remove From Household

Assigned Jurisdiction: USA, State 1

Identification: Minnie Mouse

DOB: 1991-01-01 Sex:

Age: 29 Race:
Language: Ethnicity:
State/Local ID: Nationality:
CDCID:

NNDSS ID:

Edit

Contact Information

Edit

Phone: -1123124123

Preferred Contact Time:

Type:
Email:

Preferred Reporting Method: Telephone ca

Figure 34: Edit contact information for record to be removed from household

How to Remove a Household Member from an Existing Reporting Household
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2) Update the email and primary telephone number in the fields shown below. The contact
information must be different from the HOH record. Select “Next” then “Finish” to save the
changes.

Monitoree Contact Information

PREFERRED REPORTING METHOD *

E-mailed Web Link v

PRIMARY TELEPHONE le SECONDARY T|
+15555555555

PRIMARY PHONE TYPE SECONDARY P

Smartphone:

Plain Cel

Landline 15 telephone 2 eb-based report
oo / CONFIRM E-MAIL ADDRESS

newemail@example.com

Figure 35: Update telephone number and email address

3) Select “Remove from Household”. This monitoree will be removed from the current
household and will be responsible for their own reporting.

Monitoree Details (edit details)

The reporting responsibility Mee is handled by another monitoree. Click here to view that monitoree.
£4 Remove From Household

Assigned Jurisdiction: USA, State 1

Figure 36: Select “Remove Household” to complete action

5.8 How to View Enroliment Analytics

The analytics summary for enrollers shows:
e Summary of enrollments made by user (“Your statistics”)
e Summary of total enrollments in the user’s assigned jurisdiction (“System Statistics”)

To view enrollment analytics, select the “Analytics” button. This data used in the analytics
summary is updated once a day.

Sara Alertm,qg & state1_enroller@example.com | (2] | @ Logout

Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree

Enrolled Monitorees

Figure 37: View enrollment analytics

How to View Enrollment Analytics
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6 MONITOREE SELF-REPORTING OVERVIEW

Monitorees are individuals who have been enrolled by a trusted

enroller for public health monitoring. Monitorees in the exposure and

isolation workflow will receive messages during the monitoring
period for as long as they are eligible.

Tip: See the Quick Start Guide for

Preferred Reporting Method

Monitorees will not have Sara Alert™ accounts (e.g., no user name and password); while being
actively monitored, each monitoree or Head of Household reporter will be sent a daily
notification to submit a symptom report that is linked to their record(s).

6.1 Monitoree Message Summary by Reporting Method

Below is a summary of messages sent to monitorees that are eligible to receive notifications from
the system depending on the specific reporting methods. Records with “unknown” or “opt-out”
do not receive messages so are not included in the summary.

Table 2: Summary of Messages Sent to Eligible Monitorees By Reporting Method

Welcome message!

E-mailed Web Link

Sent immediately
following enrollment

SMS-Texted Weblink

Sent immediately following
enrollment

SMS Text message

Sent immediately
following enrollment

Telephone Call

No welcome message
sent

Reminder Message Sent
until response is logged?

No, one daily request
sent

No, one daily request sent?

No, one daily request
sent?

Yes, up to once/hour
during preferred contact
time

Can set preferred
contact time?

Yes

Yes

Yes

Yes

Daily Report Message
Timing

During Preferred
Contact Time

During Preferred Contact Time

During Preferred
Contact Time

During Preferred Contact
Time

Daily Report Format

List of yes/no questions
for each symptom

List of yes/no questions for
each symptom

Single yes/no
question for all
symptoms

Single yes/no question
for all symptoms

Daily Message Format
(single monitoree)

Email with single
weblink to symptom
report

Two texts (one identifies the
monitoree by initials and age;
the second includes the
weblink to report)

Text message with
single yes/no
response for all
symptoms listed

Phone call with single
yes/no response for all
symptoms listed

Daily Message Format
(Reporting Household)

Single email with
weblinks for each active
household member
(denoted by initials and

age)

Two texts for each active
household member (one
identifies household member
by initials and age; the second
includes weblink to report for

that member)

Single text message
with single yes/no
response for all
symptoms listed for
all active household
members

Single phone call with

single yes/no question

for all active household
members

LIf the preferred reporting method is initially set to “Unknown” or “Opt-Out” and later updated, the
monitoree will not receive a welcome message from the system.
2 The system will make multiple attempts to reach the monitoree if the messages are not successfully
delivered by the carrier, but the monitoree will only see one text from the system per day.

Monitoree Message Summary by Reporting Method
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6.2 Summary of Messages Sent to Monitorees

6.2.1 Language

Monitorees will receive messages according to the primary language settings in the record
(available on the Monitoree Identification enrollment screen). Languages that are not fully
supported are indicated with a *. Other selected languages will default to English notifications.
If a partially supported language is selected on enrollment, a note will appear with more details.

6.2.2 Welcome Message (Email and SMS only)

It is important to coordinate the timing of system welcome messages with monitorees so that
they know the message is legitimate.

e Emailed Weblink: Monitorees who select “E-mailed Web Link” as the preferred
reporting method at the time of enrollment will receive an initial welcome notification
from the system immediately after enrollment is completed through the user interface or
import. The email welcome message provides a link for the monitoree to submit their
daily report.

e SMS Texted Weblink: Monitorees who select “SMS Texted Weblink™ as the preferred
reporting method at the time of enrollment will receive an initial welcome notification
from the system immediately after enrollment is completed through the user interface or
import. The SMS texted weblink welcome message provides a link for the monitoree to
submit their daily report

o SMS Text-message: Monitorees who select “SMS Text-message” as the preferred
reporting method at the time of enrollment will receive an initial welcome
notification from the system immediately after enrollment is completed through the
user interface or import. The SMS welcome message does not prompt monitorees for
a symptom report

o Households (Email or SMS Weblink): If a user enrolls a household in Sara Alert,
the welcome message will only include a symptom report weblink for the Head of
Household. A subsequent message will be sent at the HoH’s preferred contact time
with reports for all enrolled household members.

e Telephone Call: Monitorees who selected Telephone Call as the preferred method will
not receive a specific welcome call.

e NOTE: If the preferred reporting method is initially set to “Unknown”, “Opt-Out”, or
“Telephone Call” and later updated to Email or SMS Messages (weblink or text), the
monitoree will not receive a welcome message from the system.

6.2.3 Daily Symptom Report Message Timing (Email, SMS, and Phone)

Daily Symptom Report messages allow for monitorees and head of household reporters to
submit symptom reports to Sara Alert™. It is important to set daily reporting expectations with
monitorees to ensure compliance with local reporting requirements. If a user DOES NOT
specify a preferred contact time, the system sends daily text or phone requests during the
“Afternoon” contact times until otherwise specified.

Summary of Messages Sent to Monitorees
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Email or SMS Messages (web-link or text): Daily symptom report messages will be sent
once a day starting with the first preferred contact time period after the initial welcome
message has been sent.

EXAMPLE: If a monitoree is enrolled at 4 pm EST on June 1, but their preferred
contact time is morning, they will receive a welcome message at 4 pm EST on
June 1, and then daily symptom report messages every day they are eligible
between 8 am — noon EST starting on June 2.

EXAMPLE: If a monitoree is enrolled at 4 pm EST on June 1, but their preferred
contact time is evening, they will receive a welcome message at 4 pm EST on
June 1, and then daily symptom report messages every day they are eligible
between 4 pm — 8 pm EST starting on June 1.

NOTE: For SMS-Texted Weblink, if the monitoree does not respond to their
daily report after 18 hours, the system will log a failed contact attempt in the
record History. This does not represent a second attempt to contact the user. See
page Error! Bookmark not defined.

Telephone Call: If enrollment occurs during the monitoree’s preferred contact time, the
system will send daily report messages every day starting at time of enrollment. If
enrollment occurs outside of the monitoree’s preferred contact time, the system will send
out daily report messages every day starting during the next preferred contact time

period.

o EXAMPLE: If a monitoree is enrolled at 4 pm EST on June 1, but their preferred
contact time is morning, they will receive daily symptom report messages every day
they are eligible between 8 am — noon EST starting on June 2.

o EXAMPLE: If a monitoree is enrolled at 4 pm EST on June 1, but their preferred
contact time is evening, they will receive daily symptom report messages every day
they are eligible between 4 pm- 8 pm starting on June 1.

6.2.4 Daily Symptom Report Reminder Messages by Preferred Reporting
Method (SMS and Phone Only)

Daily symptom report reminders are sent to monitorees or heads of households where telephone
or SMS-based preferred reporting methods are selected to improve reporting response rate.

Telephone Call: Reminder calls are sent to monitorees once an hour during their
preferred contact period until a valid response is logged by the system that day; the
monitoree may receive up to 4 call attempts during their preferred reporting method if
they do not respond.

If the system does not understand the monitoree or the monitoree responds using
different words than “Yes” or “No”, the prompt will be repeated a few times to
attempt to collect a valid response before disconnecting. In this scenario, the
monitoree will be considered “non-reporting”.

Email or SMS Messages (web-link or text): No reminder messages are sent to
monitorees who prefer email or SMS if they do not respond to the daily email within a set
period of time; monitorees will receive one message from the system approximately
every 24 hours.

Summary of Messages Sent to Monitorees
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6.3 Submitting Daily Reports to Sara Alert™

Monitorees should be informed what trusted phone number or email sender to expect the daily
report messages to come from. To reduce the chance of any successful spoofing attempts,
monitorees should be reminded that Sara Alert™ messages will only ask if a monitoree (and any
household members) are or are not experiencing symptoms and related questions added by
jurisdictions. Sara Alert™ will never ask for other sensitive information, including social
security number, account numbers, passwords, or security question responses.

1) Monitorees will access their Daily Report using the notification received via their preferred
reporting method (e.g., email link, SMS, phone). The notification will not include the
monitoree’s name, but will identify them by their first initial, last initial, and age.

e The notifications will be sent according to the primary language settings for the monitoree
(available on the Monitoree Identification enrollment screen).

e Email notifications will always come from the same email address. The trusted email
address is shared with jurisdictions at the time of onboarding.

4 | Sara Alert" 4 . Sara Alert"

A— Secure monitoring and reporting for public health A— Secure monitoring and reporting for public health

Dear CH.61, Estimado/a SR-16,
~ Usted ha sido inscrito en el sistema de monitoreo Sara Aleri. Le pedimes que proporcione
You've been enrolled in the Sara Alert monitoring system. We ask that you provide daily reports of informes diarios de su estado de salud. Simplemente haga clic en el boton a continuacion y siga
your status. Simply click the button below and follow the on-screen instructions. las instrucciones en pantalla.
You will recieve a similar reminder daily until your moniroing period has ended. If you have any Usted recibird un recordatorio diario similar hasta que finalice su periodo de monitoreo. Si tiene
questions please reach out {o the health care professional that helped enroll you. alguna pregunta, por favor pénganse en contacto con el proveedor de atencion médica que le
ayudo a inscribirse.
Daily Report
Reporte diario

Figure 38: Example Sara Alert™ Welcome Email in English and Spanish

e SMS Text-messages and telephone calls will always come from the same phone number.
The trusted phone number is shared with jurisdictions at the time of onboarding with
jurisdictions.

Este es el informe diario de Sara
Alert para: TM-40. Es estauna

This is the Sara Alert daily report for: persona? sintiendo uno o mas de

JL-60. Is this person experiencing los siguientes sintomas: Tos,
any of the following symptoms: Problemas para respirar, Fiebre,
Cough, Difficulty Breathing, Fever, Escalofrio, Tiembla repetidamente y
Chills, Repeated Shaking with Chills, tiene escalofrios, Dolor muscular,
Muscle Pain, Headache, Sore Throat, Dolor de cabeza, Dolor de garganta,
New Loss of Taste or Smell. Please Perdi6 recientemente el sentido del
reply with “Yes" or "No" olsf‘_ato yNde gusto. Responda con
“Si* 0 *No"

Figure 39: Example SMS text message in English and Spanish from Sara Alert™

Submitting Daily Reports to Sara Alert™
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2) Monitoree or Head of Household reporter will respond to appropriate prompts.

e Telephone Call / SMS Text-message: Monitoree will reply “yes” or “no” to list of
symptoms. If monitoree is a HOH, one report is sent for all household members if any
household member is experiencing symptoms, the HOH should indicate “yes”.

e SMS Texted Weblink or Emailed Weblink: Monitoree will indicate which symptoms, if
any, from a list they are experiencing. If a monitoree is experiencing no symptoms, they
may select “I am not experiencing any symptoms”, or simply click “submit” without
selecting any symptoms. If monitoree is a HOH, different web-links are sent for each
household member; the HOH should complete the daily report for each individual
household member using the report identifier (first initial, last initial — age) to determine
which report belongs to each member.

R te diari
Daily Self-Report sl

favor, seleccione los sintomas que esti

ase select all symptoms which you are experiencing. tiendo actualmente.
) Cough [ Tos
[ Difficulty Breathing ] Problemas para respirar
) Fever Feeling feverish or have a measured temperature at [] Fiebre Si siente que tiene fiebre o tiene una
or above 100.4°F/38°C temperatura igual o superior a 100.4°F/38°C
O Used A Fever Reducer In the past 24 hours, have you [”] Tomé medicina para reducir la fiebre En las
used any medicine that reduces fevers? ltimas 24 horas, ;jha tomado algin
) Chills medicamento para reducir la fiebre?
O Repeated Shaking with Chills O Escalofrio
O Muscle Pain [] Tiembla repetidamente y tiene escalofrios
O Headache [J Dolor muscular
[

[ Sore Throat Dolor de cabeza

[ Dolor de garganta

) New Loss of Taste or Smell

[[] Perdio recientemente el sentido del olf;
y de gusto

Figure 40: Web-link daily self-report monitoree interface in English and Spanish

3) Sara Alert™ will confirm submission.

Daily Self-Report
“ o W Q
Thank you for your submission!

« If you did not report any symptoms, please

continue to follow the recommendations provided

by your local heaith department This is the Sara Alert daily report for
TM-19, BM-19, and MM-69 Are any of
these people experiencing any of the

- Ny Y % , your local heaith following symptoms Cough, Difficulty
department will be reaching out soon. If you have Breathing, Fever, Chills, Repeated
any immediate concerns, please call your medical Shaking with Chills, Muscle Pain,

Headache, Sore Throat or New Loss of
Taste or Smell? Please reply with "Yes'
o

provider or local health department. Avoid close
contact with other people and stay at home.

« If you are experiencing a medical emergency,
please call 911 and let them know you are being No
monitored by the health department.

Thank you for completing your daily
e report!

@ B Textmessage @ ¢

Figure 41: Web-link Daily report confirmation

Submitting Daily Reports to Sara Alert™
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