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ABOUT SARA ALERT™

2 ABOUT SARA ALERT"

Sara Alert™ serves as a force multiplier that supports governmental public health response to
emerging disease threats, including active monitoring of home quarantine and isolation for
disease containment or mitigation. This open-source tool allows public health resources to be
directed where they are most needed.

Sara Alert™ enables public health officials to enroll individuals at risk of developing a disease of
interest (“monitorees”), for example COVID-19. Once enrolled, individuals can report their (and
their household members’, if applicable) symptoms daily through multiple platforms (e.g.,
mobile, desktop, text-based, voice), providing public health departments improved situational
awareness. If a monitoree reports any symptoms or does not submit a daily report, the record is
flagged by the system so that public health can quickly and efficiently identify monitorees
requiring follow-up for care coordination or non-response follow-up.

Sara Alert™ also enables public health officials to enroll cases who require monitoring to
determine when it is safe to discontinue home isolation. Once enrolled, individuals can report
their symptoms daily through multiple platforms (e.g., mobile, desktop, text-based, voice),
providing public health departments improved situational awareness. If a monitoree meets a
recovery definition or does not submit a daily report, the record is flagged by the system so that
public health can quickly and efficiently identify monitorees requiring follow-up to verify that it
is safe to discontinue home isolation or non-response follow-up. The concept of operations and
high-level workflow are shown below in Figure 1.

2.1 Concept of Operations

ﬁ Stays well and

released from

Exposure Monitoring quarantine

s

4 | Sara Alert

& Isolation Monitoring
T ———

— errrrrm
Exposed individual

" J
in quarantine | | | —
o laeE

& | Sara Alert :

CovID-19 d b
diagnosed in 3 R
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b".‘d"”d“a!t"m ’ Xy COVID-19 case released from
eing monitore: in isolation isolation

Figure 1: Sara Alert™ Concept of Operations
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2.2 Workflow Summary

The Sara Alert™ system contains two parallel public health workflows that track two types of
monitorees shown in Figure 2:

e Exposure Monitoring Workflow: allows public health to monitor potentially exposed
individuals to determine if they become ill; for COVID-19 the monitoring period is 14
days after the last day of exposure. This workflow is described in more detail starting on
page 29.

e Isolation Monitoring Workflow: allows public health to monitor cases daily to
determine when they preliminarily meet the recovery definition and it may be safe to
discontinue home isolation. This workflow is described in more detail starting on page
33.

"' SaraAlert

T. R

.-,.0 +

e —> % ENROLL individuals
exposed to or sick with

EXPOSED OR SICK COVID19
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14Days ) nsmm ﬁ Q ﬁ
¢ Conﬁlmed ¢
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MONITORING ONITORING

oOo

Person Under Investigation

Figure 2: Sara Alert™ Workflow Summary

Visit saraalert.org for more information about Sara Alert, including FAQs, tutorial videos,
and fact sheets. To send questions, comments, or other feedback related to Sara Alert, email
sarasupport@aimsplatform.com.
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2.3 SMART on FHIR API

To support interoperability and exchange of information with other information technology (IT)
systems, the Sara Alert™ system has implemented an Application Programming Interface (API)
using SMART on HL7 Fast Healthcare Interoperability Resources (FHIR) API standards and

specifications.

Additional standards used to support the API include:

e FHIR Release 4 (R4), its components, and specifications
e SMART application launch framework

e C#FHIR library

e OAuth2.0

The Sara Alert™ API documentation is available to users on GitHub here.

2.3.1 Get Started Using the API

No matter the workflow, in order to use the Sara Alert™ API and ensure security of application
data, the client must go through a three-step process before reading or writing any data.

1. Registration: Register as a Client Application with Sara Alert™ (one-time step) by
emailing sarasupport@aimsplatform.com to request access. The registration process
allows Sara Alert™ to pre-authorize and curate the clients that will be using the Sara
Alert™ API. Registration is a manual step, as is traditional.

2. Authorization: Go through an authorization process to obtain access token for API
requests.

3. Authentication: Use the obtained access token to make API requests to the Sara Alert
API.

2.3.2 Supported Workflows

Sara Alert currently supports two different workflows for API use. Both of these workflows
are SMART-on-FHIR standards.

1. SMART on FHIR App Launch Framework "standalone launch". This expects and
requires a user in the loop. For Sara Alert™, this means that a user must be logged in to
the Sara Alert™ User Interface, which requires 2 factor-authentication to have been
completed (See page 124). After an application is authorized, users must individually be
given "API access" by their local jurisdiction administrators. Please contact your local
administrator to be granted this access.

2. SMART on FHIR Backend Services. This is complementary to the above flow and does
not require a user in the loop.
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3 ROLE OVERVIEW

A user may be assigned one of the roles below by their local .
Administrator or Super User. Each user’s role is linked to a unique TIP: See the Quick Start
email address. A user should be assigned a role with the fewest Guide for User Types
capabilities and least record access required to perform their job. Table 1

gives an overview of the different capabilities available to each role:

Table 1. Functional Summary by Role

Public
Public Contact Adminis- Super
ili Enroll Health Anal
Eapablty nrofier Health EnerZI:er Tracer nalyst trator User

Enroll New Exposed Monitoree

Enroll New Case

Add Close Contacts

Enroll Close Contacts
View/Modify Enrollment Details

AN

View Monitoring Line Lists

|
|
|
|
|
View Monitoring Line Lists
View/Modify Monitoring Actions ‘
View/Add/Modify Symptom Reports ‘
View/Add Lab Reports ‘
|
|
|
|
|
|
|

Transfer Records

N INNNNN NN

View History/Add Comments

Import records

Export Records

SNNN AN NANYY IS
ANIAARNANENRNENANRNENENENENRN

View and export analytics

v
v

None; View None; All records
Aggregate |Manage users| and users in

Add/modify system users

ANRNENENANENENENANENENENENANANEN

View list of system users

Only records
Record Access added by the

All records in|All records in | All records in
jurisdiction | jurisdiction | jurisdiction

user Data Only |in jurisdiction| jurisdiction
3.1 Enroller Role
An Enroller is a trusted user who can add new monitorees into TIP: See the User Guide for
Sara Alert™ who require public health monitoring. Enrollers can Enrollers and Quick Start
enroll monitorees into either the exposure or isolation workflow. Guide for Enrollers

3.1.1 Record Access

e An Enroller only has access to records that they added to the system.

e An Enroller can only view or modify data elements that can be entered during enrollment
including demographics, exposure history, and planned travel; enrollers cannot view
symptom report information submitted by monitorees, public health actions, or comments
made by users.
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e At the time of enrollment, the system will check for potential duplicate records among
records that the user has access to; for Enrollers, this is records that the user has created.

3.1.2 Enroller Capabilities

e Enroll a new monitoree into the exposure workflow

e Enroll a new case into the isolation workflow

e Assign record to another jurisdiction that the enroller has access to (e.g., State enroller
can assign cases to local jurisdiction within state)

o The user’s assigned jurisdiction is the default jurisdiction assigned to a record

e View enrollment details of monitorees enrolled by user
e Modify enrollment details of monitorees enrolled by user
e View summary enrollment statistics by user and user jurisdiction

3.1.3 Workflow

e Enrollers can enroll monitorees into the exposure workflow
e Enrollers can enroll cases into the isolation workflow

3.2 Public Health Role

A Public Health user is a trusted user who can manage the daily  Tp: See the Quick Start Guide for
public health monitoring of enrolled monitorees in both the Public Health Users
exposure and isolation workflows.

3.2.1 Record Access

e A Public Health user can only access records associated with their assigned jurisdiction.

e A Public Health user can view all data elements associated with a record.

e At the time of record enrollment, the system will check for potential duplicate records
among records that the user has access to; for Public Health users, this is records within
the user’s assigned jurisdiction.

3.2.2 Public Health User Capabilities

e Toggle between the Exposure Monitoring and Isolation Monitoring workflows

e View monitoring line list of monitorees in assigned jurisdiction

View enrollment details of monitorees in jurisdiction, including contact and exposure
information

Modify enrollment details of monitorees in jurisdiction

Move exposed monitorees between exposure workflow line lists

Move monitorees who are confirmed cases between isolation workflow line lists
View monitoree daily symptom reports

Modify monitoree daily symptom reports (if required to correct entry errors)

Add exposed monitoree and case symptom reports on behalf of monitorees (for those
who are unable or choose not to report electronically)

e Add comments to a monitoree’s record

v1.23 Sara Alert™ User Guide2
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Document public health actions (e.g., referral to care or for testing)

Transfer monitorees to a new jurisdiction

Manually end a monitoree’s monitoring period

View and export analytics summary for monitorees in the user’s jurisdiction, and the total

number of active monitorees in each state and insular jurisdiction

e Batch import new monitorees from an Epi-X notification spreadsheet or using the Sara
Alert™ Format Template

e Export monitoree records

e Add a list of close contacts for a monitoree

3.2.3 Workflow

e Can move exposed monitorees through the exposure workflow and into the isolation
workflow if becomes a case

e Canimport a list of exposed monitorees into the exposure workflow or a list of cases into
the isolation workflow

e Cannot enroll monitorees or a list of close contacts

3.3 Public Health Enroller Role

A Public Health Enroller is a trusted user who has the combined capabilities of both the
enroller and public health roles (see capabilities of these roles described in detail above). This
role should be assigned only if a user needs to perform the duties of both roles.

3.3.1 Workflow

e Can move exposed monitorees through the exposure workflow and into the isolation
workflow

e Canimport a list of exposed monitorees into the exposure workflow or a list of cases into
the isolation workflow

e Can manually enroll monitorees into either workflow through the user interface

e Can enroll an individual documented in a record’s list of Close Contacts as a monitoree
in Sara Alert™

3.4 Contact Tracer Role

A Contact Tracer is a trusted user who has most of the combined capabilities of both the
Enroller and Public Health roles (i.e., the capabilities of a Public Health Enroller), with a few
notable exceptions:

e Contact Tracers cannot import monitorees

e Contact Tracers cannot export monitoree records

e Contact Tracers cannot view the analytics summary

e Contact Tracers cannot transfer monitorees to another jurisdiction

3.4.1 Record Access

e A Contact Tracer can only access records associated with their assigned jurisdiction.

v1.23 Sara Alert™ User Guide?2
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e A Contact Tracer can view all data elements associated with a record.

e At the time of record enrollment, the system will check for potential duplicate records
among records that the user has access to; for Contact Tracers, this is records within the
user’s assigned jurisdiction.

3.4.2 Contact Tracer Capabilities

e Toggle between the Exposure Monitoring and Isolation Monitoring workflows

e View monitoring line list of monitorees in assigned jurisdiction

e View enrollment details of monitorees in jurisdiction, including contact and exposure
information

Modify enrollment details of monitorees in jurisdiction

Move exposed monitorees between exposure workflow line lists

Move monitorees who are confirmed cases between isolation workflow line lists
View monitoree daily symptom reports

Modify monitoree daily symptom reports (if required to correct entry errors)

Add exposed monitoree and case symptom reports on behalf of monitorees (for those
who are unable or choose not to report electronically)

Add comments to a monitoree’s record

Document public health actions (e.g., referral to care or for testing)

Manually end a monitoree’s monitoring period

Add a list of close contacts for a monitoree

Enroll monitorees from a record’s close contacts list

3.4.3 Workflow

e Can move exposed monitorees through the exposure workflow and into the isolation
workflow

e Can manually enroll monitorees into either workflow through the user interface
e (Can enroll an individual documented in a record’s list of Close Contacts as a monitoree
in Sara Alert

3.5 Analyst Role

An Analyst is a trusted user who can view the analytics summary TIP: See the Quick Start Guide
but cannot perform any other capabilities of any other user type. for Analysts

3.5.1 Record Access

e Analysts cannot see individual monitoree record details

e Analysts can view aggregated monitoring and epidemiological data for their assigned
jurisdiction (e.g., local, state, nationwide)

e Analysts can view a map summarizing the total number of all active monitorees in Sara
Alert™ by workflow according to the specified home address state

e Analysts can view a map summarizing the total number of active monitorees by
workflow within their assigned jurisdiction according to the specified home county by
clicking on maps to zoom

v1.23 Sara Alert™ User Guide2
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o An analyst cannot view county-level data for all records

3.5.2 Analyst Capabilities

e View and export analytics

3.5.3 Workflow

e Analytics are generated using data from both the exposure and isolation workflows.

3.6 Administrator Role

An administrator is a trusted user who can manage other Sara Alert™ users.

3.6.1 Record Access

e An administrator cannot see individual monitoree record details or the analytics
summary.

3.6.2 Administrator Capabilities

e Add new users
e Assign jurisdiction to users

o A local administrator can only assign users to a jurisdiction that the administrator has
access to.

e Assign user roles (enroller, public health, public health enroller, analyst, or admin)

o User roles are linked to a unique email address, so a user may only be assigned one
role, unless a user has more than one unique email address

View list of users within assigned jurisdiction

Lock or unlock user accounts

Reset user passwords

Edit user information

Manage two-factor authentication

View System ID for users

View a record of recent events logged to a user’s account

3.7 Super User Role

A Super User is a trusted user who can perform ALL the capabilities of an Enroller, a Public
Health user, and an Administrator.

3.7.1 Record Access

e A Super User can only access records associated with their assigned jurisdiction.
e A Super User can view all data elements associated with a record.

v1.23 Sara Alert™ User Guide?2
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e At the time of record enrollment, the system will check for potential duplicate records
among records that the user has access to; for Super Users, this is records within the
user’s assigned jurisdiction.

3.7.2 Super User Capabilities

e All capabilities of an Enroller
e All capabilities of a Public Health user
e All capabilities of an Administrator

3.7.3 Workflow

e Can move exposed monitorees through the exposure workflow and into the isolation
workflow

e Canimport a list of exposed monitorees into the exposure workflow or a list of cases into
the isolation workflow

e Can manually enroll monitorees into either workflow through the user interface

e Can enroll an individual documented in a record’s list of Close Contacts as a monitoree
in Sara Alert

e Can manage users in the Super User’s jurisdiction

3.8 Monitoree

A monitoree is a subject with potential exposure (exposed monitoree) or disease (case) who has
been enrolled by a trusted user for public health monitoring. The system will send a request for a
daily symptom report via the monitoree’s or case’s preferred reporting method. A monitoree will
not have a system login.

3.8.1 Record Access

e A monitoree does not have access to any record information; monitorees can only see and
respond to the daily symptom report
e A monitoree cannot edit data associated with their or any other record

3.8.2 Monitoree Capabi“ties TIP: See the Quick Start Guide for
Preferred Reporting Method

e Submit daily reports for themselves
e Submit daily reports on behalf of their reporting household
members if they are enrolled as the Head of Household
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4 GETTING STARTED
4.1 Logging In

1) Open Sara Alert™ in a web browser. Compatible web browsers include Chrome, Microsoft
Edge, Microsoft Internet Explorer 11, Mozilla Firefox, and Safari. If using Microsoft Internet
Explorer 11, you may need to turn off compatibility mode.

2) Log in using your credentials. TIP: If you are having difficulty

I this is your first login attempt, use the temporary password you L‘;%g\ilcgr:j” ;’)‘/’:2 itthientfr?;ti‘;:jaz
were issued; you will be prompted to change it. Temporary using cut and paste
passwords expire after 72 hours. If your temporary password has

expired, contact your jurisdiction administrator for a password reset.

Sara Alert

Log In

Email

enroller1@example.com

Figure 3: Log in screen

3) Register for two-factor authentication (2FA) by providing a phone number. (NOTE: this is
only required the first time you use Sara Alert™). This is how you will receive your 7-digit 2FA
token number. Once you have entered your phone number and country (for the country code),
click “Register”.

Sara A|e!7t.\........:”

Secure monitoring and reporting for p

Register For 2-Factor Authentication

Figure 4: Enter your phone number
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4) For all login attempts after initial registration, you will be prompted to choose how to receive
the 7-digit 2FA token (i.e., SMS/Text or through a phone call).

e Select your preferred method to receive the 2FA token
e Enter the 7-digit token when you receive it and click “Submit”

4 Sara Alert

Secure monitoring and reparting for public healt!
Hl

2-Factor Authentication

Step 1: Choose how to receive your secure token.

Request SMS Text Request Phone Call

Step 2: Enter the token you receive.

-

Figure 5: Choose your 2FA method

5) Depending on your assigned system role, you will be taken to a different home screen:

e Enroller: Enrollment Dashboard

e Public Health, Public Health Enroller, Contact Tracer, or Super User: Monitoring
Dashboards

e Analyst: Analytics Summary

e Administrator: Admin Panel

6) Your username and user role are listed in the upper right-hand corner of the screen.

& statel_enroller@example.com (Enroller) | (7] ‘ ® Logout

Sara Alertviso € Analyt

BB Enroller Dashboard

urisdiction: USA, State 1

Dashboard

B Enroll New Monitoree

Enrolled Monitorees

Show Jurisdiction: _All - | Al - Assigned User: _All

Figure 6: Your Sara Alert™ username and user role
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7) Your assigned jurisdiction is listed in the upper right-hand corner of the screen. Your record
view is restricted to what you have access to based on your jurisdiction access and assigned role
(See Role Overview starting on page 5).

Sara Alertviiso BB Enroller Dashboard ¢ & statel_enroller@example.com (Enroller) | (2] | & Logout

Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree

Enrolled Monitorees

Show Jurisdiction: _All - Al Assigned User: All

Figure 7: Your Sara Alert™ jurisdiction

8) The “Help” button provides links to the User Guide, User Forum, and other helpful resources,
including how to contact the Sara Alert™ team for help.

- state1_enroller@example.com (Enroller)| (7] | @ Logout

Sara Alertiiso BB Enroller Dashboard

Dashboard

gr Jurisdiction: USA, State 1

Enroll New Monitoree

Enrolled Monitorees

Show Jurisdiction: All - Al - Assigned User: Al

Figure 8: Access to Sara Alert™ resources

9) To end the session, click “Logout”. Users should log out of the system when they are not
using it.

BB Enroller Dashboard [ = statel_enroller@example.com (Enroller) | (7] ‘ ® Logout

Sara Alert vi.ieo

Dashboard

E3 Enroll New Monitoree

Enrolled Monitorees

Your Jurisg 1 USA, State 1

Show Jurisdiction: _All - | All Assigned User: _All -

Figure 9: The logout button
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4.2 Sara Alert™ Record Retention

To minimize the amount of identifiable information stored on the production servers, Sara
Alert™ will purge records of identifiers if there have been no changes to a record for a defined
time period, provided that a monitoree is no longer being actively monitored. For COVID-19, the
time has been configured for 14 days after the last record update (e.g., an update includes any
action on the record, including adding comments or updating any fields). All records that have
met the purge criteria since the last system purge date will be eligible for purge unless the record
is updated. The expected purge date for a record is displayed on the closed line list. If a
jurisdiction would like to retain the records, users will need to select “Export for Purge Eligible
Monitorees”.

On Thursdays at noon UTC, the system will flag all records that are forecasted to be eligible to
be purged of identifying information on Saturday at 11:59 pm UTC (i.e. records that at Saturday
11:59 UTC would have not been updated for 14 days). An email notification will be sent to local
Administrators and Super Users indicating how many, if any, purge-eligible records are in the
user’s jurisdiction. Administrators will need to coordinate with a Public Health user, Public
Health Enroller, Contact Tracer, or Super User to export records for retention before purge if
necessary while Super Users are able to export records themselves.

Sara Alert

Dear USER,

There are no user records within your jurisdiction that are eligible for purge this
week. No action is required at this time, however you will receive this message
every week for your records. Please be on the lookout for future Sara Alert
notifications.

No Records Eligible for Purge
Expiration Date: Sunday May 03, at 12:00 AM UTC

Figure 10: Sample notification to administrators

The system will purge records flagged Thursday on Saturday at TIP- Use an online corverter to corvert
11:59 pm UTC. If a record flagged for purge is updated before "UTCto your local time zone.
Saturday at 11:59 pm UTC, the record will not be purged.

The system retains a subset of information after purging identifiers from a monitoree’s record to
enable the Sara Alert™ system to aggregate data for all monitorees that have ever been
monitored within a jurisdiction. Monitoree records that have been purged of identifiers will no
longer appear in the monitoring line lists. The data elements in the table below are kept for each
record after purge:

e Age e Reason for closure e Symptom onset date

e Sex o Date of last exposure o Lab result history

e Race e Assigned monitoring plan o Public health actions

¢ Ethnicity e Symptom report history o Isolation workflow flag
o Assigned jurisdiction e Exposure risk factor categories

e Address county e Exposure risk assessment

v1.23 Sara Alert™ User Guide?2
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5 MONITOREE RECORD OVERVIEW

Whenever viewing a specific monitoree record, record information is presented in the six
sections described below. Each section of the record can only be viewed by users that are
indicated below:

Table 2: Monitoree Record Access by User T

Public
Public Contact Adminis-
Record Section Enroller Health Analyst Super User| Page #
Health Enroller Tracer trator

Monitoree Details

Monitoring Actions

Changes to the data elements in the Monitoree Record may change the line list that the monitoree
appears in on the dashboard. Changes are logged in the history section of the record. Some data
elements in the monitoree record are used in both workflows while others are more workflow
specific. Data elements that are intended for use in a specific workflow are noted in each section
below.

A video tutorial for this section is available at: saraalert.org/public-health/tutorial-videos/

5.1 Monitoree Details/Enrollment Wizard

The Enrollment Wizard organizes the Monitoree Details into 6 different screens that allow an
Enroller, Public Health Enroller, Contact Tracer, or Super User to add information in a
defined sequence. The Enrollment Wizard is used to collect the information described below.
While Public Health users cannot enroll monitorees, they can access any screen of the
enrollment wizard for an existing monitoree to make changes by clicking “(edit details)” at the
top of a monitoree’s record (see page 47 for more details). Monitorees enrolled though the
user interface can be added to either the Exposure or Isolation workflows. A description of
the fields available in the Enrollment Wizard and saved in the Monitoree Details section of the
monitoree record are described below.

5.1.1 Monitoree Identification

e Select workflow to enroll monitoree (exposure or isolation)

¢ Includes name and demographic information, as well as any existing state/local/Federal
ID numbers

e Includes primary and secondary languages spoken by the monitoree. The primary
language field is used to determine in what language the notifications from the system to
the monitorees will be sent.

v1.23 Sara Alert™ User Guide
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5.1.3

MONITOREE RECORD OVERVIEW

Languages that are not fully supported are designated with a *. If a language is selected
that is currently not supported, the system will send notifications in English. If the
language is partially supported, a message will appear on enrollment with more details.

Monitoree Address

Home Address Within USA (U.S. Residents)

o Address at Destination in USA Where Monitored: If the same as the home address,
select the “Copy from Home Address” option

Home Address Outside USA (Non-Residents)

o Address at Destination in USA Where Monitored: Enter data here for individuals who
are temporarily staying in the U.S. during their monitoring period

Monitoree Contact Information

“Preferred Reporting Method” indicates how monitorees  1p. see the Quick Start Guide
will receive notifications to submit daily symptoms reports for Preferred Reporting
(email, SMS text, phone, etc.). Method

o Some fields are conditionally required depending on the
selected “preferred reporting method”

o Message and data rates may apply depending on the contact method selected

o Ifa monitoree’s preferred reporting method is not yet known, the user may select
“Unknown” and the monitoree will not receive
notifications. This is the system default value

o Ifamonitoree is enrolled in the system but has

TIP: If “unknown” or “opt out” is the
current preferred reporting

requested not to receive notifications, the user may method, a user will need to update

select “Opt-Out” for preferred reporting method and the reporting method (email,

the monitoree will not receive notifications SMS, or phone) for the monitoree
o Monitorees with “Opt-Out” or “Unknown” selected to begin receiving daily

will appear on the non-reporting line list the day after notifications.

enrollment unless a user submits a report on their
behalf

o The system will display a warning if a user attempts to enter a phone number that is
currently blocking texts from Sara Alert. See page 132 for more details.

“Preferred Contact Time” determines when the monitoree will be messaged by the
system.

o Morning is between 8 AM and noon in local time zone

o Afternoon is between noon and 4 PM in local time zone TIP: If the user does not specify a

o Evening is between 4 PM and 8 PM in local time zone preferred contact time, the system
o The local time zone for monitorees is determined by will send daily requests during the

the monitoree’s address state data elements located Afternoon™ contact times.

on the “Monitoree Address” enrollment screen. The
time zone for each state has been assigned based on each state’s population center

= |faddress state is left blank, the eastern time zone is used by default
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5.1.4 Monitoree Arrival Information

e Fields on this screen are optional since all monitorees will not have travel history. If
travel history is available, it should be entered into the system

5.1.5 Additional Planned Travel

e Fields on this screen are optional since not all monitorees will plan to travel during their
monitoring period

5.1.6 Monitoree Potential Exposure or Case Information

Some of the fields on the final screen on the enrollment wizard differ depending on which
workflow is selected (exposure or isolation) on the first screen. These are described below.

5.1.6.1 Exposure Workflow

e Last Date of Exposure: Used by the system to determine the monitoring period for
exposed monitorees. The field will be auto populated with the last date of exposure that
was entered when the record was created or imported.

o A user may enter a date that is up to 30 days after the current date.

o The system allows either a Last Date of Exposure to be entered OR Continuous
Exposure turned ON. This ensures that a user clearly indicates if the monitoring
period should be calculated based on a known exposure or extended indefinitely due
to an ongoing exposure.

e Continuous Exposure: A user can turn this “ON” if the monitoree is being continuously
exposed (e.g., from living with someone who is a confirmed case).

o When Continuous Exposure is turned “ON”, Sara Alert™ will extend the monitoree’s
monitoring period indefinitely until either:

= The record is closed (in which case Continuous Exposure will be automatically
turned off); or

= Continuous Exposure is turned off and a Last Date of Exposure is entered by a
user. Once a Last Date of Exposure is entered, the end of the monitoring period
will be calculated as 14 days after Last Date of Exposure.

o The system allows either a Last Date of Exposure to be entered OR Continuous
Exposure turned ON. This ensures that a user clearly indicates if the monitoring
period should be calculated based on a known exposure or extended indefinitely due
to an ongoing exposure.

e Exposure Risk Factors: Allows users to indicate if a monitoree has a specific risk factor

o Some exposure risk factors have free text fields to allow for specific exposures to be
documented.

o Ininstances where there may be multiple applicable answers (e.g., the monitoree
visited multiple healthcare facilities with known cases), use commas to separate
multiple specified values.

o The “Member of Common Exposure Cohort” field can be used to track different
types of shared exposures (i.e., outbreak at a workplace, facility, event, etc.)
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Isolation Workflow

e “Symptom Onset” date is used by the system to determine if the non-test-based recovery
definition in the isolation monitoring workflow has been met.

©)

A user may enter a date that is up to 30 days after the current date.

e  “Case Status” can be set to “Confirmed” or “Probable.”

(@]

Users should assign case status according to current guidelines provided by their
jurisdiction. For reference, the latest CSTE surveillance case definitions can be found
at: https://www.cste.org/page/PositionStatements.

5.1.6.3 Both Workflows
e The “Assigned Jurisdiction” field can be updated on enrollment.

o

(@]

The default jurisdiction will match the user’s assigned jurisdiction displayed in the
upper right-hand corner of the screen.

The list of available jurisdictions at enrollment will only be populated with
jurisdictions to which the user has access to (e.g., State enroller can assign cases to a
local jurisdiction within state)

= [farecord needs to be transferred to a jurisdiction that the user does not have
access to, a Public Health user, Public Health Enroller, or Super User will need to
transfer the record after enrollment.

e The “Assigned User” field can be specified on enrollment.

o

(@]

O

Used to identify the user or group within a jurisdiction responsible for monitoring a
monitoree

Each jurisdiction should determine their own Assigned User identification
conventions (e.g., assign user number to each user, assign user number to groups or
teams, assign user number to call center stations, etc.).

Each jurisdiction within the jurisdictional hierarchy can assign any allowed assigned
user numbers; thus a state user and county user within that state can be assigned the
same assigned user number unless a coding convention is established at the state level
to prevent this. Thus, both the assigned jurisdiction and assigned user fields uniquely
identifies each assigned user.

This field does not change who can see or modify a record, it is instead intended to
help jurisdictions organize and track which of their personnel are assigned to a given
record.

This field is optional and can be updated later.

5.2 Monitoring Actions

The following data elements can be modified to capture public health monitoring actions and are
available to Public Health users, Public Health Enrollers, Contact Tracers, and Super
Users. Assignment of these values should be based on most recent guidance. Any changes to the
data elements listed below will be captured in the record history with the name of the user and a
timestamp based on the local time zone reported by the user’s web browser.
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Both Workflows

Monitoring Status: This data element distinguishes between monitorees that are or are
not being actively monitored by public health.

o Ifsetto ‘Actively Monitoring’, the system will move the record to the appropriate
monitoring line list based on reporting history and latest public health actions. The
system will send daily report reminders to any active monitoree if they are eligible to
receive them (see page 127).

o If setto ‘Not Monitoring’, the records will be moved to the "Closed" line list and the
system will stop sending daily report reminders if the monitoree is not eligible to
receive them (see page 127).

Case Status: Allows a public health user to move a monitoree from Exposure
Monitoring to the Isolation Monitoring based on case status or vice versa.

o Suspect, Not a Case, Unknown: If one of these case statuses is selected, the record
will be retained or returned to the exposure workflow to continue monitoring until the
end of the monitoring period.

o Confirmed or Probable: If one these case statuses is selected the system will ask the
user if the system should end monitoring or move the record to isolation monitoring.

o Users should assign case status according to current guidelines provided by their
jurisdiction. For reference, the latest CSTE surveillance case definitions can be found
at: https://www.cste.org/page/PositionStatements.

Assigned User: Used to identify the user or group within a jurisdiction responsible for
monitoring a monitoree.

o Each jurisdiction should determine their own Assigned User identification
conventions (e.g., assign user number to each user, assign user number to groups or
teams, assign user number to call center stations, etc.).

o Each jurisdiction within the jurisdictional hierarchy can assign any allowed assigned
user numbers; thus a state user and county user within that state can be assigned the
same assigned user number unless a coding convention is established at the state level
to prevent this. Thus, both the assigned jurisdiction and assigned user fields uniquely
identifies each assigned user.

o This field does not change who can see or modify a record, it is instead intended to
help jurisdictions organize and track which of their personnel are assigned to a given
record.

Assigned Jurisdiction: Allows public health users to control the jurisdiction who can
view and modify the record. Records that have been transferred into or out of a user’s
jurisdiction will appear on the respective transfer line list.

Exposure Workflow

Exposure Risk Assessment: Allows a public health user to document exposure risk. The
purpose of this data element is to provide information to public health users who are
prioritizing response to symptomatic and non-reporting individuals.

o This data element does not impact the type or frequency of messages sent by the
system to monitorees.
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o Users should assign Exposure Risk Assessment according to current guidelines
provided by their jurisdiction.

Latest Public Health Action: Allows a public health user to document public health
actions related to a symptomatic monitoree under investigation to determine case status in
the exposure workflow. The purpose of this data element is to move records from the
symptomatic line list to the PUI line list in the exposure workflow.

o Selecting any option other than “None” moves the record from the “Symptomatic”
line list to the “PUI” line list in the exposure workflow.

o To move a record off of the PUI line list in the exposure workflow, update ‘Case
Status’ based on the findings of the investigation.

Monitoring Plan: Allows a public health user to document the assigned monitoring
plan. The purpose of this data element is to provide information to public health users
who are prioritizing response to symptomatic and non-reporting individuals in the
exposure workflow.

o This data element does not impact the type or frequency of messages sent by the
system to monitorees.

o Users should assign Monitoring Plan according to current guidelines provided by
their jurisdiction.

5.3 Reports

This section lists all of a monitoree’s daily reports, including which (if any) symptoms were
reported, the date and time of the report, who submitted the report (i.e., the monitoree or a public
health user), and the current notification status (see page 61 for icon description). Reports are
available to Public Health users, Public Health Enrollers, Contact Tracers, and Super Users.
Data elements or features that are intended for use in a specific workflow or function differently
in each workflow are noted below.

5.3.1 Both Workflows

Add New Report (Page 73): Allows a user to add a new symptom report on behalf of a
monitoree.

Pause/Resume Notifications:

o Pause: The system will stop sending an eligible monitoree daily symptom report
requests until a user resumes notifications. (See page 127 for eligibility logic).

= Household Reporting: If a user pauses notifications for a Head of Household
(HoH), no notifications will be sent to the HoH for any household members.
Since household members are not eligible to receive notifications (the HoH
receives their notifications), the ability to pause notifications is not available for
household members who are not the Head of Household.
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o Resume: The system will resume sending the monitoree daily symptom report
requests once a day until notifications are either paused by a user or the monitoree is
no longer eligible to receive messages (See page 127
for eligibility logic).

Tip: Clicking “Resume” notifications will
» Resuming notifications may not result in a not immediately send a symptom
symptom report being immediately sent to the report to a monitoree. The system will
it The system will send a symptom report send a message during the next
moni oree.. Y ymp ; p occurrence of the monitoree’s preferred
at the monitoree’s next preferred contact time. contact time if the monitoree is eligible

. - g .- . to receive a message.
o This ability to pause/resume notifications is only g

available for monitorees who are:

= NOT on a Closed line list; AND
= Either a Head of Household OR not in a household (self-reporter)

Reports

This button is not clickable
ORI .. currently being monitored R,

~ineligible for notifications
4+ Add New Report | o/ Log Manual Contact Attempt Q Search
Notifications cannot be resumed for records

on the Closed line list. You may update this
field after changing Monitoring Status to

*"Actively Monitoring®

Needs Congestion
Review Created or Runny Difficulty
Actions ID (2] Reporter At Chills = Nose Cough~ Diarrhea~ Breathing Fatigue~ Fever- H

Figure 11: The ability to pause notifications is not available for records that are already ineligible

5.3.2

Log Manual Contact Attempt (Page 73): Allows a user to record successful and
unsuccessful manual contact attempts made. Users require contact by public health in the
following situations: 1) evaluate exposed individuals who have reported symptoms to
determine clinical compatibility 2) evaluate cases who preliminarily meets the recovery
definition to validate it is safe to discontinue isolation 3) re-establish contact with
individuals on the non-reporting line lists.

Symptom Onset Date: This field is auto populated with the date of the earliest report
flagged as symptomatic (red highlighted) in the report history table unless a date has been
entered by a user (e.g., symptom onset determined to differ from information available in
report table); this is to reduce data entry burden on users and prevent the symptom onset
date field from being blank when a record is moved to the Isolation Workflow since it is
a required field for the non-test based recovery definition. An explanation of the role of
this field in each workflow is noted below.

o A user may enter a date that is up to 30 days after the current date.

Exposure Workflow Only

Report Table Format: If the monitoree reports symptoms that are compatible with
symptomatic logic (page 29), that row will be highlighted red and the “Needs Review”
column will show “Yes” in the exposure workflow.
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e Mark All as Reviewed (Page 64): Selecting this button will change the "Needs Review"
status in all unreviewed reports from "Yes" to "No". The purpose of this button is move
records from the symptomatic line list that are not clinically compatible with the disease
of interest to the Asymptomatic or Non-reporting line list as appropriate in the
exposure workflow. If a report is marked as reviewed, the system will clear the positive
symptom report flag on the record. Reports may also be individually cleared. This feature
also determines the system-defined symptom onset date.

e Symptom Onset Date: If this field has a value in the Exposure workflow, the monitoree
will appear on the Symptomatic line list.

o A monitoree with a blank symptom onset date in this workflow is eligible to appear
on the Asymptomatic or Non-Reporting line lists. Users should verify the symptom
onset date before moving a record to the isolation workflow.

o A symptom onset date should only be entered by a user for a monitoree in the
Exposure Workflow if the monitoree is under investigation for the disease of interest
and the actual symptom onset date differs from what data is available in the reports
table (see page 29 for more details).

o If all symptomatic reports (highlighted red) are marked as reviewed while a record is
in the exposure workflow, the symptom onset date will be blank since the monitoree
has no known symptom onset date for the disease of interest.

e Last Date of Exposure: Used by the system to determine the monitoring period for
exposed monitorees. The field will be auto populated with the last date of exposure that
was entered when the record was created or imported.

o A user may enter a date that is up to 30 days after the current date.

o The system allows either a Last Date of Exposure to be entered OR Continuous
Exposure turned ON. This ensures that a user clearly indicates if the monitoring
period should be calculated based on a known exposure or extended indefinitely due
to an ongoing exposure.

e End of Monitoring: Calculated from last date of exposure
e Continuous Exposure: A user can turn this “ON” if the monitoree is being continuously
exposed (e.g., from living with someone who is a confirmed case).

o When Continuous Exposure is turned “ON”, Sara Alert™ will extend the monitoree’s
monitoring period indefinitely until either:

= The record is closed (in which case Continuous Exposure will be automatically
turned off); or

= Continuous Exposure is turned off and a Last Date of Exposure is entered by a
user. Once a Last Date of Exposure is entered, the end of the monitoring period
will be calculated as 14 days after Last Date of Exposure.

o The system allows either a Last Date of Exposure to be entered OR Continuous
Exposure turned ON. This ensures that a user clearly indicates if the end of
monitoring period should be calculated based on a known exposure or extended
indefinitely due to an ongoing exposure.
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5.3.3 Isolation Workflow Only

e Report Table Format: If the monitoree reports symptoms that are compatible with
symptomatic logic (page 29), that row will be highlighted red. The “Needs Review”
column is not visible in the isolation workflow since cases are expected to report
symptoms for some time during recovery.

e Mark All As Reviewed: The “Review” functionality is not used or available in the
Isolation Workflow. This feature is used to mark symptom reports as not being related to
the disease of interest in the exposure workflow.

e Symptom Onset Date: This field is used in the isolation workflow to determine if the
non-test-based recovery definition has been met which will determine if a record is
eligible to appear on the Records Requiring Review line list (page 33) .

o Ifarecord is moved from the Isolation Workflow to the Exposure Workflow (e.g.,
case ruled out and returned to monitoring due to exposure), the system will clear this
field; this allows the system to place a monitoree on the appropriate monitoring line
list in the exposure workflow based on any new symptom reports received.

e Extend Isolation To Date: This field is used by the system to determine if a monitoree
in the Isolation Workflow is eligible to appear on the Records Requiring Review line
list (page 33). If this field is future-dated then the monitoree will be eligible to appear on
definition is met (page 69). If this field is dated with a past date, then the case will be
eligible to appear on the Record Requiring Review line list once a recovery definition
has been met.

o A user may enter a date that is between 30 days before and 30 days after the current
date.

o There is no set monitoring period for cases in the Isolation Workflow. Instead, the
system automatically flags monitorees as potentially meeting one of Sara Alert’s
internal recovery definitions (see page 33). A user can override this by extending
isolation, as explained on page 69.

5.3.4 Symptom Report Information Display Based on Monitoree Preferred
Reporting Method

Monitorees receive slightly different automated symptom report prompts _ _
depending on their preferred reporting method. We encourage users to promote Tip: See the Quick
contact methods that send monitorees a web-based link (via email or SMS) during Start Guide

boarding, si lar information about sympt be collected for Preferred
onpoar |ng, SInce more granu ar Information apou symp Ooms can pe collectead. Reportin

Method
5.3.4.1 For web-based links (via SMS or email) and reports entered

manually by a Sara Alert™ user:

Monitorees who are not a member of a reporting household respond to a series of yes/no
guestions about presence or absence of each of the monitored symptoms.

e The report will explicitly document which symptom(s) a monitoree reported or did not
report (e.g., every symptom column will be populated with “Yes” or “No”)

o If symptoms reported meet the symptomatic logic (page 29) , the appropriate column
displays “Yes”, the report is shaded red and “Needs Review” is set to “Yes”
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o If no symptoms are checked or monitoree selects “I am not experiencing any
symptoms”, all symptom columns are filled with “No” and the report is not
highlighted in red

If a monitoree is a Head of Household (HoH) reporter, they will receive unique web-links to
report symptoms for each household member. Each household member’s symptom table will
reflect what is reported specifically for them.

Exposure Workflow: m | Notification status is 3® For weblink reporting
methods, each
T el

New © Mew © Repeated
Needs Congestion Nausea Loss  Loss  Shaking Used A
Review Created or Runny Difficulty Muscle = or of of with Shortness © Sore Fever
Actions ID © @ Reporter At Chills© Nose Cough® Diarrhea® Breathing = Fatigue Fever: Headache® Pain  Vomiting Smell Taste Chills of Breath Throat Reducer

m 1386 Yes 10/08/2020 | No No No No Yes No No No No No No No No No No No
15:21 EDT

Figure 12: Example symptomatic web-link report showing value for each symptom

5.3.4.2 For SMS Text and Voice:

Monitorees who are not a member of a reporting household respond to a single yes/no question
about presence or absence of the group of monitored symptoms.

e If a monitoree responds “n0”, the symptom columns are filled with “No” and the
monitoree is moved to the appropriate line list.

e If monitoree replies “yes”, the report row is shaded red and the symptom column values
are left blank since the system does not know which symptom the monitoree is reporting,
but knows at least one has been reported. This is enough information to flag the report for
public health follow-up. This has implications for the line list that the monitoree will
appear on, depending on which workflow they are in:

o Exposure Workflow: Monitoree record is moved to the Symptomatic line list
o Isolation Workflow: The monitoree can appear on the Reporting or Records
Requiring Review line lists (see page 33 for other conditions that must be met).

= A “Yes” response does not prevent a case from preliminarily meeting any of the
recovery definitions since the system cannot determine from a non-specific report
of symptoms whether the monitoree is experiencing fever or used a fever-
reducing medication (which would exclude a monitoree from the Records
Requiring Review line list).

= After interviewing the monitoree, if a user edits a symptomatic report to specify
fever or the use of a fever-reducing medication, the monitoree will not be eligible
for the Records Requiring Review line list until recovery logic met (See page 33)

If a monitoree is a HoH reporter, they will respond to one question asking if anyone in the
household is experiencing symptoms.

e If HOH replies “yes”, the report row for every active household member is shaded red and
the symptom column values are left blank since the system does not know which
symptom the HOH is reporting, nor which household member is ill (Figure 13). This is
enough information to flag the report for follow-up. The records of each household
member should be updated once additional information is available. This has implications
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for the line list that a household member will appear on, depending on which workflow
they are in:

o Exposure Workflow: Every member of the household is moved to Symptomatic line
list

o Isolation Workflow: Records may appear on Reporting or Records Requiring
Review line lists (see page 33 for conditions that must be met).

e If a HoH responds “no”, all symptom columns are filled with “No” and all the household
records are moved to the appropriate line list

Exposure Workflow: Byt | Notification status is 3¥,
For non-weblink reporting

methods, specifc
symptoms are NOT listed
New New
Needs Nausea Loss Loss Repeated Used A
Review Created Congestion or Difficulty Muscle * or of of Shaking Shortness® Sore  Fever
Actions ID © @ Reporter = At Chills = Runny Nose Cough* Diarrhea~ Breathing Fatigue [Wever - Headache: Pain Vomiting Smell  Taste  with Chills  of Breath Throat Reducer

m 2258 Yes Monitoree  12/17/2020
18:15 EST

Figure 13: Example symptomatic SMS text or voice report with blank columns.

5.4 Lab Results

Lab Results are primarily used in the Isolation Workflow to determine if a monitoree meets the
asymptomatic or test-based recovery definition (page 33), but test results may be entered
whenever a monitoree is in either workflow.

A user will need to validate that any lab results documented meet specific criteria for
recovery (e.g., 24 hours apart, approved test method) according to the latest guidance.

A Public Health user, Public Health Enroller, Contact Tracer, or Super User may add the
following lab results for a monitoree (see page 78 for how to add lab results):

e Lab Test Type: PCR, Antigen, or Antibody (1gG, IgM, IgA)

o Provides information for users to review to determine if documented Lab Test Type is
confirmatory, supportive, or other. The system does not use values in this field to
determine eligibility for the Records Requiring Review line list in the isolation
workflow. This is to: 1) increase sensitivity of the recovery logic and 2) allow for
expert review of cases based on latest guidance (which may change between software
releases).

e Specimen Collection Date: When the specimen was collected

o The system uses values in this field to determine if a monitoree meets the
asymptomatic recovery logic to determine eligibility for the Records Requiring
Review line list in the isolation workflow.

e Report Date: Date the results were reported

o The system does not use values in this field to determine eligibility for the Records
Requiring Review line list in the isolation workflow.

e Result: Positive, Negative, Indeterminate, Other
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o The system uses values in this field to determine if a monitoree meets either the
asymptomatic or test-based recovery logic to determine eligibility for the Records
Requiring Review line list in the isolation workflow.

5.5 Close Contacts

This section is used to document a list of close contacts associated with a monitoree and is
available to Public Health users, Public Health Enrollers, Contact Tracers, and Super Users.
These contacts may be identified during an interview with a case. Sara Alert™ allows public
health users to quickly document basic information about these close contacts. These close
contacts can then be later enrolled into the system for monitoring after information required for
enrollment is collected.

NOTE: Public Health users do not have the ability to enroll individuals directly from the close
contacts lists. Only Public Health Enrollers, Contact Tracers, and Super Users have this
ability. See page 79 for more details on how to add a close contact to a record, and page 43 for
how to enroll close contacts as monitorees in Sara Alert.

5.6 History

This section includes a history of changes made to the record by users, automated system
actions, and comments added by users and is available to Public Health users, Public Health
Enrollers, Contact Tracers, and Super Users. Record actions are tagged by type. The history
section records the user who made the change and the date and time it occurred. The date/time is
displayed in the time zone of the user’s web browser.

18 hours later, the system

Sara Alert System, 12 days ago (2020-06-24 09:00 EDT) indicates that the monitoree Contact Attempt
did not respond

Sara Alert texted this monitoree's primary telephone number _ and did not receive a response.

Sara Alert texted this

Sara Alert System, 13 days ago (2020-06-23 15:00 EDT) O JE e

Report Reminder

Sara Alert sent a report reminder to this monitoree via SMS Text-message.

Figure 14: Sara Alert™ may create multiple history items per contact attempt

Users can filter history by the creator that initiated the action and by the type of action.
History @

user@example.com, 21 hours ago (2020-11-05 16:55 EST) Report Updated

User updated an existing report (ID: 1612).

Figure 15: User can filter History by Creator and Type
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5.6.1 History Tag Type Descriptions

e Record Edit: Notes any changes made to a Monitoree’s Details (i.e. DOB, Age,
Language, etc)

e Report Created: Notes when a user added a symptom report

Report Updated: Notes when a user made modifications to an existing symptom report

Comment: A comment was added to the record History

Enrollment: Notes the date and time a monitoree was enrolled into the system

Monitoring Change: Notes any changes to the Monitoring Actions in the record, or if

notifications were paused (i.e. Monitoring Status, Symptom Onset, Last Date of Exposure

etc.)

¢ Monitoree Data Downloaded: Notes when a user downloaded a monitoree’s data and
which export template was used

e Reports Reviewed: Notes when the “Mark All As Reviewed” button was used in the

Exposure workflow Reports section

Report Reviewed: Notes when a user marked a single symptom report as “Reviewed”

Report Note: Notes when a user added a note to a symptom report

Lab Result: Notes when a lab result was added to the monitoree’s record

Lab Result Edit: Notes when a lab result was edited in a monitoree’s record

Report Reminder: Notes when the system sent a notification to a monitoree

Contact Attempt: Notes that the system sent a report reminder to a monitoree but did

not receive a response during the allowed response time. More information on this history

tag is included the section below. Manual contact attempts and SMS opt-out history items

are also tagged with this history type.

e Welcome Message Sent: Notes the date and time the Sara Alert welcome message was
sent to the monitoree

e Record Automatically Closed: Notes the date and time the record was automatically
closed by the system

5.6.2 Timing of Report Reminder and Contact Attempt History Entries

For monitorees reporting via SMS-Text Message or Telephone Call, there is a delay between
when the symptom report was sent to the monitoree (“Report Reminder”) and when the failed
contact attempt is documented (“Contact Attempt™). This gives the monitoree time to respond.

The Response Time Allowed for each of these contact methods is listed below:

e SMS-Text Message: “Contact Attempt” message posted to History 18 hours after report
reminder was sent.

e Telephone Call: “Contact Attempt” message posted to History 1 hour after automated
phone call. (Since the system will attempt to call the monitoree again if they do not pick
up, there may be multiple “Contact Attempt” history messages per day.

If a monitoree is set to receive SMS-Text Messages and their preferred contact time is
“Morning,” the following scenario might occur:

e The system sends the monitoree a text message at 10am with the daily symptom report.
e The system adds a “Report Reminder” entry to the record history to show a SMS Text-
message was sent (with a 10am timestamp)
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e The monitoree does not respond to the daily report within 18 hours
e At 4am the next day, the system adds a “Contact Attempt” entry to the record history,
indicting the monitoree did not respond to the reminder sent at 10am the previous day.

NOTE: Sara Alert™ will never initiate a call or text to a monitoree to collect a daily report
before 8am or after 8pm local time.
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6 EXPOSURE WORKFLOW LINE LIST OVERVIEW

Exposed monitorees appear on different line lists (accessed by tabs at the top of the dashboard)
in the Exposure Workflow based on the following criteria described in more detail below:

e Monitoring Status

*  Content of Daily Symptom Report Tip: See the Quick Start Guide for
e Time since Last Report Submission Public Health Users: Exposure
e Latest Public Health Action Workflow

e Changes to Assigned Jurisdiction
The Exposure Workflow and line lists are viewable by the following types of users:

Public Health users
Public Health Enrollers
Contact Tracers

Super Users

Monitorees on the line lists below may receive messages from the system; eligibility criteria are
described on page 127. The timing of these messages is described on page 130.

6.1 Active Monitoring Line Lists

The active monitoring line lists are for monitorees that the health department is currently
monitoring. Records where Monitoring Status is set to “Actively Monitoring” may only appear
on one of the following line lists. Monitorees who require public health follow-up are located on
either the Symptomatic, Non-Reporting, or PUI (Person Under Investigation) line lists.
Follow-up with these monitorees should be based on current guidelines and available resources
(i.e., CDC, etc.).

6.1.1 Symptomatic Line List

Monitorees who reported symptoms that require review by a public health user to determine if
disease is suspected; requires public health follow-up. The system checks the Symptom Onset
Date field to determine if a monitoree should appear on the Symptomatic line list. If the
monitoree has a Symptom Onset Date specified, they will appear on the Symptomatic line list.
A monitoree’s Symptom Onset Date is generated in one of two ways:

e Used-Defined if a user manually enters a Symptom Onset Date in the record.

o IMPORTANT: A symptom onset date should only be entered by a user in the
exposure workflow if the monitoree is under investigation for the disease of interest
and the reported symptom onset date differs from what is available in the reports
table. If a user sets a symptom onset date in the exposure workflow, the record will
appear on the symptomatic line list.

o The system will not overwrite or clear (if the
“Review” function is used) a symptom onset_ d{:lte Tip: Any changes to the “Symptom Onset
manually entered by a user while the record is in the Date” by the system or a user will be
exposure workflow or if the record is moved to the captured in the record “History” and
isolation workflow. If disease is ruled out after tagged as a “Monitoring Change.”
investigation and the monitoree should continue to be
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monitored in the exposure workflow, a user must clear the symptom onset date field
to move the record off the Symptomatic line list.
o A “person” icon indicates that the date is user-defined:

SYMPTOM ONSET @ &

R

| 09/09/2020

Figure 16: A person icon indicates that the date is user-defined

e Auto-Populated by the system as the date of the earliest report that needs review because
the report submitted meets the symptomatic logic (unless a date was specified by a user).

o The symptomatic logic is configured at the system level and conforms to the latest
guidance. For COVID-19, the logic is currently based on CSTE position statement
Interim-20-1D-02.

o Symptomatic Logic: A report is flagged by the system as meeting the symptomatic
logic if the following symptoms are reported:

One or more of the following:

= Cough

= Difficulty Breathing

= New Loss of Taste Tip: For monitorees who were enrolled in

= New Loss of Smell Sara Alert before v1.12 (9/10/20), New

Loss of Taste and New Loss of Smell
appear as a single column in the Reports
table as “New loss of taste or smell.”

Shortness of Breath
OR at least two of the following:

= Chills

= Congestion or Runny Nose
= Diarrhea

= Fatigue

= [ever

= Headache

=  Muscle Pain

= Nausea or Vomiting

= Repeated Shaking with Chills
= Sore Throat

o A “computer” icon indicates that the date is auto-populated by the system.
SYMPTOM ONSET @ (3

el

m 08/14/2020

Figure 17: A computer icon indicates that the date was auto-populated by the system

NOTE: To learn more about the “Review” functionality and how to move a record off of the
symptomatic line list, please see page 64.

6.1.2 Non-Reporting Line List

Monitorees who have not submitted a symptom report within the expected time period (e.g., 24
hours) and do not have a Symptom Onset Date; require public health follow-up.
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6.1.3 Asymptomatic Line List

Monitorees who submitted a report within the expected time period (e.g., past 24 hours) and do
not have a Symptom Onset Date; do not require public health follow-up unless otherwise
indicated. Monitorees who submit a report indicating they are not experiencing symptoms on
their last day of monitoring (e.g., eligible to appear on the Asymptomatic line list) are
automatically moved to the Closed line list by the system. The reason for closure will appear as
“Completed Monitoring (system)”. See page 32 for more information on system closed records.

6.1.4 PUI Line List

Monitorees currently under investigation by public health to determine case status. Monitorees
on the PUI line list will receive messages from the system. Since public health will be actively
investigating and communicating with this individual, the monitoree may receive a system
notification and be contacted directly by the health department on the same day.

6.2 Closed Line List

The closed line list is for monitorees who are no longer being monitored (e.g., completed
monitoring period, lost to follow-up, etc.) by public health. A monitoree on this line list will not
appear on any Active Monitoring line lists. Records where Monitoring Status is set to “Not
Monitoring” appear on this list.

e Records on the closed line list that have not been updated for 14 days will be purged. The
closed line list shows the expected purge date (see page 14). These records can be
exported if that information needs to be retained (see more info about exporting purge
eligible monitorees on page 102).

e Records on this line list are accessible to users until purged. Monitorees that may require
additional monitoring can be moved back to an Active Monitoring line list by setting the
Monitoring Status back to “Actively Monitoring”.

6.2.1 User Selected Reasons for Closure (Both Workflows)

Whenever a record is manually closed by a user, a reason for ending monitoring should be
selected. A list of available reasons for closures and suggestions for use are described below:

e Completed Monitoring: Select if a monitoree has completed their monitoring according
to jurisdiction protocol

e Meets criteria to shorten quarantine: Select if a monitoree is being closed out in
accordance with CDC’s shortened (i.e., 7- or 10-day) quarantine guidance

e Does not meet criteria for monitoring: Select if monitoree was determined to not need
monitoring in Sara Alert.

e Meets Case Definition: Select if the monitoree was confirmed as a case and the user’s
jurisdiction is not using Sara Alert™ to monitor cases in the Isolation Workflow.

e Lost to follow-up during monitoring period: Monitoree meets jurisdiction criteria for
being considered lost to follow-up.

e Lost to follow-up (contact never established): Monitoree meets jurisdiction criteria for
being considered lost to follow-up and contact was never established.

e Transferred to another jurisdiction: Monitoree has been transferred to a jurisdiction
that is not participating in Sara Alert™ and the transfer functionality cannot be used.
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e Person Under Investigation (PUI): Monitoree is a PUI and the user’s jurisdiction
manages the investigation in another system.

e Case Confirmed: Monitoree meets the confirmed case definition and user’s jurisdiction
is not using Sara Alert™ to monitor cases in the Isolation Workflow.

e Meets criteria to discontinue isolation: Public health has determined a case in the
Isolation Workflow can safely discontinue isolation.

e Deceased: Monitoree is deceased.

e Duplicate: Identifies a record that is duplicative of another in Sara Alert™. This record
is not considered the master record.

e Other

6.2.2 System Defined Reasons for Closure (Exposure Workflow)

Sara Alert™ automatically moves records in the exposure workflow that meet specific criteria to
the Closed line list. The system starts a job every hour (on the half hour) to check for monitorees
that meet these criteria. The “Completed Monitoring” reason for closure shown on the line list
and in the record’s history will be appended with “(system)” to clearly identify records closed by
the system.

e Completed Monitoring (system): The monitoree was asymptomatic and submitted a
report indicating they were not experiencing symptoms on their last day of monitoring or
any subsequent day.

6.3 Transfer Line Lists
The transferred line lists are for monitorees where the Assigned Jurisdiction has changed.

e Transferred In: Monitorees who were transferred to your assigned jurisdiction by a Sara
Alert™ user in a different jurisdiction in the past 24 hours (i.e., due to a monitoree
moving inside your jurisdiction from elsewhere).

o A monitoree on this list will appear on the appropriate Active Monitoring or Closed
line list based on record values.

e Transferred Out: Monitorees who have been transferred out of your assigned
jurisdiction to another jurisdiction participating in Sara Alert™ (i.e., due to a monitoree
moving outside your jurisdiction).

o Users lose access to an individual’s records when they are transferred out of their
jurisdiction. If you need to maintain complete record data, we recommend exporting
records for these individuals before transferring to a new jurisdiction.

o Monitorees on this list will no longer appear after the record has been purged from
the system. Once transferred, you will not have any visibility into when the record is
expected to be purged. See page 14 for more details about record retention.

o If you need to transfer a record to a jurisdiction that is not participating in Sara
Alert™, export the record then close it. Select “Transferred to another jurisdiction” as
the reason. These records will not appear on the Transferred-Out line list.
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6.4 All Monitorees Line List

The All Monitorees line list (located on the far right) shows all exposed monitorees in the
jurisdiction who are currently in the exposure workflow. Use this view to search across all
records in exposure monitoring.

7 ISOLATION WORKFLOW LINE LIST OVERVIEW

Monitorees are displayed on different line lists (accessed by tabs at the top of the dashboard) in
the isolation workflow based on the following criteria described in more detail below:

e Monitoring Status

e Content of Daily Symptom Report
e Time since Last Report Submission
e Symptom Onset Date

e Lab Test Results

e Changes to Assigned Jurisdiction

The Isolation Workflow and line lists are viewable by the following user roles:

Public Health

Public Health Enrollers
Contact Tracers

Super Users

Monitorees on the line lists below may receive messages from the system; eligibility criteria are
described on page 127. The timing of these messages is described on page 130.

7.1 Active Monitoring Line Lists

The active monitoring line lists are for cases that the health department is currently monitoring.
Records where Monitoring Status is set to “Actively Monitoring” may only appear on one of
the following line lists. Cases who may require public health follow-up are located on either the
Records Requiring Review or Non-Reporting tab. Follow-up with these cases should be based
on current guidelines and available resources (i.e., CDC, etc.).

7.1.1 Records Requiring Review Line List

Cases who meet the recovery logic will appear on the Records Requiring Review line list. Any
cases that appear on this line list require follow-up by public health to validate that it is safe to
discontinue isolation. The system logic has been designed to be sensitive. As a result, cases that
that have not recovered completely may appear.

e The recovery logic is configured at the system level and conforms to the latest guidance.

o For COVID-19, the logic is currently based on the CDC Guidance for
Discontinuation of Isolation for Persons with COVID-19 Not in Healthcare Setting

(updated July 20, 2020).

e A case meets the criteria to appear on the requiring line list if any of the following
conditions are met (logic below is for COVID-19):
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o Symptomatic non test-based recovery definition:

= >24 hours since last reported fever; AND

= >24 hours since last reported use of fever-reducing medicine; AND

= >10 days since onset of symptoms (based on Symptom Onset Date); AND

= Monitoree has submitted at least one report that is at least 24 hours old; AND
= The Extend Isolation To date has passed or is blank.

o Asymptomatic non test-based recovery definition:

= > 10 days have passed since the Specimen Collection Date of a laboratory test
where the result is “positive;” AND

= No symptoms have been reported; AND

= Monitoree has submitted at least one report that is at least 24 hours old; AND

= The Extend Isolation To date has passed or is blank.

o Test-based recovery definition (not recommended except to discontinue isolation or
other precautions earlier than would occur under the symptom-based strategy):

= Two negative laboratory results documented in “Lab Results” table; AND
= >24 hours since last reporting a fever to the system; AND

= >24 hours since last reporting the use of fever-reducing medicine; AND

= The Extend Isolation To date has passed or is blank.

NOTE: Monitorees that reply “yes” to a text or phone call may be eligible to appear
on the Records Requiring Review line list if other conditions above are met (like time
since symptom onset). See page 24 for more information about how Sara Alert
interprets responses for non-specific reporting methods.

7.1.2 Non-Reporting Line List

Cases who have not reported (e.g., presence or absence of symptoms) within the expected time
period (e.g., 24 hours) AND:

e Have not yet met the recovery definition; OR
e Have an Extend Isolation To date that has not passed or is blank.
7.1.3 Reporting Line List

Cases on this line list typically do not require follow-up. Cases who have reported the presence
or absence of symptoms within the expected time period (e.g., 24 hours) AND:

e Have not yet met the recovery definition; OR
e Have an Extend Isolation To date that has not passed or is blank.

7.2 Closed Line List

The closed line list is for cases who are no longer being monitored (e.g., met criteria to
discontinue isolation, lost to follow-up, etc.). A case on this line list will not appear on any
Active Monitoring line lists. Records where Monitoring Status is set to “Not Monitoring”
appear on this list.
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The system does not automatically close out records in the isolation workflow. After a
case has met the recovery definition, a public health user must close the record; this
ensures that the case has been reviewed to validate the monitoree has recovered.

o Whenever a record is manually closed by a user, a reason for ending monitoring
should be selected. A list of available reasons for closures and suggestions for use is
described on page 31.

Records on the closed line list that have not been updated for 14 days will be purged. The
closed line list shows the expected purge date (see page 14). These records can be
exported if that information needs to be retained (See more info about exporting purge
eligible monitorees on page 102)

Records on this line list are accessible to users until purged. Monitorees that may require
additional monitoring can be moved back to an Active Monitoring line list by setting the
Monitoring Status back to “Actively Monitoring”.

7.3 Transfer Line Lists

The following line lists are for case where the Assigned Jurisdiction has changed. A case may
also appear on the appropriate Active Monitoring or Closed line list based on record values.

Transferred In: Cases who were transferred to your jurisdiction by a Sara Alert™ user
in a different jurisdiction in the past 24 hours (i.e., due to a case moving inside your
jurisdiction from elsewhere).

o A case on this list will appear on the appropriate Active Monitoring or Closed line list
based on record values.

Transferred Out: Cases who have been transferred out of your jurisdiction to another

jurisdiction participating in Sara Alert™ (i.e., due to a monitoree moving outside your
jurisdiction).

o Users lose access to an individual’s records when they are transferred out of their
jurisdiction. If you need to maintain complete record data, we recommend exporting
records for these individuals before transferring to a new jurisdiction.

o Monitorees on this list will no longer appear after the record has been purged from
the system. Once transferred, you will not have any visibility into when the record is
expected to be purged. See page 14 for more details about record retention.

o If you need to transfer a record to a jurisdiction that is not participating in Sara
Alert™, export the record then close it. Select “Transferred to another jurisdiction” as
the reason. These records will not appear on the Transferred-Out line list.

7.4 All Cases

The All Cases line list (located on the far right) shows all cases in the jurisdiction who are
currently in the isolation workflow.
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8 HOW TO ADD MONITOREES TO SARA ALERT

This section covers all the ways users can add monitorees to Sara Alert for daily automated
monitoring. The table below shows the different ways users can add monitorees to Sara Alert, as
well as the different user roles that have access to these capabilities.

Table 3: Availability of enrollment capabilities by user type

Adminis-| Super |Page

Capabilit
apability trator | User | #

Manually Enroll a new Monitoree (through the

Enrollment Wizard)

Import one or more Monitorees

Enroll Monitorees from a Record'’s Close Contacts List

8.1 How to Manually Enroll New Monitoree (Contact or Case)
Manual enrollment through the Enroliment Wizard is available to the following user roles:

Enrollers

Public Health Enrollers
Contact Tracers

Super Users

1) Click the “Enroll New Monitoree” button.

Sara Alertmeo BB Enroller Dashboard € Analyt & state1_enroller@example.com (Enroller)| (2] | @ Logout

Dashboard Your Jurisdiction: USA, State 1

Enrol ew Monitoree _

Enrolled Monitorees

Show Jurisdiction: _All Al Assigned User: All

Figure 18: Enroll new monitoree

2) Select the appropriate workflow to enroll the monitoree in:

e Exposure (contact): Use this workflow if the new monitoree was potentially exposed
e Isolation (case): Use this workflow if the monitoree is a confirmed or probable case

Monitoree Identification

I Exposure (contact) v l

Exposure (contact)

Isolation (case)

WORKFLOW *

Figure 19: Select Exposure or Isolation workflow
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The final page of the Enrollment Wizard differs based on workflow:

e Exposure workflow: Exposure Risk factor data elements
e Isolation workflow: Symptom Onset Date and Case Status (as available)

3) Enter information on enrollment screens. To advance, click “Next”. To return to a previous
screen, click “Previous.” Required fields (*) must be completed before you can advance through
the enrollment process.

Monitoree Identification
WORKFLOW *
Exposure {contact)
FIRST NAME * MIDDLE NAME(S) LAST NAME *

Donald Duck

DATE OF BIRTH * AGE SEX AT BIRTH 9
& 01/01/1970 50 v

GENDER IDENTITY @ SEXUAL ORIENTATION @

Male (Identifies as male) v v

RACE (SELECT ALL THAT APPLY) ETHNICITY
WHITE
BLACK OR AFRICAN AMERICAN
AMERICAN INDIAN OR ALASKA NATIVE
ASIAN
NATIVE HAWAIIAN OR OTHER PACIFIC ISLANDER
LANGUAGE
Languages that are not fully supported are indicated by a (*} in the below list
PRIMARY LANGUAGE @ SECONDARY LANGUAGE @

English

INTERPRETATION REQUIRED

NATIONALITY

USA

STATE/LOCAL ID cocio INNDSS LOC. REC. ID/CASE ID

Figure 20. Enter new monitoree enrollment information

4) Review the enrollment data and save the record.

e Select “Edit” to return to previous enrollment screens (if needed).

e Select “Finish” to create the record. The record is not created until “Finish” is selected.
If you navigate away from the enrollment wizard before selecting “Finish”, the record
will not be saved.

POTENTIAL EXPOSURE INFORMATION (Edit) NOTES (Edit)

Last Date of Exposure: 10/19/2020

Finish and Add a Household Member

Figure 21. Click “Finish” to save the record
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NOTE: If the monitoree’s Preferred Reporting Method and corresponding contact
information (i.e., phone number or email address) matches that of an existing record among
records you have access to, the two records will be linked as a reporting household. See page 93
for instructions on how to remove a record from a household.

5) Sara Alert™ identifies potential duplicates based on exact match of first name, last name, sex,
and date of birth OR an exact match of the State/Local ID at the time of enrollment. If the record
is flagged as a potential duplicate, a message will appear informing the user which match criteria
were met and asking if you want to create a potentially duplicate record.

This menitoree already appears to exist in the system! There is 1 record with matching values in the

following field(s): First Name, Last Name, Sex, and Date of Birth. Are you sure you want to enroll this

. o

Figure 22: A confirmation box will appear for potential duplicate records

monitoree?

8.2 How to Import One or More Monitorees Into Sara Alert

Users can import two different types of files into Sara Alert™ to bulk enroll exposed monitorees
or cases. Data from other systems can be mapped to the available templates to reduce data entry
burden of enrolling monitorees. The following user types can import monitorees into Sara Alert:

e Public Health Users
e Public Health Enrollers
e Super Users

8.2.1 Epi-X Import Format Description

Sara Alert™ can import data from the spreadsheets distributed to jurisdictions via Epi-X
notifications. The Epi-X import feature populates a limited subset of Sara Alert enroliment data
elements. After import, enrollment can be completed by a public health user by adding additional
information. Please contact the Sara Alert team at sarasupport@aimsplatform.com if you are
interested in the specific data elements that are supported and the required format to import Epi-
X notification spreadsheets.

8.2.2 Sara Alert™ Import Format Description

The Sara Alert™ import template populates all enrollment data elements in either workflow. The
most current import template and formatting guidance is available in the user interface under the
“Import” button. Updates to the import template are noted in the “Updates” tab of the
document, and the latest date changes were made is noted on the import pop-up window. Refer
to the “Guidance” and “Value Sets” tabs for further detail on requirements for import. The
“Template” tab must be the first tab listed for the import to be successful. The system will
ignore the “Guidance”, “Value Sets”, “Example”, and “Updates” tabs.
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NOTE: The most current import template must be used to import and ensure all data elements

are populated successfully. A user may only import records into assigned jurisdictions that the

user has permission to do so. For more information on when monitorees will receive a message
from the system after import, see page 130.

A B C D E |_F G | H | ! 1 K | L | N
Black or Native Hawaiian or Prima Secor

First Middle Last Date of Sexat  Whit African American Indian Asia Other Pacific Ethnicit e u;y
Name Name Name Birth Birth e ! or Alaska Native n o ety guag y
American Islander e Langu

- RENRE. WL R ST VR

rd

. Template | Guidance | Value Sets | Example | Updates | @
Figure 23: The “Template” tab must be listed first for the import to be successful. The system will
ignore all other tabs.

A B C D
1 Table of C
2 | ltem# Date Field(s) Affected Description ¢
1 12/17/2020 | None -Import Template |New tabs for Updates and Sets, updated Guidar
3 Updates template. No field name of validation changes.

Template | Guidance Value Sets Example Updates {-E‘

Figure 24: The “Updates” tab notes any changes to the import template

Import Sara Alert Format (exposure) ‘

Download formatting guidance (Updated 12/17/2020)

‘ Choose File | No file chosen X, Upload

Figure 25: The Sara Alert Format import window notes when the template was last updated

8.2.2.1 Requirements for Symptom Onset Date and Last Date of Exposure

The Sara Alert™ import template is designed to allow a user to use the same template for
importing records into either the exposure or isolation workflow. The workflow that a user
chooses to import records into (e.g., exposure, isolation) impacts which fields are required or
supported on import. The fields that differ by workflow are listed below (and shaded in yellow
in the import template):

o Exposure Workflow

o Required: Last Date of Exposure - used to define monitoring period)

o Not Required: Symptom Onset Date -this field will be ignored on import and the
symptom onset date field will be blank after the record is created. See page 29 for
more information about how Symptom Onset Date is used in the Exposure Workflow.
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e |solation Workflow

o Required: Symptom Onset Date - used to determine if the non-test-based recovery
(e.g., symptom based) definition has been met

o Not Required: Last Date of Exposure — this field will be populated if any data is
provided

Fields not listed above are fully supported when importing records into either workflow.

Exposure Notes  Status Symptom Onset Date Case Status

ate (YYYY-MM-DD) Confirmed | Probable | Suspect|Unknown|Not a

WORKFLOW SPECIFIC NOTES: WORKFLOW SPECIFIC NOTES:

EXPOSURE: This field is ignored on import into EXPOSURE: This field is ignored on import into

Figure 26: Follow workflow specific notes for italicized and shaded yellow fields

8.2.2.2 Optional Import Fields Constrained in the User Interface

Fields that are italicized and shaded blue in the import template are not currently validated on
import but are constrained in the User Interface (Ul) to a defined value set. The “Value Sets” tab
shows the options available in the Ul and are strongly recommended for user on import. If other
values are entered, unexpected behavior may occur.

G L M

Black or

African Primary  Secondary

American Language Language

2.
3.

Figure 27: Use the recommended value sets for italicized and shaded blue fields to avoid unexpected
behavior in the system

8.2.2.3 Format for Dates and Phone Numbers

Sara Alert™ accepts a different slightly format for dates and phone numbers when someone is
enrolled via import versus the Enrollment wizard. The purpose of this is to optimize usability of
the user interface while minimizing import errors that may occur (e.g., month and day reversal)
whenever the date format differs between systems. Note the differences in format below. Using
the enrollment wizard format during import may cause import errors.

Table 4: Data formats for Dates and Phone Numbers

Data Type Import Format Enrollment Wizard Format
Date YYYY/MM/DD MM/DD/YYYY
Phone Number + 1 #HHHH R Hip L
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8.2.3 How to Import Multiple Records

1) Prepare a file for import according to the appropriate template guidelines; if you have any
questions about the requirements, email sarasupport@aimsplatform.com.

& Share T2 Comments

[ .| == =it = =
] EA Catbr Jn AR == 9 | Bwepte Gener - B B g = v O

= X Delete ~ -
Paste B e Mo Ao | === == Conditional Formatas Cell Sort& Find &
- HEHs 0-AL EEE EE - - o) & -

R B Iy = - == == EMege s Center $-% 9 W Formatting » Table = Styles~ | EHFormat~ | €% Fifter = Select
clipbosrd Font ] Alignment 1 Mumber [ Styles cells Editing ~
D10 fi -

A B | c D E F G |l n | 1 K L M -
1 Llocal-ID Flight No Date of notice MDH Assignee DGMQID CAREID CARE Cell Number Language Arrival Date and Time Arrival City Last Name First Name Date of Birth |
2 0 1/1/2020 Last First 7/20/1969
3

Figure 28: Sara Alert™ provides two templates for data import; the Epi-X template is shown here.
Import errors will result if the template formatting guidelines are not followed.

2) Select the monitoring workflow that you wish to import the records into (e.g., contacts into
Exposure Monitoring or cases into Isolation Monitoring). Click the “Import” button on the
top of the dashboard. Select either “Epi-X” or “Sara Alert™ Format” depending on the file type
you are importing.

Sara Alertwiiso EB Monitoring Dashboards & e.com (PublicHealthEnroller) | @ | @ Logout

Exposure Dashboard Your Jurisdiction: USA, State 1
B3 Enroll New Monitoree Em. . -2 Exposure Monitoring (245) [z SECIETT RV TR g kL))
Symptomatic m Non-Reporting ' 151 Asymptomatic a PUI m Closed m Transferred In a Transferred Out m All Monitorees m

Figure 29: Click the Import Button and choose your file type

3) Click “Choose File” to select a file to upload. The “Sara Alert™ Format” option provides the
latest formatting guidance. Select “Upload”.

Import Sara Alert Format (exposi

Download formatting guidance

| Choose File | No file chosen

Figure 30: Select a File to Upload; Epi-X import shown
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4) Review the records before importing them. The system compares the import file against
existing records in the system within the importing user’s jurisdiction to identify potential
duplicates based on exact match of first name, last name, sex, and date of birth OR an exact
match of the State/Local ID. The system will inform the user which match criteria was met to
identify the potential duplicate. The system does not check for duplicates within the import file.

The user can choose to:

e Review individual records and select “Accept” or “Reject” for each record
e Select “Import All” to accept all remaining records.

Import Sara Alert Format (exposure)

individually accept or reject each record below. You can also choose
he 'Import All' button.

Please review the monitoree recor
to import all unique records or all

X, Import All

Warning: This monitoree already appears to exist in the system! There is 1 record with matching values in the following field(s): First Name, Last Name, Sex. and Date of Birth.

Note: This oree will be imported into "USA, State 1, County 2.

Home Address Line 1: 2802 W, Fir St
Home Town/City: Perry

Home State: Oklahoma

Home Zip: 73077

DOB: 1957-11-10 Monitored Address Line 1: 5812 Northwest Expy Date of Departure: 2020-04-
Language: Spanish Monitored Town/City: Oklahoma City Close Contact w/ Known Case:
Flight or Vessel Number: N&62 Monitored State: Oklahoma Was in HC Fac. w/ Known Cases:

Monitored Zip: 73132
X Reject + Accept

Figure 31: Sara Alert™ import screen (Note how duplicate records are marked)

5) If you choose to select “Import All” to accept remaining records that were not individually

accepted or rejected, by default, only unique records will be accepted unless the user chooses to
include detected duplicate monitorees. To include potential duplicates, check the box and click
“OK”. If no potential duplicates are found, a check box will not appear.

Import Monitorees

This will import all records listed below that you did not manually accept or reject. If potential duplicates
have been detected, check the box if you would like to import them.

O Include the 2 potential duplicate monitorees

Figure 32: Selecting “Accept All” gives the option to include remaining duplicates
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6) Large files may take several minutes to import. A bar at the top indicates progress of record
creation from the import file. The “Stop Import™ button halts additional record creation.
However, this function does not delete records that have already been added during import
session. For smaller import files, a user may not see the progress bar or “Stop Import” button.

Import Sara Alert Format (exposure)

Please review the monitoree records that are about to be imported. You can individually accept or
reject each record below. You can also cho ords or all records
(including duplicates) by clicking the "Imp¢

¥ Stop Import

Figure 33: Click “Stop Import” to end the import

NOTE: The upper limit allowed for each import file is 1000 records. If a user would like to
import more than 1000 records, it is recommended that multiple import sessions are completed.
Users may also consider use of the API for large imports.

8.3 How to Complete Enrollment of Close Contacts Saved in a
Record as New Monitorees in the System

For monitorees who were exposed and later become a case, users may wish to add to Sara Alert
the individuals listed in the Close Contacts table of that monitoree’s record. The following user
roles can enroll monitorees from a record’s Close Contacts list:

e Public Health Enroller
e Contact Tracer
e Super User

1) Open the monitoree’s record and scroll to the “Close Contacts” section. The “Enrolled?”
column shows whether or not a Close Contact has been enrolled into the system. Under
“Actions” click “Enroll” for the individual you would like to complete enrollment as a
monitoree in Sara Alert™,

Close Contacts @

Show 15 - entries Search Close Contacts:

First 1 Last Phone Last Date of Assigned Contact
Name Name Number Email Exposure User Notes Attempts Enrolled? Actions

[ Edit
Clark Kent 555-555-5555  test@example.com 02/04/2021 12345 0 No . Contact Attempt

Smallville ’
=+ Add New Close Contact

Traveling from

Next

Figure 34: Click “Enroll” to add a specific contact as a new monitoree
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2) This will automatically open the enrollment wizard so you can enroll the contact as a new
monitoree.

The following fields will pre-populate with data available in the close contact record:

First Name

Last Name

Phone Number

Email

Last Date of Exposure

Assigned User

Notes (populated on the final page of the Enroliment Wizard)

e Close Contact of Known Case (populated with the initial monitoree’s Sara Alert™ ID)

Monitoree Identification

WORKFLOW *

FIRST NAME * MIDDLE NAME(S) LAST NAME *
Bambi Deer
DATE OF BIRTH * AGE SEX AT BIRTH @
e

B mm/dd/yy ¥

GENDER IDENTITY @ SEXUAL ORIENTATION @

RACE (SELECT ALL THAT APPLY) ETHNICITY

Figure 35: The enrollment wizard will pre-populate with information from the close contacts list

3) Complete enrollment to begin monitoring in Sara Alert™. See page 36 for more information
on enrollment.

v1.23 Sara Alert™ User Guide

©2021 The MITRE Corporation. All rights reserved. 44 Approved for Public Release Case #20-1176



HOW TO MANAGE MONITOREES IN SARA ALERT

9 HOW TO MANAGE MONITOREES IN SARA ALERT

The following section contains information on how to manage monitorees in Sara Alert. This
includes information about how to:

View and edit records

Perform basic dashboard functions
Perform dashboard functions specific to Exposure Monitorees
Perform dashboard functions specific to Isolation Monitorees
Manage individual monitoree records

The primary audience for this section is Public Health Users, Public Health Enrollers,
Contact Tracers, and Super Users. Enrollers have limited capabilities to manage monitorees in

Sara Alert.

Table 5: Monitoree Management Capabilities by Role

Capabilities

View Records

Edit Monitoree Details

View the Monitoring Dashboard

Toggle Between Workflows
Navigate Line Lists
Monitoree Search

Identify Heads of Households

Move Monitorees between
Exposure Line Lists
Move Monitorees Between
Isolation Line Lists

Apply and Save Advanced Filters
Transfer a Record

Log a Manual Contact Attempt
Add a Symptom Report
Modify a Symptom Report

Add a Note to a Report

Add Lab Results

Add a Close Contact

Add a Comment to a Record
Filter Record History

Change Case Status

Close Records

Public

Public Contact

Enroller Health

Health Tracer

Enroller

Adminis-| Super

trator User Page #

46

47

47

48

48

pg 59*

49

60

64

69

52

71

73

73

75

76

78

79

80

81

82

ANANENE N NENE NE N NENENENER NN A NENENE NENENAN
ANANENE N NENE N NE NENENENEA NN A NE N NE N NE NN
NNNNNNNANNYN NS SINNAINNAN

N AN RN RN AN R AN AN AN AN AN R N N R NENENANENENEN

83

* Enrollers have different search capabilities from the other user types. See page 59 for more details.
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9.1 Viewing and Editing Records
The following sections describe basic record viewing and editing functions that an Enroller,
Public Health user, Public Health Enroller, Contact Tracer, and Super User can perform.

9.1.1 How to Open and View a Monitoree’s Record

1) Open the monitoree’s record by clicking on their name. View the record details.
NOTE: While Enroller users have a different view from what is shown below, they also open
records by clicking on the monitoree’s name.

Symptomaticm Non-Reporting 334 Asymptomatic B PUI a Closed m Transferred In n Transferred Out n All Monitorees m
flow. You are currently in the exposure workflow.

ul Exact ‘ 323 Assigned User e
1 Advanced Filter q ¢ Bulk Actions ~

All Monitorees in this jur

o8 Jurisdiction  US.

Q Search

Date of End of Risk Monitoring
Monitor Jurisdiction = User Birth Monitoring Level Plan Latest Report - Status O 0
Airport; USA 1 11/01/2020 11/23/2020 None 11/10/2020 closed N 0O
Rebecca 16:37 EST
Owl, Oliver Maine 1 207-555- 02/01/2021 Medium Self-observation 01/20/2021 symptomatic R OJ

Figure 36: Click the monitoree’s name to open their record

2) For Public Health users, Public Health Enrollers, Contact Tracers, and Super Users, the
“Monitoree Details” section defaults to a collapsed view. Click “Show address, travel, exposure,
and case information” to view the full record. If the monitoree is a Head of Household, their
household members will appear at the bottom of this section.

Monitoree Details (edit details)

Rebecca Airport [[T1) Assigned Jurisdiction: USA
Assigned User: 1

IDENTIFICATION CONTACT INFORMATION

DOB: 11/01/2020 Phone: 781-528-7415

Age: -- Preferred Contact Time: Evening

Language: -- Primary Telephone Type: --

State/Local ID: -- Email: --

CDCID: -- Preferred Reporting Method: SMS Texted Weblink
NNDSS ID; Nationality: --

v Show address, travel, exposure, and case information

This monitoree is responsible for handling the reporting of the following other monitorees:
Name Workflow Monitoring Status Continuous Exposure?

Bobington, Bob Bobby Exposure Actively Monitoring No

S - _

Figure 37: Monitoree Details shows household members and defaults to a collapsed view

NOTE: Navigating to a monitoree’s record will clear some search fields (see page 49).
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9.1.2 How to Edit Monitoree Enrollment Information

1) Find and open the monitoree record by clicking on their name in the “Monitoree” column.

Symptomatic m Non-Reporting 334 Asymptomatic a PUI u Closed m Transferred In u Transferred Out n All Monitorees m
All Monitorees in this juris n, in the Exposure workflow. You are currently in the exposure workflow. & Clear All Filters

#% Jurisdiction  US.

E i3 Assigned User F
b o X

Q Search

Date of End of Risk Monitoring

Birth Monitoring Level Plan Latest Report - Status O 0
Airport, 11/01/2020 11/23/2020 None 11/10/2020 closed ) O
Rebecca 16:37 EST
Owl, Oliver Maine 1 207-555- 02/01/2021 Medium Self-observation 01/20/2021 symptomatic =) 0O

Figure 38: Select monitoree record

2) Select “edit details” in the upper left of the screen to make necessary changes.

Monitoree Details (edit details)

Rebecca Airport [[I5) Assigned Jurisdietion: USA

Assigned User: 1

IDENTIFICATION CONTACT INFORMATION

Figure 39: Modify monitoree record

9.2 Basic Dashboard Functions (Both Workflows)

The following sections describe information and features that a Public Health, Public Health
Enroller, Contact Tracer, and Super User can access from the dashboard in either workflow
(exposure or isolation). While this section shows images of the Exposure Workflow Dashboard,
the same instructions apply to the Isolation Workflow Dashboard.

9.2.1 How to View the Monitoring Dashboards
Click “Monitoring Dashboards” on the navigation bar to view the Monitoring Dashboards.

NOTE: Contact Tracers do not have access to other views and will always be brought to the
Monitoring Dashboards on login.

Sara Alertiso EB Monitoring Dashboards ¢ & statel_epi_enroller@example.com (PublicHealthEnroller) | @ | @ Logout

Exposure Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree [ ISCLEUA VGO EeZEM €% Isolation Monitoring (199) ‘

Symptomatic [ Non-Reporting 151 Asymptomatic [§) PUI m Closed {3 Transferred In () Transferred Out [£T) All Monitorees m

Figure 40: Toggle between the exposure and isolation monitoring dashboard views
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9.2.2 How to Toggle Between the Exposure and Isolation Monitoring
Dashboards

Public Health, Public Health Enrollers, Contact Tracers, and Super Users have access to
both the Exposure and Isolation Monitoring Dashboards.

e Exposure Workflow: Used to monitor a potentially exposed individual for symptoms
during a specified period of time (e.g., 14 days) to determine if the person becomes ill.

e Isolation Workflow: Use to monitor a case to determine whenever it is safe to
discontinue isolation.

1) Toggle between the workflow dashboards by clicking on “Exposure Monitoring” or
“Isolation Monitoring” on the upper right of the dashboard.

Sara Alert o EB Monitoring Dashboards €& 4 © | ® Logout

Exposure Dashboard

Symptomatic m Non-Reporting 151 Asymptomatic a PUI L Closed m Transferred h»a Transferred Out m All Mum[o!wsm

4 Exposure Monitoring (248) €% Isolation Monitoring (199) 1
J

Figure 41: Toggle between the exposure and isolation monitoring dashboard views

2) The view will update. The button for the current workflow is colored blue and the dashboard
titles are updated.

Sara Alert vi.1s0 BB Monitoring Dashboards ¢ t & statel_epi_enroller@example.com (Public Health Enroller) ‘ [~ ‘ @ Logout

Enroll New Case & Export ~ m ’ 4 Exposure Monitoring (248)

Records Requiring Rewewm Non-Reporting 90 Reporting u C\osed Transferred In n Transferred Outm All (asesm

fiction: USA, State 1

#£4 Isolation Monitoring (199)

Figure 42: The Isolation Dashboard
9.2.3 How to Navigate Monitoring Dashboard Line Lists
A video tutorial for navigating the line lists in the exposure workflow is available at:

saraalert.org/public-health/tutorial-videos/. Navigation between the line lists works the same in
the exposure and isolation workflows (though the line list names are different).

1) Click a tab to view monitorees on that line list. To view all records in the exposure workflow,
select the “All Monitoree” line list or the “All Cases” line list in the isolation workflow.

Sara Alert.iiso EB Monitoring Dashboards ¢ ) & statel_epi_enroller@example.com (Public Health Enroller) | @ | @ Logout

Exposure Dashboard risdiction: USA, State 1
Enroll New Ml ree w / / l 4 Exposure Monit ity (248) Iz JBsk Monitoring (199)

Symptomatic m Non-Reporting ' 151 Asymptomatic a PUI m Closed m Transferred In n Transferred Out m All Monitorees m

Figure 43: Click through the tabs to view the monitoree line lists
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2) Sort columns by clicking on the arrow icons.

Symptomatic )  Non-Reporting 430 Asymptomaticf)  PUIE)  Closed @)  Transferred N  Transferred Out [} All Monitorees (X))
onitorees wno have reported symptoms, which need to be reviewed. You are currently in the exposure
o8 Jurisdiction  USA 4 m 8% Assigned User
£ ’ Assigned State/Local = Date of End of
Monitoree * Jurisdiction ~ User D Birth Monitoring Risk Level Monitoring Plan Latest Report = O
State 21 10/20/1970 10/05/2020 High Daily active monitoring 10/04/2020 _
22:58 EDT
ker  State 12 01/04/1990 Continuous 09/02/2020 2]

Figure 44: Sort monitoree records by one or more columns

9.2.4 How to Search for One or More Monitoree Records

Public Health users, Public Health Enrollers, Contact Tracers, and Super Users can use
three different types of searches to identify one or more monitorees of interest on a Sara Alert™
line list:

1. Basic Search (page 50)

2. Dashboard Quick Filters: Users can filter records from the dashboard by Jurisdiction or
Assigned user (without using Advanced Search) (page 51)

3. Advanced Filters: Allows users to search across multiple fields and to construct more
complex search queries using the “Advanced Filter” feature (page 52)

NOTE: Enrollers have slightly different access to these search capabilities. See page 59 for an
explanation of how Enrollers search for monitorees.

Users can use these search features independently or in combination with each other (e.g., by
setting up an advanced filter AND filtering by Assigned User on the dashboard). The dashboard
will only show monitorees that meet ALL the active search parameters and filters.

When filters are applied, the number of records that meet the current parameters appears at the
bottom of the page. The numbers on the line list tabs will not dynamically change based on
search (see Figure 59 on page 55).

To see all applied filters, users should check the following: Jurisdiction and Assigned User
Quick Filters to see which criteria are applied (selected filter option and specified values), Search
Bar for search terms, and name of current Advanced filter applied.

Symptomatic[f]  Non-Reporting 430 Asymptomatic [{E) PUIE) Closed )  Transferred @)  Transferred Out )
9% Jurisdictior A, State 1€ m 382 Assigned User
Q Search d B Advanced Filter
Assigned State/Local Date of End of Risk Lates
Monitoree * Jurisdiction ar D Birth Monitoring Level Monitoring Plan Report Status (o]
State 16 01/31/2007  08/20/2020 Daily active non =1
monitoring reporting
State 16 01/31/2001  06/22/2020 Daily active non | J

Figure 45: Check all filters to see what is currently active

v1.23 Sara Alert™ User Guide

©2021 The MITRE Corporation. All rights reserved. 49 Approved for Public Release Case #20-1176



HOW TO MANAGE MONITOREES IN SARA ALERT

All search field entries are saved when navigating between line lists in the same workflow. When
changing workflows, navigating to a record and then back to the dashboard, or enrolling a new
monitoree, Sara Alert™ remembers what the user typed into the Basic Search field, as well as
any saved Advanced Filters. Table 6 shows which search field entries are saved after performing
common Sara Alert™ actions.

Table 6: Guide to whether search field entries are saved after performing Sara Alert actions
Moving between line  Changing Opening a record and Enrolling a new

Search Type

lists (same workflow)  workflows | returning to dashboard monitoree
Basic Search Saved Saved Saved Saved
Jurisdiction Filter Saved Not Saved Not Saved Not Saved
Assigned User Filter Saved Not Saved Not Saved Not Saved
A Filt
dvanced Filter Saved Saved Saved Saved
(saved hame)
Untitled” Advanced Saved Not Saved Not Saved Not Saved

Filter (unsaved)

You can clear all active filters and searches by clicking the “Clear All Filters” button. This will
also reset the number of records shown to 25.

Symptomatic m Non-Reporting ' 430 Asymptomatic m PUI n Closed m Transferred In n Transferred Out u All Monitorees m
All Monitorees in this jurisdiction, in the Exposure workflow. You are currently in the exposure workflow. & Clear All Filters
o8 Jurisdiction  USA m xact &3 Assigned Useg m
Q, Searct & Aavanced Filter [Rdlll 3% Bulk Actions ~
Assigned © State/Local © Date of End of Risk Latest
Monitoree Jurisdiction © User ID Birth Monitoring  Level  Monitoring Plan Report Status o
McTest_Testy LISA 06/04/2020_06/19/2020 Nonge. 10/06/2020 closed =

Figure 46: Click “Clear All Filters” to remove all filters

9.2.4.1 Basic Search

NOTE: While this section shows images of the Exposure Dashboard, the same instructions
apply to the Isolation Dashboard.

Users can use the “Search” bar on the dashboard to find records that match search terms in any
of the following fields:

First Name

Last Name

Date of Birth (format: YYYY-MM-DD)
State/Local ID

NEDSS/Case ID

CDCID

Basic search terms are remembered by the system when you change line lists and when you view
a record then return to the dashboard. Basic search terms will be applied until cleared by a user.
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1) To limit the search for a record within a specific line list, click on the appropriate line list
name and enter the search criteria in the search box.

ot @) Non-Reporting @80 Aoymptomatc @) U@ Cosedl@)  Tstered i@ Tansfened O A Mritorees )
it 5 - prT— [~ ]

Monitoree Jurisgiction Assigned User State/Local ID Date of Birth End of Monitoring Risk Level Monitoring Plan Latest Report

0)

State 14 08/03/2000 Continuous Exposure Self-observation 08/27/2020 11:39 EDT

i %

Figure 47: Search for a record within a specific line list by selecting that line list

2) To search across all records in the exposure workflow, click “All Monitorees” and then enter
the search criteria in the search box.

tic )  Non-Reporting 430 asymptomatic[fl) PuI[E) Josed (@) Transferred nffJ  Transferred Out [} All Monitorees (X))
Assigned Date of End of Risk

Monitoree Jurisdiction = User State/Local ID Birth Monitoring Level Monitoring Plan Latest Report Status o

Dirt, Joe State 1 5011 10/10/1980 Continuous Daily active non reporting ™,

Figure 48: Search among all tabs by selecting the “All Monitorees” tab

9.2.4.2 Filter by Assigned User or Jurisdiction (Dashboard Quick Filters)
You can filter monitorees based on jurisdiction and user assignment directly from the dashboard.

NOTE: These filters are remembered by the system when
you change line lists but are not remembered if you view a iy 1o open a monitoree record in a new

monitoree’s record and then return to the dashboard. If you internet browser tab to maintain your
would like to maintain these filters on the dashboard while dashboard view, right-click on the
working through monitoree record updates, you should monitoree name from the dashboard

open a new internet browser tab to view and update and select “Open link in new tab”

monitoree record details.
To filter by Jurisdiction:

e Enter the Jurisdiction of interest in the Jurisdiction field, OR select the jurisdiction from
the drop-down menu

o The drop-down menu will auto-populate with sub-jurisdictions as you type

o Click the “All” button to include all sub-jurisdictions within the jurisdiction you
entered

o Click the “Exact” button to filter for only monitorees in exactly the jurisdiction you
select (i.e., does not include sub-jurisdictions)

To filter by Assigned User:

e Enter your Assigned User number in the Assigned User field, OR select the number from
the drop-down menu

o The drop-down menu will auto-populate with assigned user numbers that contain the
value you entered
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o Click the “All” button to clear the current Assigned User filter
o Click the “None” button to show only monitorees where the Assigned User field is
blank

Symptomatic m Non-Reporting 435 Asymptomatic m PUI a Closed m Transferred In n Transferred Out u All Monitorees m

All Monitorees in this jurisciigght® in the Exposure workflow. You are currently in the exposure workflow ) W
o Jurisdiction | USA, State 1 m xact | | 3% Assigned User 11
Assigned State/Local Date of End of Risk Nlonitoring Latest |

Monitoree = Jurisdiction © User D Birth Monitoring Level Vlan Report Status D
Lee, Jennifer ‘Slt_avteﬂ 1 11/11/1900 08/25/2020 None non x

: K reporting
Keith State 1 @ 11 01/01/1900  08/25/2020 None non )
Megan reporting

Figure 49: Search and/or sort by jurisdiction and user assignment

9.2.4.3 Advanced Filter

Sara Alert™ supports an Advanced Filter capability, which allows users to search across
multiple fields and to construct more complex search criteria using the “Advanced Filter”
feature. A user may set criteria for up to 5 fields for each filter.

When using the Advanced Filter feature, keep in mind these helpful hints:

e All filters are applied to the current workflow. You may navigate between line lists
within a workflow to view records that meet the specified criteria on each.

o Navigate to the All Monitorees line list (Exposure Workflow) or the All Cases line
list (Isolation Workflow) to view all monitorees in each workflow that meet specified
criteria.

o Saved, applied filters will continue to be applied when toggling between workflows.
See page 56 for directions on how to save filters.

e Advanced Filters are applied in addition to Basic Search terms and Quick Filters
(Assigned User, Jurisdiction). See page 50 for more information on the Basic Search

e For example, if a user has filtered by an assigned user and applied an advanced filter, the
user will only see records that meet all criteria. See Appendix A (page A-1) for a full list
and description of all advanced filter fields, along with accepted values.

9.2.4.3.1 Create a New Filter

1) Click the “Advanced Filter” button.
Symptomatic[f]  Non-Reporting 430 AsymptomaticfE) ~ PUIE)  Closed @)  Transferred nff)  Transferred Out [} All Monitorees (3}

#® Jurisdiction USA m t 38 Assigned User
Assigned = State/Local = Date of End of Risk Latest
Monitoree Jurisdiction © User D Birth Monitoring Level Monitoring Plan Report Status o

Figure 50: Click the “Advanced Filter” button
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2) This will open the Advanced Filter window. Your current workflow is indicated at the bottom
of the window.

Advanced Filter: untitled

Select... -

Filter will be applied to the line lists in the exposure workflow until reset. ’

Figure 51: Select the filter field from the drop-down.

3) Choose the field(s) you want to filter by from the “Select” drop-down menu. See Appendix A
for a full list and description of all fields that can be selected.

Advanced Filter: untitled

Select... .

Filter will be applied to the line lists in the exposure workflow until reset.

Figure 52: Select the filter field from the drop-down.

4) Adjust the variables to match your desired criteria.

Advanced Filter: untitled

|Last date of exposure (Date picker) v within v i 10/05/2020 TO i 10/08/2020 -
Filter will be applied to the line lists in the exposure workflow until reset.

Figure 53: Adjust the parameters as appropriate
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5) Add additional filter parameters by clicking the “+” button.

Advanced Filter: untitled

elatn

Last date of exposure (Date picker) within Vv 8 10/05/2020 TO ﬁ 10/08/2020 -

Filter will be applied to the line lists in the exposure workflow until reset.

Figure 54: Add additional parameters with the “+” button

6) Only records that meet ALL of the criteria included in the advanced filter (i.e., each parameter
is linked by an “AND” statement) will be displayed.

Advanced Filter: untitled

Last date of exposure (Date picker) within Vv i 10/05/2020 TO ﬁ 10/08/2020 =

AND «
Reported in last 24 hours (Boolean) TRUF ZAN3 -

Filter will be applied to the line lists in the exposure workflow until reset.

Figure 55: Additional criteria are linked by an “AND” statement

7) Click the “=" button to remove a parameter from the filter.

Advanced Filter: untitled

Last date of exposure (Date picker) within v ﬁ 10/05/2020 TO ﬂ # -

AND

Reported in last 24 hours (Boolean) V3 FALSE q -

Filter will be applied to the line lists in the exposure workflow until reset.

Figure 56: Remove individual parameters with the “—” button
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8) You can remove all parameters by clicking “Reset.” You will lose any unsaved filter changes.

Advanced Filter: untitled

Select... -

Filter will be applied to the line lists in the exposure workflow until reset.

Figure 57: Click “Reset” to remove all parameters

9) Click “Apply” to apply the filter to the dashboard.

Advanced Filter: untitled

=1
Last date of exposure (Date picker) within v i 10/05/2020 TO @ 10/08/2020 =

Filter will be applied to the line lists in the exposure workflow until reset.

Cancel

Figure 58: Click “Apply” to apply the filter

10) Only monitorees that meet the specified parameters will be shown. The number of
monitorees in the current line list that meet the parameters is indicated at the bottom of the
dashboard view; the numbers on the line list tabs will still show the total (unfiltered) numbers of
monitorees on that line list.

Clicking “Clear All Filters” will clear all filters and search criteria.

symptomatic )  Non-Reporting 480 Asymptomaticff) PUIE) Closed )  Transferred Inf)  Transferred Out )~ All Moniitorees (X))
nitorees in this jurisdiction, in the Exg re workflow. You are currently in the exposure workflow
Q Search
Assigned State/Local © Date of End of Risk Monitoring

Monitoree © Jurisdiction © User D Birth Monitoring Level Plan Latest Report © Status o

TestHH, Test  USA 09/09/2019 10/22/2020 None 10/08/2020 under o
09:13 EDT investigation

TestHH USA 01/01/1950 10/07/2020 None 10/07/2020 closed N

TestHOH 20:04 EDT

TestHH, Test USA 09/07/2020 10/07/2020 None 10/07/2020 closed ]
20:04 EDT

USA 01/01/2000 10/22/2020 None 10/08/2020 asymptomatic €%

15:19 EDT

i=Show 25 v Displaying 4 out of 4 rows h Prev .

Figure 59: The total number of monitorees that meet the filter parameters is shown at the bottom of
the page. The “Clear All Filters” button will clear the filter
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9.2.4.3.2 Savethe Current Filter
Users can save custom filters for future use. To save a filter:

1) Click the “Advanced Filter” button to show the current filter parameters.

Symptomatic m Non-Reporting 430 Asymptomatic m PUI a Closed m Transferred In n Transferred Out u All Monitorees m
All Monitorees in this jurisdiction, in the Exposure workflow. You are currently in the exposure workflow. & Clear All Filters
2 Jurisdiction = USA Exact 8% Assigned User HI None
Q Search 5 Advanced Filter . %% Bulk Actions ~
Assigned =~ State/Local © Date of End of Risk Latest
Monitoree Jurisdiction = User 1D Birth Monitoring Level Monitoring Plan Report Status o0

Figure 60: Click “Advanced Filter” to open the filter window

2) After setting the desired parameters, click “Save” to save the filter.

Advanced Filter: untitled

Last date of exposure (Date picker) within v i 10/05/2020 TO @ 10/08/2020 -

Filter will be applied to the line lists in the exposure workflow until reset.

Figure 61: Click “Save” to save the filter

3) You will be prompted to name the filter. Enter a name and click “Save” to complete the
process. NOTE: Filters cannot be renamed once saved.

Filter Name

LasteDateOfExposure_10/4-10/7] h

Cance'

Figure 62: Name your filter

4) Note where the current filter name is displayed in the Advanced Filter window.

Advanced Filter: LastDateOfExposure_10/4-10/7

Last date of exposure (Date picker) within v ﬁ 10/04/2020 TO ﬁ 10/07/2020 -
Filter will be applied to the line lists in the exposure workflow until reset.

Figure 63: Note where the filter name is displayed
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9.2.4.3.3 Apply, Update, or Delete a Saved Filter

1) You can see all saved filters by opening the Advanced Filter drop-down menu from the
dashboard. Click the filter name to open the filter.

All Monitorees in this jurisdiction, in the Exposure workflow. You are currently in the exposure workflow.
% Jurisdiction = USA Exact &% Assigned User None
Q Search 5 Advanced Filter ~ | 3§ Bulk Actions ~

Assigned = State/Local © Date of End of Risk + New filter
Monitoree Jurisdiction = User ID Birth Monitoring Level Monitori atus © 0
McTest, Testy USA 06/04/2020 06/19/2020 None Saved Filters »sed b s

Monitoring Ending Soon

TestHH, Test3  USA 01/01/2008 | 10/22/2020 ﬂLastDateOfExposure 10/4-10/7 M a0

porting

Figure 64: Open the Advanced Filter drop-down menu

2) Click “Apply” to apply the filter.

Advanced Filter: LastDateOfExposure_10/4-10/7

oy

Last date of exposure (Date picker) within v @ 10/04/2020 TO ﬁ 10/07/2020 =

Filter will be applied to the line lists in the exposure workflow until reset.

Figure 65: Apply the filter

3) The current advanced filter name is displayed on the dashboard. An unsaved filter’s name
will appear as “untitled.”

NOTE: Advanced filters that have not been saved (appear as
“untitled”) are remembered by the system when you change line

Tip: To open a monitoree record in a new

lists but are not remembered if you view a monitoree’s record and internet browser tab to maintain your
then return to the dashboard. If you would like to maintain these dashboard view, right-click on the
filters on the dashboard while working through monitoree record monitoree name from the dashboard
updates, you should open a new internet browser tab to view and and select “Open link in new tab”.

update monitoree record details.

& Clear All Filters

All Monitorees in this jurisdiction, in the Exposure workflow. You are currently in th

% Jurisdiction  USA

Q Search

Assigned © State/Local = Date of End of Risk Latest
Monitoree Jurisdiction = User ID Birth Monitoring  Level Monitoring Plan Report Status o
Test, Jenette State 21 10/20/1980 10/19/2020 Self-monitoring with  10/08/2020 asymptomatic %

Figure 66: The filter name is visible in the dashboard
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4) To update a saved filter, make the desired changes to the filter parameters and click “Update.”

Advanced Filter: LastDateOfExposure_10/4-10/7

Last date sure (Date picker) within Vv ﬁ 10/04/2020 TO ﬁ 10/07/2020 -
Filter will be applied to the line lists in the exposure workflow until reset.

Figure 67: Update a saved filter
5) Click “Delete” to delete a saved filter.

Advanced Filter: LastDateOfExposure_10/4-10/7

Last date of exposure (D icker) within v ﬁ 10/04/2020 T0 ﬁ 10/07/2020 -

Filter will be applied to the line lists in the exposure workflow until reset.

Figure 68: Delete a saved filter
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9.2.4.4 Searching for Monitorees as an Enroller User

Enroller users have more limited search options than other user types.

NOTE: Public Health users, Public Health Enrollers, Contact Tracers, and Super Users
have access to more advanced search capabilities. See page 49 for more details.

1) Enrollers can use the “Search” bar on the dashboard to find records that match search terms in

any of the following fields:

First Name
Last Name

State/Local ID

~~~~~~~~

Enroll New Monitoree

Enrolled Monitorees

Show Jurisdiction: = All Al
Show 15 entries

Monitoree 1 Jurisdiction
Berge76, Marcos94 State 1
Bergnaum34, Royal31 County 1

Stata 2

Date of Birth (format: DD/MM/YYYY)
Enrollment Date (format: DD/MM/YYYY)

Search:

Assigned User State/Local ID Sex Date of Birth
7581 Male 07/03/1965
9160 EX-059749 Male 09/28/1973

QR0A

Eamala

12/172004

Figure 69: Search enroller dashboard

N W Assigned User:  All

t:-_::i x

Enroliment Date
10/27/2020
10/26/2020

102972020

2) As with the other user types, Enrollers can also filter for monitorees based on their assigned
jurisdiction (if applicable) or the user who has been assigned to their record.

Dashboard

Enroll New Monitoree

Enrolled Monitorees

Assigned User: All

Search: | be X

Show Jurisdiction:  All Al

Show 15 entries

Monitoree 1 Jurisdicti Assigned User State/Local ID Sex Date of Birth
Berge76, Marcos94 State 1 7581 Male 07/03/1965
Bergnaum34, Royal31 County 1 9160 EX-059749 Male 09/28/1973

RBarnhard21 AManlaQA Stata 2

(S TX<V.]

12/17/2004

Eamala

Figure 70: Filter by Jurisdiction or Assigned User
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9.2.5 How to Identify Monitorees who may be Eligible to End Quarantine
Early (In Accordance with CDC’s 12/2/20 Guidance)

In order to help users identify monitorees who may be eligible to end quarantine before day 14
Sara Alert has two Advanced Filters that identify monitorees who may be eligible to end
Quarantine after Day 7 or Day 10 (in accordance with CDC’s Guidance: Options to Reduce
Quarantine for Contacts of Persons with SARS-CoV-2 Infection Using Symptom Monitoring and
Diagnostic Testing (Updated 12/2/20).

NOTE: Decisions about the quarantine period are made at the jurisdictional level. Please work
with your top-level jurisdiction users to determine if or how your jurisdiction is using these
filters.

The Advanced Filter names and a description are listed below. In both filters, Last Date of
Exposure is counted as Day 0 of the monitoring period:

Candidate to Reduce Quarantine after 10 Days:

e Monitoree (or a user) submitted a symptom report AND was on the asymptomatic list at
any point on days 10, 11, 12, or 13 after Last Date of Exposure.

Candidate to Reduce Quarantine after 7 Days:

e Monitoree (or a user) submitted a symptom report AND was on the asymptomatic list at
any point on days 7, 8, or 9 after Last Date of Exposure; AND

e Monitoree has a documented negative PCR or antigen lab test where the Specimen
Collection Date is on any of days 5, 6, 7, 8, or 9 after Last Date of Exposure

1) To view either set of monitorees, open the Advanced Filter and select the appropriate filter
name from the drop down.

Advanced Filter: untitled

Candidate to Reduce Quarantine| v -

Candidate to Reduce Quarantine after 10 Days

(Boolean)
All asymptomatic records that meet CDC criteria to end quarantirfes

after Day 10 (based on last date of exposure) : "
asure workflow until reset Cancel

Candidate to Reduce Quarantine after 7 Days

(Boolean)

All asymptomatic records that meet COC criteria to end quarantine
after Day 7 (based on last date of exposure and most recent lab
result)

Figure 71: Set the Advanced Filter

2) To close out these monitorees you can:

e Close out records individually by opening the record and changing the monitoring status
to “Not Monitoring” (see page 83 for more details)
e Close out records in bulk by using the bulk update feature (see page 62 for more details)
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9.2.6 How to Identify Heads of Households on the Dashboard

Monitorees who are Heads of Households (HoH) are indicated by an “HoH” icon: (G
This icon appears to the right of the monitoree’s name on the dashboard.

Symptomatic m Non-Reporting 4017 Asymptomatic a PUI m Closed m Transferred In m Transferred Out B All Monitorees m
All Monitorees in this jurisdiction, in the Exposure workflow. You are currently in the exposure workflow.
o2 Jurisdiction = USA Exact & Assigned User HI None

Assigned State/Local ~ Date of End of Risk
Monitoree iction = User ID Birth Monitoring Level Monitoring Plan = Latest Report Status [®]
McTest, Testy [ usa 06/03/2020  06/19/2020 None 10/06/2020 15:39 under b .
EDT investigation
Dates, Testing { 12/09/1850 10/06/2020 None non reporting N
Terrapin, Testudo (1) A 01/01/2001 08/18/2020 None 08/05/2020 16:40 symptomatic N
EDT

Figure 72: The “HoH” icon indicates Heads of Households

9.2.7 How to View Daily Notification Eligibility

A monitoree’s notification status is shown as an icon on the monitoring dashboard as well as in
the caption of a monitoree’s report section. There are five possible icons:

Table 7: Monitoree Notification Status Icon Definitions

Icon Meaning

. Monitoree is eligible to receive notifications from the system and is scheduled to receive one later today.

" The monitoree is eligible to receive notifications and has already responded today

Q The monitoree is eligible to receive notifications and the system is waiting for a response.

n The monitoree is not eligible to receive notifications from the system

ﬁ The monitoree is in a household, but not the head of household, so they will not receive notifications
directly from the system. The Head of Household receives notifications instead.

View the icon in the notification column. If you hover your cursor over the icon for a specific
monitoree, you will see a detailed explanation of why a monitoree has a given status.

8 Jurisdiction  USA W Exact J & Assigned User m None ‘
o e [l TR
Assigned © State/Local © Date of End of Risk © Monitoring Latest -
Monitoree - Jurisdiction~ User ID Birth Monitoring Level Plan Report Status ©0
McTest, Testy USA 06/04/2020 06/19/2020 None 10/06/2020 closed »x O
15:39 EDT
TestHH, Test2 USA 1 Statecheck  01/01/1955 10/07/2020 High  Daily active 08/07/2020 symptomatic €% O
monitoring 14:53 EDT
TestHH, Test3 USA 01/01/2008 _10/07/2020 Dailv active 08/19/2020_non A [

Figure 73: The notification column in the user dashboard
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9.2.8 How to Make Updates for Multiple Monitoree Records in the Same
Line List from Dashboard

Public Health users, Public Health Enrollers, Contact Tracers, and Super Users can update
multiple monitorees in a line list at a time using the Actions menu. The list of available actions
will increase over time. Currently users can update the following fields using this feature:

e Monitoring Status (i.e., to “open” or “close” records)
e (Case Status (i.e., to move monitorees between workflows)
e Assigned User

1) Select the records to modify by clicking the checkbox located in the rightmost column.

98 Jurisdiction USA m Exact & Assigned User m None ‘
Assigned © State/Local © Date of End of Risk = Monitoring Latest
Monitoree ~ Jurisdiction~ User ID Birth Monitoring Level Plan Report Status O
McTest, Testy USA 06/04/2020 06/19/2020 None 10/06/2020 closed N
15:39 EDT
TestHH, Test2 USA 1 Statecheck  01/01/1955 10/07/2020  High  Daily active 08/07/2020 symptomatic €%
monitoring 14:53 EDT
TestHH, Test3 USA 01/01/2008 10/07/2020 Daily active 08/19/2020 non @ 0
monitoring 12:47 EDT _ reporting

Figure 74: Select the records to modify

Select all records shown by clicking the topmost checkbox. Users can update up to 100 records
at once by changing the “Show entries” box and clicking the checkbox at the top of the column.

nl Exact ‘ & Assigned User ll None
B Advanced Filter g

ite of End of Risk = Monitoring Latest
‘th Monitoring Level Plan Report Status O
/04/2020 06/19/2020 None 10/06/2020 closed _
15:39 EDT
/01/1955 10/07/2020 High  Daily active 08/07/2020 symptomatic £%
monitoring 14:53 EOT
012008 _10/07/.20020 Naily activa NR/10/2020 _non H M

Figure 75: Click the topmost checkbox to select all records shown

2) Click “Bulk Actions” and select the appropriate action that you would like to apply to the
selected monitoree records.

B AGvariceu rier o 5% Bulk Actions ¥

Risk B3 Close Records
Level

B Update Case Status

:& Update Assigned User
High Daily active 10/22/2020 symptomatic  £%

Figure 76: Click ""Bulk Actions' to open the drop-down of potential actions

v1.23 Sara Alert™ User Guide
©2021 The MITRE Corporation. All rights reserved. 62 Approved for Public Release Case #20-1176



HOW TO MANAGE MONITOREES IN SARA ALERT

3) If updating Case Status (as shown below), the user should choose the appropriate new Case
Status and workflow for the group as normal. If the selected monitorees share a common Case
Status, it will appear in the top field by default.

To apply the selected changes to members of the household the selected monitorees are
responsible for (if applicable), click the toggle for “Apply this change to the entire household
that this monitoree is responsible for, if it applies”. This will apply the action to all selected
records AND all household members of all selected records.

Update Case Status

Please select the desired case status to be assigned to all selected patients:
Confirmed v
Please select what you would like to do:
Continue Monitoring in Isolation Workflow v

The selected monitorees will be moved to the isolation workflow and placed in the requiring review, non-
reporting, or reporting line list as appropriate.

o wme entire household that these monitorees are responsible for, if it applies.

Figure 77: Click toggle to apply changes to the monitoree’s entire household

4) Click “Submit” to save the changes and complete the action.

Update Case Status

Please select the desired case status to be assigned to all selected patients:
Confirmed v
Please select what you would like to do:

Continue Monitoring in Isolation Workflow ¥

The selected monitorees will be moved to the isolation workflow and placed in the req review, non-

reporting, or reporting line list as appropriate.

@ Apply this change to the entire household that these monitorees are responsible for, ifg

Figure 78: Click ""Submit™ to save the changes and close the window
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9.3 How to Move Monitorees Between Line Lists on the
Exposure Workflow Dashboard

The exposure monitoring workflow allows public health officials to _ _
monitor potentially exposed individuals to determine if they TIP: éee the Pof\jl'b'?tsc?”a”os. flgr
become ill; for COVID-19 the monitoring period is 14 days after Stxaprct’sglrﬁde onitoring Qule
the last day of exposure. This section covers the ways in which S

Public Health users, Public Health Enrollers, Contact Tracers,

and Super Users can move monitorees between line lists in the Exposure Workflow.

A video tutorial for this section are available at: saraalert.org/public-health/tutorial-videos/

9.3.1 From the Symptomatic Line List to the Non-Reporting or
Asymptomatic Line Lists

Monitorees who have a Symptom Onset Date appear on the Symptomatic line list. See page 29
for a description of how Symptom Onset Date is generated. If a public health official follows up
with a monitoree and determines that the symptoms connected to the Symptom Onset Date are
not clinically compatible with the disease of interest, the user should take the following steps in
the following order to move the monitoree off of the Symptomatic line list.

1) Remove the symptomatic flag from any reports of symptoms that are determined to be
unrelated to the disease of interest by using the “Review” functionality.

2) If a Symptom Onset Date that was manually entered by a user is determined to not reflect the
onset of symptoms related to the disease of interest, delete the Symptom Onset Date field.

These steps are explained in greater detail below. After making these changes, the system will
move the monitoree out of the “Symptomatic” line list to either the “Asymptomatic” line list
unless the most recent report is older than 24 hours, in which case they will move to the “Non-
Reporting” line list.

9.3.1.1 Mark Symptomatic Reports as Unrelated to the Disease of Interest Using
“Review”

1) Click on the “Symptomatic” line list to view monitorees who reported symptoms and require
public health review. Click on a monitoree’s name to view their record.

Enroll New Monitoree [ IELENC VTGN eZ I £ [solation Monitoring (200)
Symptomatic @3  Non-Reporting 153 Asymptomatic )  PUIEE  Closed @B  Transferred nf)  Transferred Out F)) All Monitorees (E2F3
Monitorees who NaveRorted symptoms, which need to be reviewed. You are currently in the exposure

rkflow. @ Click here to view the
Symptomatic line list
o8 Jurisdiction  USA, State - 2 m xact | = 48 Assigned User
Assigned - State/Local © Date of End of Risk Latest
Monitoree Jurisdictid 5 Monitoring  Level Monitoring Plan Report (o]
Click here to open this 7 : =
Keeling9. L P64 11/02/2020 Low Self-monitoring with public 10/29/2020 N
monitoree’s record 2 &
health supervision 08:38 EDT
Leannon98 ) State 1 7678 EX-587238  02/03/2000 11/02/2020  High Self-observation 10/24/2020 N

Figure 79: View a symptomatic monitoree’s record
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2) Scroll down to view “Reports.” Reports flagged as “symptomatic” by the system are
highlighted in red. The public health user should follow up with the individual to assess the
symptom report and determine appropriate next steps. If disease is suspected, see instructions on
how to a move a monitoree to the PUI line list (page 68) or the isolation workflow (page 82).

Reports ‘

Exposure Workflow: m | Notification status is €4

4+ Add New Report |  Mark All As Reviewed [§ Bl Pause Notifications

o/ Loa Manual Contact Attempt Q search

New - New ° Repeated

Needs Congestion Nausea Loss Loss  Shaking
Review Created or Runny Difficulty Muscle = or of of with
Actions ID (2] Reporter = At Chills © Nose ough Diarrhea® Breathing Fatigue® Fever~ Headache® Pain Vomiting Smell Taste Chills <
m 1554 Yes Monitoree | 10/23/2020 No  |No No No Yes No No | No No No No No | No t

09:22 EDT

Figure 80: Monitoree reports table shows symptoms by report date and time

3) If after review, the disease of interest is NOT suspected (e.g., another clinical explanation or
data entry error), clear the symptomatic flag from a specific symptom report by first clicking that
report’s “Actions” button to open the drop-down menu. Then click “Review”. If the earliest
symptomatic report is Reviewed and the Symptom Onset Date was never manually entered, the
Symptom Onset Date will change to match the date of the next earliest report.

+ Add New Report | Mark All As Reviewed || IlPause Notifications | . Log Manual Contact Attempt Q search
New New Repeatec
Need Congestion Nausea Loss  Loss  Shaking
Reyi or Runny Difficulty Muscle = or of of with
Actions Reporter At Chills* Nose Cough* Diarrhea® Breathing Fatigue® Fever- Headache® Pain Vomiting Smell Taste Chills
E 1250 Yes 10/01/2020 No | No Yes  No No Yes No  No Yes No No No No
15:47 EDT
& Edit B
| Monitoree 10/01/2020 No No No No No No No Yes No No No No No
© Add Note
V' Review nitoree 10/03/2020 No No No No No No No No No No No No No

Figure 81: Mark a single report as reviewed

4) A user can also clear all symptomatic flags from all of a monitoree’s symptom reports by
clicking “Mark All As Reviewed” to indicate that the disease of interest is not suspected after
review of this monitoree’s symptom report(s). The symptom onset date field will also be cleared
unless a date has been entered by a user. Any changes to Symptom Onset Date are logged in the
record’s history.

Reports

Exposure Workflow: m | Notification status is £}

+ Add New Report & Log Manual Contact Attempt Q_ Search

+ Mark All As Reviewed [l Pause Notifications

New New © Repeated

Needs Nausea Loss Loss  Shaking
Review Created Muscle = or of of with §
Actions 1D (2] Reporter~ At Chi Fatigue - Fever~ Headache® Pain Vomiting Smell Taste Chills 3
a 1554 Yes Monitoree | 10/23/2020 No No No No No No No No No t

09:22 EDT

Figure 82: Mark the report as reviewed to move the monitoree out of the “Symptomatic” line list
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5) If you choose to mark all records as reviewed, carefully note the resulting logic that is
described in the confirmation window.

Mark All As Reviewed

You are about to clear all symptomatic report flags (red highlight) on this record. This indicates that the
disease of interest is not suspected after review of all of the monitoree’s symptomatic reports. The “Needs
Review" status will be changed to "No" for all reports. The record will move from the symptomatic line list to
the asymptomatic or non-reporting line list as appropriate unless a symptom onset date has been entered
by a user.

Please describe your reascning:

Figure 83: Note the logic for marking symptom reports as reviewed

6) The symptom onset date will reset unless a date had been manually entered.

Reports

Exposure Workflow: | Notification status is %

+ Add New Report | + Mark All As Reviewed | B Pause Notifications || o7 Log Manual Contact Attempt Q search
New = New - Repeated
Needs Congestion Nausea * Loss Loss Shaking
Review Created or Runny Difficulty Muscle = or of of with Shortness = Sc
Actions ID + @ Reporter At Chills Nose Cough? Diarthea Breathing Fatigue® Fever: Headache® Pain  Vomiting Smell Taste Chills of Breath TH
E 2323 No Yes Yes Yes No  No No No No No No No Ne
»
i=Show | 10 ~ | Displaying ious Next
SYMPTOM ONSET @ CJ LAST DATE OF EXPOSURE @ END OF MONITORING @
2020-12-18
@ mm/ddsyyyy @ 12/04/2020

CONTINUOUS EXPOSURE @

Figure 84: The symptom onset date has reset

9.3.1.2 Clear a Manually Entered Symptom Onset Date

If a user manually entered a Symptom Onset Date for the monitoree, using the “Review”
functionality for symptomatic reports will not clear this date. The monitoree will remain on the
symptomatic line list until the Symptom Onset Date is manually cleared by the user and all
reports have been marked as reviewed.

NOTE: A symbol will appear to the right of the Symptom Onset Date field which indicates if
the date has been auto-populated by the system or defined by a user.

SYMPTOM ONSET © CJ p SYMPTOM ONSET @ & <

& 08/14/2020 W 09/09/2020

Figure 85: Symbols for System (left) and User-Defined (right) Symptom Onset Date
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1) To clear the Symptom Onset Date, highlight the date and delete it.

+ Add New Report I + Mark All As Reviewed [| Bl Pause Notifications | o7 Log Manual Contact Attempt Q Search
New - New - Repeated
Ne PR—— Congestion Nausea * Loss Loss Shaking
r
Re ecem! reated or Runny Difficulty Musele* or of of  with Shertness Sc
Actions ID = @ S¢ Mo Tu We Th Fr Sa Chills > Nose Cough® Diarrhea® Breathing Fatigue® Fever: Headache® Pain  Vomiting Smell Taste Chills of Breath Tt
m 23223 No 2 3% 1 2 3 4 5 512020 No  No Yes Yes Yes Yes No  No No No No No No No Ne
6 7 8 9 10 1 12 P2TEST
s@ s 6 7w
= Show 10 20 1 22 23 24 25 26 fows Previous Next
277 28 29 30 31 1 2
SYMPTOM ONSET b un LAST DATE OF EXPOSURE @ END OF MONITORING @
2020-12-18
& 12/14/2020 B 12/04/2020

[J CONTINUQUS EXPOSURE @

Figure 86: Highlight and Delete the Symptom Onset Date

2) The system will now auto-populate this field as the date of the earliest report that needs
review, if any. If all reports have been marked as reviewed, this field will appear blank and will
be auto-populated if a symptomatic report is received. The change will be noted in the History
section and tagged as a “Monitoring Change”.

3) Once the date has been cleared, either of the following results will occur, depending on
whether the monitoree has symptomatic, unreviewed reports:

e If there are symptomatic, unreviewed reports for this monitoree:

o The system will auto-populate Symptom Onset Date with the date of the earliest
unreviewed symptomatic report.
o To clear the new Symptom Onset Date, review all such reports (see page 64).

e If there are not symptomatic, unreviewed reports for this monitoree:

o The monitoree will move to the Asymptomatic or Non-Reporting Line list.
o The Symptom Onset Date will automatically re-populate with the date of any
subsequent symptomatic reports.

4) The change will be captured in the “History” section of the monitoree’s record.
example@email.com, less than a minute ago (2020-10-08 15:58 EDT) Monitoring Change

User cleared Symptom Onset Date from "10/14/2020" to blank. The system will now populate this date.

Figure 87: Changes will be captured in the History section
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9.3.2 Moving a Monitoree to the PUI Line List

Symptomatic monitorees who public health officials are investigating to determine if the
monitoree meets the case definition can be moved from the “Symptomatic” tab to the “PUI” tab

by documenting a public health action.

1) Click on the monitoree’s name on the “Symptomatic” line list to open their record.
Asymptomatic m PUI a Closed m Transferred In a Transferred Out a All Monitorees m

& Clear All Filters

Symptomatic m Non-Reporting 435

All Monitorees in this jurisdiction, in the Exposure workflow. You are currently in the exposure workflow.

o8 Jurisdiction  USA PN Exact & Assigned User LM None
Assigned = State/Local © Date of End of Risk Latest
Monitoree iction~ User ID Birth Monitoring Level Monitoring Plan Report Status O |
McTest, Testy  USA 06/04/2020 06/19/2020 None 10/06/2020 closed O
15:39 EDT

Figure 88: Click on a monitoree’s name to open their record

2) Under “Monitoring Actions” change the “Latest Public Health Action” to anything other
than “None.” You will be prompted to include any additional details.

Monitoring Actions

MONITORING PLAN

MONITORING STATUS @

Actively Monitoring

EXPOSURE RISK ASSESSMENT

v Self-monitoring with delegated supervisi¢~

LATEST PUBLIC HEALTH ACTION @

CASE STATUS @
v | None v| 8099 #& Change User
None

ASSIGNED JURISDICTION

Recommended medical evaluation of symptoms

#% Change Jurisdiction

USA, State 2 | Document results of medical evaluation

| Recommended laboratory testing

Figure 89: Select a public health action to move a monitoree to the “PUI” list
3) The monitoree record will be updated and moved to the “PUI” line list. This monitoree will
continue to receive daily report requests from the system.

All Monitorees m

& Clear All Filters
None

5 Advanced Filter [id 3% Bulk Actions ~

Transferred In a Transferred Out n

Closed m

0] 10 |

Non-Reporting 435 Asymptomatic m

Symptomatic m

exposure workflow. @

Exact

Monitorees who are currently under investigation. You are currently

% Jurisdiction  USA &% Assigned User

Q Search

End of Risk
Level

Assigned State/Local © Date of
Monitoree tion -~ User ID Birth

06/04/2020 06/19/2020

Monitoring Latest Public Health Action Latest Report = O

Document results of medical 10/06/2020 N O

McTest, Testy USA

evaluation 15:39 EDT
Figure 90: The monitoree now appears in the “PUI” line list
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9.4 How to Move Monitorees Between Line Lists on the Isolation
Workflow Dashboard

The isolation monitoring workflow allows public health to monitor cases daily to determine
when they meet a recovery definition and it is safe to discontinue home isolation. This section
covers the ways in which Public Health users, Public Health Enrollers, Contact Tracers, and
Super Users can move monitorees between line lists in the Isolation Workflow.

A video tutorial for this section is available at: saraalert.org/public-health/tutorial-videos/

9.4.1 From the Reporting Line List to the Records

Requiring Review Line List Tip: See the Possible Scenarios
for Isolation Monitoring
Sara Alert™ will signal that a case meets the logic to appear on the Quick Start Guide

“Records Requiring Review” line list by moving the record there. The

system automatically moves records when any of the conditions, based

on the CDC recovery definitions, on page 33 are met. Any cases that appear on this line list
require review by public health to validate that it is safe to discontinue isolation. While the
symptom non test-based condition relies only on data supplied by the monitorees, the test-based
and asymptomatic based logic requires input from public health users (i.e., documentation of
relevant laboratory tests). To help orient users to which information needs to be validated, the
monitoring status located at the top of the reports section specifies which recovery definition was
met.

Reports

. . . . Ly ere This monitoree appears on the “Records
Isolation Workflow: Requiring Review” list because they met the

symptomatic non-test-based recovery definition

+ Add New Report 10 Pause Notifications o/ Log Manual Contact Attempt Q Search

Figure 91: The recovery definition met is shown on each record that requires review

NOTE: Newly enrolled or imported cases for whom the symptom onset date is >10 days ago
AND for whom one symptom report that meets the recovery definition reporting requirements
has been submitted may show up on the “Records Requiring Review” list. This is because the
system does not have a report to indicate otherwise that this monitoree has NOT been
asymptomatic for longer (e.g., 72 hours which meets the symptomatic non test-based definition).

9.4.2 From the Records Requiring Review Line List to the Reporting or
Non-Reporting Line List by Extending Monitoring

When a monitoree meets any of the system’s recovery definitions (see page 33) they will
automatically move from the Reporting or Non-Reporting line lists to the Records Requiring
Review line list. This flags the monitoree as someone who may be able to be removed from
isolation. If, after following up with the monitoree, a user determines this individual should not
yet be removed from isolation, they can extend isolation by setting or updating the Extend
Isolation To date in the monitoree’s record.
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If a user sets an Extend Isolation To date, the monitoree will not be eligible to appear on the
Records Requiring Review list until that date has passed (and they again meet one of the
system’s recovery definitions).

1) Click on the monitoree’s record and scroll to the Reports section. The Extend Isolation To
field is located below the Reports table.

Reports

[ELIEVEL RNTT LIV requires review (symptomatic non test based) | Notification status is £

New = New - Repeated

Congestion Nausea © loss Loss  Shaking
Created or Runny Difficulty Muscle= or of of with Short
Actions ID © Reporter At Chills = Nose Cough® Diarrhea® Breathing Fatigue® Fever? Headache® Pain  Vomiting Smell Taste Chills of Bre
m 2324 12/21/2020 No  No No No No No No  No No No No No No No
09:53 EST
i=Show 10 v Displaying 1 out of 1 rows. Previous n Next
SYMPTOM ONSET @ & LAST DATE OF EXPOSURE @ EXTEND ISOLATION TO @
B 09/15/2020 X & 09/21/2020 @ mm/ddsyyy

) CONTINUOQUS EXPOSURE @

Figure 92: Update relevant information that system uses to determine if recovery is met

2) Adding a current or future Extend Isolation To date will move the monitoree to either the
Reporting or Non-Reporting line list until that date has passed.

Reports

Isolation Workflow: stification status is £%

<+ Add New Report || Bl Pause Notifications | o’ Log Manual Contact Attempt Q Search

New = New ° Repeated

Congestion Nausea * loss Loss  Shaking
Created or Runny Difficulty Muscle = or of of with Short
Actions ID © Reporter At Chills = Nose Cough® Diarrhea® Breathing Fatigue Fever: Headache® Pain  Vomiting Smell Taste Chills of Bre
2324 12/21/2020 No  No No No No No No No
09:53 EST
v
i=Show 10 v~ Displaying 1 out of 1 rows. Previous - Next
SYMPTOM ONSET @ = LAST DATE OF EXPOSURE @ TEND ISOLATION TO @
i 09/15/2020 x & 09/21/2020 < W 12/22/2020

O CONTINUOUS EXPOSURE @

Figure 93: The record will be moved to appropriate line list

3) The monitoree’s Extend Isolation To date is visible on the dashboard. This monitoree is not
eligible to appear on the Records Requiring Review line list at least until this date has passed and
a recovery definition is met.

Records Requiring Review ) Non-Reporting 98 Reporting@  Closed @} Transferred In[fJ)  Transferred Out All Cases (2D

& Clear All Filters

m None
Q Search buzz 1 Advanced Filter 3% Bulk Actions ~

d User © State/Local ID Date of Birth © Extended Isolation To @ Latest Report o O

Lightyear, Buzz  State 18 01/01/1995 12/22/2020 09/15/2020 Daily active monitoring 12/21/2020 09:53 EST @ O

Cases who have reported in the last day and

1ave not yet met recovery definition. You are currently in the jsolatic)

o Jurisdiction  USA

ymptom Onset Moenitering Plan

Figure 94: The Extend Isolation To date is visible on the dashboard
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9.5 Individual Monitoree Record Functions (Both Workflows)

This section covers the ways in which Public Health users, Public Health Enrollers, Contact
Tracers, and Super Users can manage monitoree records, not specific to either the Exposure or

Isolation workflows.

9.5.1 How to Transfer a Monitoree Record

NOTE: Contact Tracers do not have the ability to transfer monitoree records.

A public health user can transfer a

monitoree to another jurisdiction that uses Sara Alert™ by

updating the jurisdiction of the monitoree’s record. If the public health user does not have access

to the updated jurisdiction (e.g., in

the case of a transfer to another state), the user will no longer

have access to details of that monitoree’s record.

If a jurisdiction needs to keep complete record information to comply with record retention
policies, the record should be exported prior to transfer (see export instructions on page 101).

1) After selecting the record of interest, clear the “Assigned Jurisdiction” and begin to type
the transfer jurisdiction name. A list of jurisdictions that match the search parameters will
appear. Select the appropriate jurisdiction. Only jurisdictions who are using Sara Alert™ appear
in the drop-down. If the transfer jurisdiction is not listed, the monitoree record cannot be
transferred using this functionality and will need to be transferred to the destination jurisdiction

manually (e.g., encrypted email, phone call, etc.)
Monitoring Actions

MONITORING STATUS @ EXPOSURE RISK ASSESSMENT @ MONITORING PLAN ©@

CASE STATUS ©@ LATEST PUBLIC HEALTH ACTION © ASSIGNED USER @

ASSIGNED JURISDICTIGE

v »% Change Jurisdiction

USA, State 2
| USA state 2. County 3

USA, State 2, County

Figure 95: Start to type the name of the jurisdiction to view list of available jurisdictions

2) Click “Change Jurisdiction.”

CASE STATUS @ LATEST PUBLIC HEALTH ACTION @ ASSIGNED USER @

% Change Jurisdiction

Figure 96: Change the jurisdiction to the new "Assigned Jurisdiction*

Unknown v None v 2204

ASSIGNED JURISDICTION @

USA, State 2, County 3
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3) Add comments to document the reason for transferring the monitoree to another jurisdiction
(i.e., moved, changed address, etc.) and click “Submit.” These comments will become part of
the record history.

e The record will appear on the new jurisdiction’s “Transferred In” line list for 24 hours
after the user clicks “Submit”. The new jurisdiction is now able to modify the record.

e After transferring a record out of user’s jurisdiction, the record will only be accessible by
users in the new jurisdiction. Data from a limited set of fields for each transferred record
will appear on the “Transferred Out” line list until the record is purged from the system,
but the record will not be able to be accessed. If a record was transferred in error, the
receiving jurisdiction should be contacted.

NOTE: If arecord is transferred by mistake, the public health user will need to contact a user at
the new jurisdiction to have the record transferred back.

Exposure Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree X Import 3 Exposure Monitoring (247) £% Isolation Monitori J
-

Asymptomatic [ PUI [ Closed [EB) Transferred

Symptomatic (B Non-Reporting 153 Transferred Out (B All Monitorees

Monitorees that have been transferred out of this jurisdiction. You are currently in the exposure workflow.

Q Search 5 Adva
ate/Local © Date of End of
Monitoree ction © ID Birth Monitoring Risk Level Monitoring Plan
Keeling92, Laine51 USA, State 2 EX-734792  02/16/1964 11/02/2020 Low Self-monitoring with public health 11/20/2020 16:37 O

supervision EST

Figure 97: The monitoree now appears in the “Transferred Out” tab (Note that the monitoree’s
name is no longer clickable)

4) The monitoree’s record will appear in the receiving jurisdiction’s “Transferred In” line list
for 24 hours. The record will also appear on the appropriate monitoring line list (e.g.,
“Symptomatic,” “Non-Reporting,” “Asymptomatic”, “PUI”, “Closed”).

Exposure Dashboard Your Jurisdiction: USA, Stage 2

X Export ~ X Import ~ 4 Exposure Monitoring (236) [z JESERISHEY CRIGHNT] ﬂ

Symptomatic [} Non-Reporting 158 Asymptomatic [ rul D) Closed ET) Transferred In [f)

Transferred Out All Monitorees

Monitorees that have been transferred into this jurisdiction during the last 24 hours. You are currently in

the exposure workflow.

o8 Jurisdiction  USA, State 2 Exact | &% Assigned User

End of Risk
Monitoree D Birth Monitoring Level Monitoring Plan Transferred At 0
Keeling92, EX-734792 02/16/1964  11/02/2020 Low Self-monitoring with public health 11/20/202016:37 O
Laine51 supervision EST

Figure 98: The monitoree has moved to the new jurisdiction
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9.5.2 How to Log a Manual Contact Attempt

For monitorees that require follow-up, users can now easily document manual contact attempts
(e.g., phone calls or home visits).

NOTE: If contact cannot be established or reestablished, users should follow local protocols for
when to close a record due to loss to follow-up. See page 83 for details on how to close a record.

1) Under “Reports” Select “Log Manual Contact Attempt”.

Reports

Exposure Workflow: B i) | Notification status is £4

Figure 99: Select “Log Manual Contact Attempt”

Q, search

2) Select if contact attempt was successful or unsuccessful and click “Submit”.

Contact Attempt

Contact was:

Successful v

Unsuccessful ‘

Figure 100: Document the results of the attempt

3) The contact attempt and outcome will be logged in the History section
History Q
Filter by Creator Filter by Type

user@example.com less than a minute ago (2020-11-06 15:36 EST) m

Unsuccessful contact attempt. Note: Left VM «

Figure 101: Outcome logged in History

9.5.3 How to Add a Symptom Report to a Monitoree Record
A user may need to add a daily assessment report on behalf of a monitoree.
NOTE: The symptom report create date is logged by the system. The report date cannot

currently be associated with a past date/time. A note can be associated with the report if needed
to clarify the report date.
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1) After selecting the monitoree’s record of interest, select “Add New Report” to enter a new
report on behalf of monitoree.

Reports

Exposure Workflow: nen-reporting I Notification status is £

1l Pause Notifications «/ Log Manual Contact Attempt Q Search

Reporter Created At

4+ Add New Report, Mark All As Reviewed

Actions

ailable in table.

Figure 102: A public health user may add a report on behalf of the user

2) Complete the Daily Report and click “Submit”. NOTE: The symptoms assessed on the daily
self-report are subject to change based on latest CDC and CSTE guidance.

Daily Self-Report (ST-101)

Please thuh you are experiencing.
Chills

Congestion or Runny Nose
Cough

Diarrhea

Difficulty Breathing
Fatigue

Fever Feeling feverish or have a measured temperature at
or above 100.4°F/38°C
J Headache
7 Muscle Pain
O Nausea Or Vomiting
0) New Loss of Smell
New Loss of Taste
Repeated Shaking with Chills
Shortness of Breath
[ Sore Throat

7 Used A Fever Reducer In the past 24 hours, have yo
used any medicine that reduces fevers?
1am not experiencing any symptoms

Figure 103: Complete the daily report of symptoms

3) The username of who submitted the report will be logged in the “Reporter” column. Note that the
record’s status has changed to “Symptomatic”.

Exposure Workflow: S0 ETHET otification status is £

+ Add New Report | + Mark All As Reviewed Il Pause N 2 Q search

Nee Congestion Nau

Review Created or Runny Difficulty Muscle~ or
Actions 1D 2] Reporter At Chills = Nose Cough® Diarrhea® Breathing Fatigue~ Fever® Headache® Pain Vom
m 2326 | Yes user@exampl&.com |12/21/2020 Yes  |Yes Yes No No Yes Yes  No No No

11:32 EST

Figure 104: A public health user may manually add a symptom report
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If using the system in a small browser window or on a small screen, a user may need to side
scroll to view the full list of symptoms. A scroll bar will appear if the system is unable to show

the full list of symptoms at once:

4+ Add New Report | + Mark All As Reviewed [l Pause Notifications |l .’ Log Manual Contact Attempt

Needs Congestion
Review Created or Runny
Actions ID (2] Reporter At Chills* Nose
E 2326 Yes user@example.com 12/21/2020 |Yes | Yes
11:32 EST
iSShow 10 ~  Displaying 1 out of 1 rows.

Q, Search

Fatigue © Fever® Headac

Figure 105: Use the scroll bar to see the full list of symptoms

9.5.4 How to Modify an Existing Symptom Report

A public health user can modify a monitoree report if necessary (e.g., to fix a data entry error).

1) Find the report of interest and click the actions button to open the drop-down menu. Select

“Edit” to modify the report.

+ Add New Report | + Mark All As Reviewed | Bl Pause Notifications |l o) Log Manual Contact Attempt

Need: Congestion
Reyi, or Runny Difficulty
Actions Reporter At Chills* Nose Cough* Diarrhea Breathing Fatigue
m 1250 | Yes Yes  No No Yes
onitoree 10/01/2020 No No No No No No
© Add Note 16:02 EDT
| v Review Monitoree 10/03/2020 No No No No No No

Nausea Loss Loss  Shaking
Muscle = or of of with
Pain Vomiting Smell Taste Chills

No No No No

No No No No

No No No No

Q Search

New New = Repeatec

Figure 106: A public health user may modify an existing report

2) Update the daily report and click “Submit.” NOTE: The symptoms displayed in the daily
self-report are subject to change based on latest guidance.

Figure 107: Update the daily report

©2021 The MITRE Corporation. All rights reserved.

Daily Self-| rt (ST-101)
Plea "all symptoms which you are experiencing,

Chills

) Cangestion or Runny Nose

New Loss of Smell

New Loss of Taste

€ Repeated Shaking with Chills

er In the past 24 hours, hav ve you
at reduces fevers?
any

Shortness of Breath
B Sore Throat
Used
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3) Note the changes to reported symptoms in the “Reports” table.
Exposure Workflow: m | Notification status is £

4+ Add New Report + Mark All As Reviewed 1l Pause Notifications « Log Manual Contact Attempt Q search

New !

Needs Congestion Nausea Loss 1
Review Created or Runny Difficulty Muscle © or of 3
1

I

Actions 1D (7] Reporter At Chills = Nose Cough* Diarrhea” Breathing Fatigue~ Fever leadache = Pain Vomiting  Smell

H 2326 | Yes 12/21/2020 Yes | No No No No No No  Yes No No No
11:32 ST

Figure 108: The report has been updated

4) The history section will document that an existing subject report was updated by a user and
what change was made.

History @
Filter by Creator Filter by Type
user@example.com less than a minute ago (2020-11-06 14:49 EST) q
User updated an existing report (1D: 1699).

Figure 109: Changes are documented in History

9.5.5 How to Add a Note About a Specific Symptom Report
A user can add a note for a specific symptom report.

1) Click “Add Note.”

New New © Repeatec

Congestion Nausea Loss Loss Shaking
or Runny Difficulty Muscle = or of of with
Actions Reporter At Chills* Nose Cough~ Diarrhea~ Breathing Fatigue - Fever - Headache® Pain Vomiting Smell Taste Chills
m 1250 Yes 10/01/2020 No  No Yes  No No Yes No No Yes  |No No No No
15:47 EDT
2 Edit No No No No No Yes No No No No No
V' Review Monitoree 10/03/2020 No No No No No No No No No No No No No

Figure 110: Add a note to a report

2) A Dialog box will appear. Input your note and click “Submit.”

Add Note To Report

Please enter your note about the assessment (ID: 811) below.

Data Entry Error. Updated with correct symptoms{

Figure 111: Enter your note into the dialog box
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3) Report notes, report updates, and manually entered reports are all logged in the “History”
section.
History @

Filter by Creator r by Type

user@example.com |, less than a minute ago (2020-11-06 15:39 EST)

Report Note

User left a note for a report (ID: 1713}, Note is: Data entry error, updated with correct symp\

user@example.com | |ess than a minute ago (2020-11-06 15:39 EST) Report Updated
User updated an existing report (ID: 1713). \
user@example.com | less than a minute ago (2020-11-06 15:38 EST) Report Created

User created a new report. ID: 1713

Figure 112: The “History” section tracks these types of updates to a monitoree’s record

9.5.6 How to Pause or Resume Notifications for a Monitoree
Users can use the “Pause Notifications” button to pause notifications for:

e A single monitoree who is not in a household (self-reporter)
e An entire household (by pausing notifications for the Head of Household)

The “Pause/Resume” notification button is currently disabled on closed records or household
member records who are not the HoH. See page 20 for more details.

1) Open the monitoree or Head of Household’s record. In the reports section, click “Pause
Notifications” to pause notifications for that monitoree or household (if applicable).

Reports

Exposure Workflow: [[JI]] | Notification status is @

+ Add New Report v Mark All As Reviewed Bl Pause Notifications o/ Log Manual Contact Attempt Q, search

Figure 113: Click the “Pause Notification” button

2) If paused, users can click “Resume Notifications” to resume notifications. If otherwise
eligible, a notification will be sent at the monitoree’s preferred contact time.

Reports

Exposure Workflow: m I Notification status is R _

Figure 114: Click “Resume Notifications” to resume
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9.5.7 How to Add Laboratory Results:

b 2
1) Open the monitoree’s record.
§ym:)tom.):\(m Non-Reporting 435 Asymptomatic m PUI n C\osndm Transferred lnn Transferred Out n All Monitorees m

sure workflow. You are currently in the exposure workflow @ Clear Al Filters
N coct | a8 Assigned User None

All Monitorees in this jurisdiction, in the Exg

% Jurisdiction  USA

[ s v [l R
Assigned - State/Local © Date of End of Risk Latest

Monitoree iction © User D Birth Monitoring Level Monitoring Plan Report Status o

McTest, Testy USA 06/04/2020 06/19/2020 None 10/06/2020  closed b .

15:39 EDT

Figure 115: Open the monitoree’s record

2) To add laboratory test results, click “Add New Result” in the Lab Results section.

Lab Results @ «

Show 15 entries Search Lab Results:

D 1 Type Specimen Collected Report Result Actions

No data available in table
Previous Next

4+ Add New Lab Result

Figure 116: Add laboratory test results

3) Update fields with available data. The “Result” field is the only field currently processed for
the test-based recovery definition. The other fields are provided as a minimal set of lab
information required to assess if recovery definition was met.

Lab Result
Lab Test Type /
v

Specimen Collection Date /
i mm/dd/yyyy
Report Date /

& mm/dd/yyyy

Result ,
' V

Figure 117: Add Lab Result information

4) Lab Results updates are documented in the History section.

state1_epi@example.com, less than a minute ago (Fri, 22 May 2020 14:18:40 UTC)

User added a new lab result (ID: 12).

Figure 118: Sara Alert™ documents which user added lab results
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9.5.8 How to Add a New Close Contact

Users can add a list of close contacts associated with a specific monitoree. Close Contacts can
later be enrolled in Sara Alert™ as monitorees if the close contacts require public health

monitoring.

NOTE: ONLY Public Health Enrollers, Contact Tracers, and Super Users can enroll
individuals directly from the Close Contacts table. See page 43 for more details.

1) Open the monitoree’s record, scroll to the “Close Contacts” section, and click “Add New

Close Contact”.

Close Contacts @

Show 15 - entries

First T Last Phone
Name Name Number
Clark Kent

=+ Add New Close Contact

555-555-5555

Last Date of Assigned
Email Exposure User Notes
Traveling from
test@example.com 02/04/2021 12345

Smallville

Search Close Contacts:

Contact
Attempts

Enrolled? Actions
Z Edit

No R, Contact Attempt
+ Enroll

Previous Next

Figure 119: Click “Add New Close Contact”

2) Add any information you have collected about the close contact and click “Create”.

Close Contact

First Name

Last Name

Phone Number

Email

Last Date of Exposure

Assigned User @

Notes

e 2
B mm/dd/yyyy

enter additional information about menitoree’s potential exposure

| carcs | s

Figure 120: Add Close Contact Information
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3) Click “Edit” (under “Actions”) to edit a specific close contact’s information.

Close Contacts @

Show | 15 - entries Search Close Contacts:
First 1 Last Phene

Last Date of Assigned
Name Name Number

Contact

Attempts Enrolled? Actions

& Edit
T I fi
test@example.com 02/04/2021 12345 raveling from 0 No Ra Contact Attempt
Smallville
=+ Enroll

Previous Next
4+ Add New Close Contact

Email Exposure User Notes

Clark Kent 555-555-5555

Figure 121: Click “Edit” to edit a close contact’s information

4) Click “Contact Attempt” (under “Actions”) to document an attempt to contact one of the
monitoree’s close contacts. This will increase the number in the “Contact Attempts” column.

Close Contacts @
Show| 15 - entries

Search Close Contacts:
First 1 Last Phone

Last Date of Assigned Contact
Name Name Number Email Exposure User Notes Attempts Enrolled?  Actions
— 2 Edit
Clark Kent 555-555-5555  test@example.com 02/04/2021 12345 Iz 0

Smallville

No R, Contact Attempt
/+ Enroll

Previous Next
+ Add New Close Contact

Figure 122: Document a Contact Attempt

5) Only Public Health Enrollers, Contact Tracers, and Super Users can enroll Close Contacts

as monitorees in Sara Alert. See page 43 for more information. Public Health users will not see
the “Enroll” option listed.

Close Contacts @

Show | 15 entries Search Close Contacts:
First 1 Last Phone Last Date of Assigned Contact
Name Name Number Email Exposure User Notes Attempts Enrolled? Actions
S ' Edit
Clark Kent 555-555-5555  test@example.com 02/04/2021 12345 S"::I";i rom 0 No R, Contact Attempt
VI

/+Emon

+ Add New Close Contact

Figure 123: Some users can enroll Close Contacts into Sara Alert
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9.5.9 How to Add Comments to a Record

Users can add comments to “History” section to document information not captured elsewhere.
Click “Add Comment”. This section tracks any changes made to monitoring and report data
elements. The username of the comment submitter and date of the submission is displayed.

Sara Alert System, 4 hours ago (Fri, 22 May 2020 08:31:00 UTC [ Report Reminder |

Sara Alert System, 17 hours ago (Thu, 21 May 2020 19:31:00 UTC m

state1_enroller@example.com, 18 hours ago (Thu, 21 May 2020 18:49:47 UTC [ Enroliment |

® Add Comment

Figure 124: Comments show public health actions taken due to a symptom report from monitoree

9.5.10 How to Filter Record History

1) Click the “Filter by Type” field to filter based on the type of action that was recorded, and the
“Filter by Creator” field to filter based on the user that initiated the action. Filter fields can be
used separately or together.

History @

user@example.com, 21 hours ago (2020-11-05 16:55 EST) Report Updated

User updated an existing report (ID: 1612).

Sara Alert System, 21 hours ago (2020-11-05 16:55 EST) Monitoring Change
Figure 125: Filter history based on type and/or creator

2) The five most recent changes are displayed on the first page. View additional changes by
clicking through the numbered pages below the last record displayed.

Sara Alert System. 2 days ago (Mon, 18 May 2020 133101 UTQ Report P iinde:

Sara Alert sont a report remendcer 10 this monvioree via E-mailed Web Link |
=

Figure 126: Click the numbered pages below the last record to see later historical changes

v1.23 Sara Alert™ User Guide

©2021 The MITRE Corporation. All rights reserved. 81 Approved for Public Release Case #20-1176



HOW TO MANAGE MONITOREES IN SARA ALERT

9.5.11 Move Monitoree Records Based on Case Status to a Different
Workflow

An active record can be moved between the exposure and isolation workflows based on case
status. This workflow is intended to move exposed individuals to the appropriate workflow after
a case in ruled in or out based on the investigation.

NOTE: Updating “Case Status” for a record on the Closed line list will not move the record
since it is not under active monitoring.

1) After investigation of a symptomatic exposed individual, select appropriate “Case Status”.

Monitoring Actions
MONITORING STATUS @ EXPOSURE RISK ASSESSMENT MONITORING PLAN
Not Monitoring v v Self-monitoring with delegated supervisi¢#
CASE STATUS @ LATEST PUBLIC HEALTH ACTION @ ASSIGNED USER @
v| Re nded medical evaluation of syn™ 8099 38 Change User
Probable % Change Jurisdiction
Sucr

Figure 127: Select case status

9.5.11.1 Case Status is Confirmed or Probable

e Select “Confirmed” or “Probable”.
e Select if you would like to continue monitoring the case in Sara Alert™ or not. This
should be based on local response protocols.

o Selecting “End Monitoring” will move the record to the closed line list with “Meets
Case Definition” as the reason

o Selecting “Continue Monitoring in Isolation Workflow” will move the record to
the isolation workflow. The record will appear in either the “Non-Reporting” or
“Reporting” line lists, depending on the monitoree’s reporting status.

Case Status

Please select what you would like to do:

End Monitoring

Continue Monitoring in Isolation Workflow

Figure 128: Choose what to do with the record

9.5.11.2 Case Status is Suspect, Not a Case, or Unknown
e Select “Suspect”, “Not a Case”, or “Unknown”
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e The record will be retained or returned to the exposure monitoring workflow to continue
monitoring for the remainder of the monitoring period or until meets confirmed or
probable case status.

Please select what you would like to do:

Continue Monitoring in Isolation Workflow v

The case status for the selected record will be updated to Confirmed and moved to the appropriate line list
in the Isolation Workflow.

Figure 129: The case will move back to an active monitoring list in the exposure workflow

9.5.12 Manually Close Records for Monitorees Who No Longer Require
Follow-Up

If a monitoree should no longer be monitored by public health (e.g., due to the ending of the
monitoring period, lost to-of follow-up, recovery, duplicate record, deceased, etc), a user can
close the record. This will move the record off of the Active Monitoring line lists in the
respective workflow (exposure or isolation) and onto the Closed line list; the system will also
stop sending daily symptom reports unless the monitoree is a designated Head of Household and
has reporting household members that are still eligible to receive daily reports (see page 127).

All records in the Isolation Workflow must be manually closed after public health has
determined that the individual can stop being monitored by Sara Alert™. In the Exposure
Workflow, records that meet specific criteria are automatically closed by the system; see page 31
for more information about when records are automatically closed.

1) After selecting the record of interest, update “Monitoring Status” to “Not Monitoring” to
close the record.

Monitoring Actions

MONITORING STATUS @ EXPOSURE RISK ASSESSMENT MONITORING PLAN

Actively Monitoring v v Self-monitoring with delegated supervisier

Actively Monitoring

5 5 LATEST PUBLIC HEALTH ACTION @ ASSIGMNED USER @
Not Monitoring [ |

L2 Rarammandad madical ausliatine af cuense [=TaleTe 8: ~hanna

Figure 130: Change monitoring status
2) Select the appropriate options:

e If the monitoree is in a household, the user will be prompted to select the records that
the change should be applied to (e.g., the current record only or all household members).

o Select “This monitoree and all household members” ONLY if all monitorees in the
reporting household should no longer be monitored in Sara Alert™.
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e Document the reason for changing the monitoring status and any additional details. See
page 31 for a description of available reasons for closure.

e If the monitoree is in a household and is being monitored in the Isolation workflow:
A user may select to update the Last Date of Monitoring for all reporting household
members who have Continuous Exposure turned on and are being monitored in the
Exposure Workflow.

o A user should select “Yes” if the case whose record is being closed was the source of
continuous exposure to other reporting household members. If a user selects this
option, the system will update the Last Date of Exposure and turn off continuous
exposure for the appropriate records since the reporting household contacts are no
longer being exposed to this case. The date field will be populated with the current
date but can be modified to reflect the earliest date when the case was no longer
considered infectious.

o If some reporting household members still have ongoing exposure to another case,
this option should not be selected. Records will need to be individually updated. See
page 96 for more details on managing exposures in reporting households.

o Other monitorees in Sara Alert™ who were being continuously exposed to this case
but are not part the case’s reporting household will also need to be updated
individually with the known last date of exposure.

Monitoring Status

Are you sure you want to change monitoring status to “Not Monitoring"? This will move the selected
record(s) to the Closed line list and turn Continuous Exposure OFF.

Please select the records that you would like to apply this change to:
® This monitoree only

This monitoree and all household members

Please select reason for status change:
- 4 v
Please include any additional details:

Would you like to update the Last Date of Exposure for all household members who have Continuous
Exposure toggled ON and are being monitored in the Exposure Workflow?

® No, household members still have continuous exposure to another case «
Yes, household members are no longer being exposed to a case
Cancel | Submit

Figure 131: Document reason for monitoring status change

3) The change is documented in the record’s history.

History
state1_epi@example.com, less than a minute ago (2020-03-26 17:53:13 UTC) l [ Monitoring Change |

User changed monitoring status to "Not Monitoring®. Reason: Lost to follow-up during monitoring period
Figure 132: Comments are added to record history
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4) The monitoree will then move to the “Closed” line list. A record can be moved back to the
Active Monitoring line lists by changing the monitoring status back to “Actively Monitoring”.

natic@@J  Non-Reporting 437 Asymptomatic §B3 I 1) sed @8  Transferred nffJ)  Transferred Out ) All Monitorees [T
Monitore t \onito ) are currently in the exposure work PR & Clear All Filters
Q Searct " 1 Advanced Filter [Rllll %! jons ~ |

y A5 Assigned State/Local ~ Date of Eligible For Purge
Monitoree £ isdiction © User D Birth After @ Reason for Closure Closed At
ounty 1 2503 06/15/1975  10/21/2020 09:10 EDT Completed Monitoring 10/07/2020 09:10

Figure 133: The monitoree now appears in the “Closed” line list

9.5.12.1 How to Manage Duplicate Records
Duplicate records cannot be “deleted” in Sara Alert. To manage a duplicate record

e Manually close the duplicate record using the steps indicated above

e Select “Duplicate” from the “Please select reason for status change” drop-down menu

e After 14 days of record inactivity, the duplicate record will be marked for purge (see
page 14 for more information about record purge).
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10HOW TO MANAGE REPORTING GROUPS
(“HOUSEHOLDS”) IN SARA ALERT

Sara Alert™ allows a group of monitorees to, if they so choose,
report symptoms as a single household unit. If they choose to do
so, the system will link their records and contact only the designated
Head of Household who will report daily symptom information on
behalf of household members.

Tip: See the Quick Start Guide for
Household Reporting

NOTE: If the Head of Household record is closed for any reason, the

Head of Household will continue to receive daily symptom reports Tip: A reporting household in Sara

for all remaining eligible household members. If the Head of Alert™ is defined by shared contact
Household no longer wishes to report on behalf of linked household ;réfgrrgsa)t_'on (phone number or email
members, a user should update the Head of Household (see page 95).

The following section contains information on how to manage
Households in Sara Alert. This includes information about how to:

Create a reporting Household

Update exposure data for Household members
Change a Head of Household

Add or remove a monitoree from a Household
Manage reporting Households

The primary audience for this section is Public Health Users, Public Health Enrollers,
Contact Tracers, and Super Users. Enrollers can manage who is in a Household, but cannot
perform any “monitoring actions” for Household members.

Table 8: Monitoree Management Capabilities by Role

Public
S Public Contact Adminis-| Super
Capabilities Enroller Health ET::T S User Page #

Create a Household v v IR 87
En'rolll a New Monitoree into an v v v v 39
Existing Household

Import Monitorees into a Household v v v 90
Create a Household on Import v v v 90
Move a Monitoree into a Household v v v v v 91
Remove a Monitoree from a v v v v v 93
Household

Change Head of Household | v v v v v 95
Update Monitoring Actions for all ‘ v v v v 96
Household Members

Update Last Date of Exposure for ‘ v v v v 96
Households

Mcmgge Households with v v v v 97
Continuous Exposure to a Case

* Enrollers have different search capabilities from the other user types. See page 59 for more details.
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10.1 How to Create a Reporting Household on Enrollment Using
the Enrollment Wizard

The following user types can create reporting households using the following steps in the
Enrollment Wizard:

Enrollers

Public Health Enrollers
Contact Tracers

Super Users

1) Enroll the Head of Household (by following instructions on page 36). The first household
member enrolled is defined as the default Head of Household (HoH). The HoH will be
responsible for reporting on behalf of each subsequent household member enrolled (e.g.,
household reporter).

2) Select “Finish and add a Household Member” to save the HoH record and add a new
reporting household member whose daily report will be submitted by the HoH.

POTENTIAL EXPOSUR

Last Date of Exposure: 10/19/2020

Exposure Location: West Vesta Exposure Country: NortBlin

Mariana Islands

Risk Factors
MEMBER OF A COMMON EXPOSURE COHORT: Match

Previous Finish and Add a Household Member

Figure 134: Create household using enrollment wizard

3) Confirm that you would like to enroll reporting household members by clicking “Continue”.

Enroll Household Members

Household enrollment allows for the Head of Household to submit reports on behalf of other members of
the household. The head of household is the first household member enrolled. By clicking “continue”, any
additional household members who are added will have their daily reports submitted by the Head of
Household.

Any household members who wish to report on their own behalf should be enrolled separately and not be
added using the “Finish and Add a Household Member” button. Select “Cancel” then “Finish” to return to the

main enrollment screen.

Figure 135: Note how Sara Alert™ handles household enrollment

NOTE: Any household member who would like submit reports on their own behalf should be
enrolled individually and not as a reporting household member as shown below. In this case, the
monitoree must provide unique contact information (phone number and email address).
Unique contact information is required to prevent a race condition, where the system receives
multiple responses from the same number or email and is unable to determine for which
monitoree the report has been submitted.
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4) The subsequent household member enrollment screens will be pre-
populated with the same address, contact information, arrival
information, additional planned travel, and potential exposure
information as the HoH. These values can be edited, if different among
household members, in each of the data entry screens or by clicking
“Edit” at the monitoree review screen.

Tip: Users may need to edit exposure
information, including last date of
exposure, for individuals who
were secondarily exposed through
a household member.

NOTE: Even if contact information is changed for a household member so that it is NOT the
same as the Head of Household, the Head of Household will still report on their behalf unless the

household member is removed from the reporting household.

V' d

CONTACT INFORMATION (Edit)

Monitoree Review

Christi85 Boyle97

IDENTIFICATION (Edit)

DOB: 02/15/1974 Birth Sex: Female Phone: 555-555-0183

Age: 47 Gender Identity: -- Preferred Contact Time: Evening
Language: English Sexual Orientation: -- Type: Landline

State/Local ID: -- Race: Native Hawaiian or Other Pacific Islander Email: --

€DCID: -~ Ethnicity: Not Hispanic or Latino Preferred Reporting Method: T=lzchons ¢z

Nationality: Réunionnais

NNDSS |y

ADDRESS (Edit) ARRIVAL INFORMATION (Edit)

\ Assigned Jurisdiction: USA, State 1

Assigned User: 4

V'é

HOME ADDRESS DEPARTED
Address 1: 10598 Todd Vista Port of Origin: Gabricifort
Address 2: -- Date of Departure: 10/22/2020

Town/City: San Jose
Country: Sotswana

Zip: 81925 Carrier: Otis Airlines

Flight or Vessel Number: 1945

POTENTIAL EXPOSURE INFORMATION (Edit)

Last Date of Exposure: 10/19/2020
Exposure Location: West Vesta Exposure Country: Northern Mariana Islands

Risk Factors
MEMBER OF A COMMON EXPOSURE COHORT: Match

Previous

Finish and Add a Household Member

PLANNED TRAVEL (Edit)
None

ARRIVAL

Port of Entry: Lake Jeromy
Date of Arrival: 10/22/2020

V' &

NOTES (Edit)

None

Figure 136: Sara Alert™ Automatically Pre-Populates Information for Household Members

5) Select “Finish and Add Household Member” at the bottom of the enrollment review screen
to continue to enroll additional household members. The HoH will be responsible for reporting

on behalf of each household member.

POTENTIAL EXPOSURE INFORMATION (Edit)

Last Date of Exposure: 10/19/2020

Exposure Location: West Vesta Exposure Country: Northern

Mariana Islands

Risk Factors
MEMBER OF A COMMON EXPOSURE COHORT: Match

Previous

Finish and Add a Household Member

NOTES (Edit)

None

Figure 137: Monitoree record review
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6) After enrolling the last household member to the group, close enrollment of members to a
household by clicking “Finish” at the bottom of the enrollment review screen.

POTENTIAL EXPOSURE INFORMATION (Edit) NOTES (Edit)

Last Date of Exposure: 10/19/2020

Exposure Location: West Vesta Exposure Country: Northern
Mariana Istands
Risk Factors
MEMBER OF A COMMON EXPOSURE COHORT: Match
[ Previous Finish and Add a Household Member Cancel

Figure 138: Click “Finish” once all household members have been enrolled

7) The records for household members will be linked in the user interface so public health users
can identify monitorees whose reports are submitted by another person (Head of Household). As
shown below, household members are listed in the record of the Head of Household along with
their workflow, monitoring status, and continuous exposure status.

Monitoree Details (edit details)

Flynn White m Assigned Jurisdiction: USA
Assigned User: 31

IDENTIFICATION CONTACT INFORMATION

DOB: 09/09/1976 Birth Sex: Unknown

Age: 44 Gender Identity: --

Language: -- Sexual Orientation: --

State/Local ID: -- Race: --

CDC ID: -- Ethnicity: --

NNDSS ID: 999999 Nationality: --

v Show address, travel, exposure, and case information

This monitoree is responsible for handling the reporting of the following other monitorees:

Name Workflow Monitoring Status Continuous Exposure?
White, Walter Exposure Actively Monitoring No
White, Holly Exposure Actively Monitoring No

£% Change Head of Household

Figure 139: The Head of Household's record

10.2 How to Enroll a New Household Member into an Existing
Household

The following user types can enroll a new household member into an existing household:

Enrollers

Public Health Enrollers
Contact Tracers

Super Users

1) Open the appropriate Head of Household’s record. Select “edit details”.

Monitoree Details (edit details)

Ron Berry [0

IDENTIFICATION

Figure 140: Edit Head of Household’s record to add new household member
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2) Select “Finish and Add a Household Member”. Select “Continue” to confirm enrollment of
household member.

POTENTIAL EXPOSURE INFORMATION (Edit)

Last Date of Exposure: 10/19/202

a Exposure Country: Northern
Manana Islands

Exposure Location: West Vest

Risk Factors
MEMBER OF A COMMON EXPOSURE COHORT: Match

Previous Finish and Add a Household Member

Figure 141: Select ""Finish and Add a Household Member" to add new household member

3) Complete “Monitoree Information” fields and select “Next” to review household data on
remaining enrollment wizard screens. Select “Finish” to save record. The additional monitoree
will be linked to the HoH record. The monitorees a HoH is responsible for reporting on and their
workflow, monitoring status, and continuing exposure status can be seen in their Monitoree
Details section.

Monitoree Details (edit details)

Ron Berry m Assigned Jurisdiction: USA, State 2
Assigned User: --
IDENTIFICATION CONTACT INFORMATION
DOB: 01/01/1900 Birth Sex: -- Phone: 555-555-5555
Age: 120 Gender Identity: -- Preferred Contact Time: --
Language: -- Sexual Orientation: -- Primary Telephone Type: --
State/Local ID: -- Race: -- Email: seaxmple@example.com
CDCID: -- Ethnicity: -- Preferred Reporting Method: Unknown
NNDSS ID: -- Nationality: --
Vv Show address, travel, exposure, and case information
This monitoree is responsible for handling the reporting of the following other monitorees:
Name / Workflow Monitoring Status Continuous Exposure?
Jesse, Pinkman Isolation Actively Monitoring No

Figure 142: New household member has been linked to HoH

10.3 How to Import Multiple Monitorees as a Single Reporting
Household

Public Health, Public Health Enrollers, and Super Users can create new households or add
monitorees to existing households on import.

Sara Alert™ will automatically group monitorees as a household on import based on their
Preferred Reporting method. All monitorees must have the same Preferred Reporting method and
identical corresponding contact information:

e For monitorees that choose to be notified by text or phone call, the system will link
individuals into households based on an exact match of the primary phone number.

e For monitorees that choose to be notified by email, the system will link individuals into
households based on an exact match of email.

e The system will automatically assign the Head of Household role to the first monitoree
uploaded in the file with the same phone number or email address.
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If a user uploads one or more monitorees whose preferred contact details are an exact match for
an existing monitoree in the system, Sara Alert™ will automatically link all of these monitorees
into a household, with the existing monitoree assigned the Head of Household role. See pages
93-96 for instructions on how to modify households in Sara Alert™,

NOTE: Automatic linkage of households based on contact method only occurs at the time of
record creation (e.g., enrollment or import). The system does not automatically create household
linkages if contact information is updated after record creation.

See page 38 for general information about how to import monitorees in Sara Alert

10.4 How to Move an Existing Record into a Reporting
Household

The “move to household” function allows users to create households from existing records in the
system that the user has access. The following user types can either add a record to an existing
household or create a new household from two records:

Enrollers

Public Health Users
Public Health Enrollers
Contact Tracers

Super Users

1) Open the appropriate monitoree record and click the “Move to Household” button.

Monitoree Details (edit details)

Testudo Terrapin Assigned Jurisdiction: USA
Assigned User: --
IDENTIFICATION CONTACT INFORMATION
DOB: 01/01/2001 Birth Sex: Unknown Phone: 555-555-5555
Age: -- Gender Identity: -- Preferred Contact Time: -
Language: -- Sexual Orientation: -- Primary Telephone Type: --
State/Local ID: -- Race: -- Email:
€DC ID: - Ethnicity: .. Preferred Reporting Method: E-mailed Web Link
BINDSS 03 Click to add this
.
v Show address, travel, exposure | fOMItOree to a household
This monitoree is not a my [ of a household:

Figure 143: Click ""Move to Household"'

2) This will open the “Move to Household” window, which contains a list of all monitorees in
either workflow who currently are reporters, either a Head of Household or not in a household
(self-reporters).

e Users can use the “Search” bar to find monitorees that match search terms in any of the
following fields:

First Name

Last Name

Date of Birth (format: YYYY-MM-DD)
State/Local ID

NEDSS/Case ID

CDCID

0O O O O O O
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e Users can sort columns in the same way as on the Monitoring Dashboards

e Users can change the number of monitorees shown on a page and navigate the pages of
monitorees in the same way as on the Monitoring Dashboards

Move To Household

Please select the new monitoree that will resp

You may select from the provided existing He:

self reporting. Testudo Terrapin will be immediately moved into the
selected monitoree's household.

Q search
Monitoree State/Local ID Jurisdiction Date of Birth
Terrapin, Testudo USA 2001-01-01
Select
TEst, Test Exposre 1950-01-01
Select
HistoryNotifs, Testin: [ HoH | 1990-01-01
ry g
HistoryNotifs3, Testin USA 2010-01-05
ry g
Test1r110, Test1 USA 1990-03-08
Select

i=Show 5 Displaying 5 out of 4704 rows. Preyious 2 3 4 5 .. 941 Next
-»

Figure 144: The list of monitorees can be navigated in the same way as the Monitoring Dashboards

3) Click “Select” to add the current monitoree to the selected monitoree’s household. The
selected monitoree will report on their behalf as Head of Household.

Move To Household

Please select the new monitoree that will respond for Testudo Terrapin.
You may select from the provided existing Head of Households and monitorees who are self reporting. Testudo Terrapin will be immediately moved into the
selected monitoree's household.
Q Search
Monitoree State/Local ID Jurisdiction Date of Birth
Terrapin, Testudo USA 2001-01-01
Select
TEst, Test Exposre USA
HistoryNotifs, Testin [ HoH | USA 1990-01-01
y g
HistoryNotifs3, Testing USA 2010-01-05
Select
Test1r110, Test1 USA 1990-03-08
Select
i=Show 5 v Displaying 5 out of 4704 rows. Previous - 2 3|4 |5/ . | 941 | Next

Figure 145: Click “Select” to move the monitoree into the selected household
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4) The selected HoH will now be responsible for reporting on behalf of the monitoree and the
monitoree will appear in their household.

Monitoree Details (edit details)

Testudo Terrapin Assigned Jurisdiction: USA
Assigned User: --

IDENTIFICATION CONTACT INFORMATION

DOB: 01/01/2001 Birth Sex: Unknown Phone: 555-555-5555

Age: -- Gender Identity: -- i

Language: -- Sexual Orientation: --
State/Local ID: -- Race: --

CDC ID: -- Ethnicity: --

NNDSS ID: -- Nationality: --

Vv Show address, travel, exposure, and case information

The reporting responsibility for this monitoree is handled by another monitoree. Click here to view that monitoree.

£% Remove From Household

Figure 146: The selected HoH is now responsible for reporting on behalf of the monitoree

10.5

How to Remove a Household Member from an Existing

Reporting Household

A household member cannot be removed from their household until their email and primary
telephone number differ from those of the current Head of Household.

The following user types can remove a monitoree from an existing reporting household:

Enrollers
Public Health Users Tip: If you click “Remove from Household” prior to

. updating the individual’s contact information, you
Public Health Enrollers will be prompted to do so before the person can be
Contact Tracers removed from the reporting household.

Super Users

1) Open the household member record of interest.
Select “Edit Details”. Then select “Edit” for the “Contact Information” section.

Monitoree Review

Christi85 Boyle97

IDENTIFICATION (Edit) CONTACT INFORMATI dit)
DOB: 02/15/1974 Birth Sex: Female Phone: 555-555-0183

Age: 47 Gender Identity: -- Preferred Contact Time: Evening

Language: English Sexual Orientation: -- Type: Landline

State/Local ID: -- Race: Native Hawaiian or Other Pacific Islander Email: oldemail@example.com

CDC ID: -- Ethnicity: Not Hispanic or Latino Preferred Reporting Method: £-maled Web Lin
NNDSS ID: -- Nationality: Réunionnais

Assigned Jurisdiction: USA, State 1
Assigned User: 4

Figure 147: Edit contact information for record to be removed from household
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2) Update the email and primary telephone number in the fields shown below. The contact
information must be different from the HoH record. Select “Next” then “Finish” to save the
changes.

Monitoree Contact Information

PREFERRED REPORTING METHOD *

E-mailed Web Link v
PRIMARY TELEPHONE le SECONDARY T|
+15555555555
PRIMARY PHONE TYPE SECONDARY P
v
Smartphone: e Ca) eof e 3 web-basad report
Plain Cell

Landline: {as tel el D-ba: tng &
AL ADDRESS / CONFIRM E-MAIL ADDRESS

newemail@example.com

Figure 148: Update telephone number and email address

3) Select “Remove from Household”. This monitoree will be removed from the current
household and will be responsible for their own reporting.

Monitoree Details (edit details)

Christi85 Boy|e97 Assigned Jurisdiction: USA
Assigned User: --

IDENTIFICATION CONTACT INFORMATION

DOB: 01/01/1920 Birth Sex: -- Phone: 555-555-5555

Age: 100 Gender Identity: -- Preferred Contact Time: --

Language: -- Primary Telephone Type: --

State/Local ID: -- Email: example@example.com
CDC ID: -- Preferred Reporting Method: --
NNDSS ID: --

Vv Show address, travel, exposure, and

The reporting responsibilit s monitoree is handled by another monitoree. Click here to view that monitoree.

£4 Remove From Household

Figure 149: Select “Remove Household” to complete action
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10.6 How to Change a Head of Household (Household Reporter)

The following user types can change which member of a household is designated “Head of

Household” (and therefore is responsible for reporting symptoms on behalf of the group) among

records to which the user has access.

Enrollers

Public Health Users
Public Health Enrollers
Contact Tracers

Super Users

1) Open the Head of Household’s record. Click the “Change Head of Household” button

located in the Head of Household’s details section.
NNDSS ID: 999999 Nationality: --

Vv Show address, travel, exposure, and case information

This monitoree is responsible for hand

Name Continuous Exposure?

Badger, Bucky No

White, Holly Actively Monitoring No

£% Change Head of Household

Figure 150: Click “Change Head of Household”

2) Select the member of the household you would like to make Head of Household from the

drop-down list. The drop-down list only includes other individuals in the current household. The

individual selected will be made the new Head of Household and will be responsible for
reporting on behalf of all household members.

Edit Head of Household

Select The New Head Of Household

Note: The selected monitoree will become the responder for the current monitoree and all others within
the list

v

Badger, Bucky

Figure 151: Select the preferred Head of Household

3) Click “Update” to save the new Head of Household.

Edit Head of Household

Select The New Head Of Household

Note: The selected monitoree will become the responder for the current monitoree and all others within
the list

Badger, Bucky \ v

Figure 152: Click Update to save the Head of Household
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10.7 Reporting Household Functions

The following user types can make updates to households based on case status, symptom status,
or other health-related information.

e Public Health Users

e Public Health Enrollers
e Contact Tracers

e Super Users

10.7.1 How to Update Monitoring Actions for All Monitorees in the Same
Reporting Household

When modifying a Head of Household’s record, changes made to the following monitoring
action data elements can be applied to the entire household that the monitoree is responsible for:

Monitoring Status
Exposure Risk Assessment
Monitoring Plan

Latest Public Health Action
Assigned Jurisdiction

1) Select the Head of Household record from the appropriate line list.
2) Update the Monitoring Action data elements as needed
3) Select “This monitoree and all household members.”

Exposure Risk Assessment

Are you sure you want to change exposure risk assessment to "Low"?

Please select the records that you would like to apply this change to:

D This monitoree only

® This monitoree and all household members

Please in ¢ additional details:

Figure 153: You may apply HoH record changes to all household members

10.7.2 How to Update Exposure Date for Individuals or Reporting
Household Members

When modifying any record that is part of a reporting household, changes made to the following
data elements in the Reports section can be applied to other records in the monitoree’s entire
household as well.

e Last Date of Exposure
e Continuous Exposure (button)
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Updating these data elements allows the user to extend or shorten the monitoring period for an
individual or reporting household members, as necessary. See page 97 for more information on
how to manage reporting household members with continuous exposure to a case.

Additional details:

e These changes only apply to active records in the exposure workflow (e.g., contacts who
are being actively monitored)

e When selected, the line lists will show “Continuous Exposure” in the End of Monitoring
Column

e |f the Last Date of Exposure is updated, the continuous exposure status is automatically
turned off

10.7.3 How to Manage Reporting Households with Continuous Exposure to
a Case

Sara Alert™ gives users and monitorees the option to organize monitorees into reporting groups
(called “Households” in Sara Alert™). For each reporting household a specific monitoree, called
the Head of Household, reports for all active monitorees in the group. Only the Head of
Household’s contact information and preferred reporting method is used to determine where the
daily symptom report requests are sent. This section covers scenarios specific to managing
continuous exposure in reporting households in Sara Alert™,

For each of the scenarios below:

e The Head of Household will continue to report on behalf of household members whose
monitoring status is “Actively Monitoring”, even if the Head of Household themselves is
no longer being monitored in Sara Alert™,

e |f at any point the Head of Household does not wish to report on behalf of the household,
the user should choose a new Head of Household (and update the contact information for
that monitoree accordingly—see page 95).

e If not all enrolled reporting household contacts are being continuously exposed to a case,
a user may apply the continuous exposure status to individual records only (not the entire
reporting household).

o Select “continuous exposure” then click “Submit”.
o Do NOT select the option to update household members. Select “This monitoree
only”

10.7.3.1 Managing Reporting Households with Monitorees only in the Exposure Workflow

For reporting households with monitoree records only in the exposure workflow (e.g., contacts
only), the Head of Household reports on behalf of all active household members until all of the
household members are closed in Sara Alert™ (Monitoring Status equal to “Not monitoring™).
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10.7.3.1.11f all enrolled household contacts are being continuously exposed to a case not
enrolled in Sara Alert™:

1) The user should select “Continuous Exposure” on one of the household records in the
exposure workflow and choose to update “This monitoree and all household members”.

Continuous Exposure

Are you sure you want to modify Continuous Exposure? Continuous Exposure will be toggled for the
selected record(s):

© This monitoree only

This monitoree and all household members

Figure 154: Enable “Continuous Exposure” for all reporting household monitorees

2) The system will automatically extend the monitoring period (e.g., continue to send messages)
for active records in the exposure workflow that are part of the selected reporting household until
a Last Date of Exposure is specified. The dashboard will show “Continuous Exposure” on the
dashboard for all records where this option has been selected.

Symptomatic m Non-Reporting 149 Asymptomatic a PUI E Closed m Transferred In n Transferred Out jg£]

Monitorees who have reported symptoms, which need to be reviewed. You are currently in the exposurgaworkflow. @

#% Jurisdiction  USA, State 1

i=Show 25 v | Q Search

Monitoree # Jurisdiction © Assigned User © State/Local ID © Sex Date of Birth ~ End of Monitoring Risk Le
Adams, Miranda County 2 Female Continuous Exposure  Mediur|
Auer54, Alaina32 County 2 Female 2000-10-23 2020-07-18 Mediur
Bartell55, Shantae87 County 2 9069 EX-684769 Female 2009-05-22 Continuous Exposure  Low
Bauch29, Charlie09 County 2 5318 Male 1973-11-17 2020-06-14 High

Figure 155: You can see if a record is under continuous exposure on the Exposure line list

This status is also visible by viewing the HoH record. The HoH’s details view displays a table

showing the workflow, monitoring status, and continuous exposure status for all monitoree’s in
the household.

NNDSS ID: 999999 Nationality: --

Vv Show address, travel, exposure, and case inf

This monitoree is responsible for handling the

Name Workflow Monitoring Status Continuous Exposure?
Badger, Bucky Exposure Actively Monitoring No
White, Holly Exposure Actively Monitoring No

£% Change Head of Household

Figure 156: You can see if a record in a reporting household is under continuous exposure under
the HoH's Monitoree Details
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3) Once exposure to a case ends (e.g., the case is no longer infectious), open the record of a
reporting household member in the Exposure Workflow. Since the ongoing exposure has ended
for the household member, update the Last Date of Exposure. A user may select whether to
update the last date of exposure for either:

e This monitoree only
e This monitoree and only household members where Continuous Exposure is turned ON,
e This monitoree and all household members (regardless of Continuous Exposure status)

Select the option to update the appropriate household member records. “Continuous Exposure”
will be toggled off for records after updating the last date of exposure.

Last Date of Exposure

Are you sure you want to modify the Last Date of Exposure to 10/20/2020? The Last Date of Exposure will be
updated and Continuous Exposure will be turned OFF for the selected record(s):

® This monitoree only
This monitoree and only household members where Continuous Exposure is turned ON

D This monitoree and all household members

Figure 157: Choose for which records to update last date of exposure

10.7.3.2 Managing Reporting Households with Monitorees in both the Isolation and
Exposure Workflows

For reporting household with monitoree records in both workflows, users can indicate if
household members in the exposure workflow are being continuously exposed to the case in the
household. The Head of Household will still report on behalf of all reporting household
members, regardless of the HoH workflow, case status, or whether they are currently being
monitored.

10.7.3.2.11f all enrolled household contacts are being continuously exposed to a case enrolled in
Sara Alert™:

Follow steps 1 and 2 above to indicate that contacts are being continuously exposed to a case.
This lets the system know that there is a dependency between the case in the isolation workflow
and the monitoring period of the contacts in the exposure workflow.

3) When a reporting household case is closed in the isolation workflow for any reason (e.g.,
recovered, deceased, etc.) the system will prompt the user to update the last date of exposure for
any remaining reporting household members in the exposure workflow (i.e., contacts) who have
“continuous exposure” indicated. Updating the last date of exposure will automatically turn off
continuous exposure for the contacts and the monitoring period will be calculated as 14 days
after specified last date of exposure.

The “Last Date of Exposure” field will pre-populate with the date of closure. This value can be
modified by the user.
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NOTE: This option is not available when a record’s status is changed to “Closed” using the bulk
update feature (i.e., directly from a line list as described on page 62)

Monitoring Status

Are you sure you want to change monitoring status to “Not Monitoring"? This will move the selected
record(s) to the Closed line list and turn Continuous Exposure OFF.

Please select the records that you would like to apply this change to:
® This monitoree only

O This monitoree and all household members
Please select reason for status change:
Meets criteria to discontinue isolation v

Please include any additional details:

W you like to update the Last Date of Exposure for all household members who have Continuous
‘e toggled ON and are being monitored in the Exposure Workflow?

No. household members still have continuous exposure to another case

® Yes, household members are no longer being exposed to a case

Update their Last Date of Exposure to:

i 09/17/2020

Figure 158: When closing the case out of the isolation workflow, update the last date of exposure
for household members in the exposure workflow
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11HOW TO EXPORT DATA FROM SARA ALERT

Sara Alert™ allows users to export monitoree record data,

. . i . Tip: All dates and times exported will be in UTC. To
which can be opened in Microsoft Excel, statistical P b

convert UTC to your local time zone in Excel:

software, or visualization software as needed to meet 1. Remove UTC from the date, using the LEFT
local analytical needs. This also allows users to save and LEN formulas
records prior to them being purged from the system to 2. Convert the date text to a date value using the

DATEVALUE and TIMEVALUE formulas
and subtract the appropriate number of hours
NOTE: It is the responsibility of each user to follow their to adjust to your time zone (minus 4 hours to
organization’s protocols to ensure that information is get to EDT for example).

o An online converter can be used to provide the hourly
™
protected once it is exported from Sara Alert™., difference between UTC and your local time zone.

comply with jurisdiction record retention policies.

The table below shows which users can export monitoree
data from Sara Alert:

Table 9: Availability of export capabilities by user type

Public AL Contact

Capability Enroller Health
Health Tracer

Enroller

Export Multiple Records

Export Pre-Built Formats

Custom Export

Export a Single Monitoree’s Record

Export NBS PHDC XML File

Export Analytics

11.1 How to Export Multiple Records

11.1.1 “Canned” System Export File Descriptions

A description of the different export formats currently available are summarized in the section
below. A user may export each file type a maximum of once per hour.

Table 10. Summary of Sara Alert™ Export Files
Export Format Records Included ‘ Variables Included ‘File Type

Records in the Current Workflow Data elements visible across all line lists in

Line List CSV (either Exposure or Isolation)* the current workflow csv
™ i I
Sara Alert Records in Current Workflovx (either All Monitoree Details data elements XLSX
Format Exposure or Isolation
. Records Across Both Workflows that | All Monitoree Details data elements, Daily
Purge-Eligible

are eligible for purge during the next | Symptom Reports, Lab Histories, Record XLSX

Monitorees scheduled purge Edit Histories

All Monitoree Details, Daily Symptom
Reports, Lab Histories, Record Edit Histories

*Export formats that are workflow specific export only records from the user’s current workflow; the current workflow is
determined based on which dashboard (either Exposure or Isolation) the user is currently viewing at the time of export.

All Monitorees Records Across Both Workflows XLSX
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11.1.1.1 Line List CSV Export
Purpose: Provide a lightweight export restricted to variables shown on the line list view

Contents: Includes the line list view of records across all line lists from records in either the
isolation or exposure workflows (whichever dashboard the user is currently viewing). The file
will contain the following data elements:

e Patient ID o Latest Report Time o Reason for Closure
e Monitoree Name e Monitoring Plan e Case Status

o Jurisdiction o Transferred at Time o Closed At (time)

o State/Local ID o Latest Symptom Report Date o Status (e.g., line list)
o Sex o Reason for Closure o Closed Date

¢ Date of Birth o Transferred at Date e Transferred To

J End_ of Monitoring o Transferred.From _ e Symptom Onset Date
e Assigned User o Latest Public Health Action

11.1.1.2 Sara Alert Format
Purpose: Provide an export restricted to variables populated during enrollment or import.

Content: Includes all enrollment data elements from records in either the isolation or exposure
workflows (whichever dashboard the user is actively viewing). Enroliment data elements include
the following information: demographics, contact information, travel history, planned travel,
potential exposure information, and case information (including any lab results). This is the only
export format that can also be used for import.

11.1.1.3 Excel Export for Purge-Eligible Monitorees

Purpose: Allow users to maintain records according to jurisdiction record retention policies
prior to system purge of identifying information

Content: Includes all information from purge eligible records across both workflows. The file
includes the following 4 tabs of information that is linked by the patientID field:

e Monitorees List tab: enroliment data elements (demographics, contact information, travel
history, planned travel, potential exposure information, and case information)

e Assessments tab: symptom report assessment history

e Lab Results tab: lab results

e Record Histories tab: all events in the history section of each record

Definition of Purge Eligible Records: Closed records that have not been updated for 14 days
and have been flagged for purge as explained on page 14.

11.1.1.4 Excel Export for All Monitorees

This export files include all information from all records displayed on line lists across both
workflows. The export includes the following files that are linked by the patientID field:

e Monitorees: monitorees details data elements (demographics, contact information, travel
history, planned travel, and potential exposure information)

e Assessments: symptom report assessment history

e Lab Results: lab results

e Record History: all events in the history section of each record
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11.1.2 How to Export “Canned” System Export Formats
The records associated with each export file type available are described in the section above.

NOTE: A user may export each file type a maximum of once per hour. If a user attempts to
export a file type more than once an hour, the following message will display at the top of the
screen: “You have already initiated an export of this type in the last hour. Please try again later.”

1) At the top of the dashboard, click the “Export” button.

Sara Alert o

EB Monitoring Da¢ & statel_epi_enroller@example.com (Public Health Enroller) ‘ (2] | ® Logout

Exposure Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree X Import ~ -1 Exposure Monitoring (248) [z JRSIENGREVIHTGHTTNEEL)) ‘

Symptomatic [ Non-Reporting 151 Asymptomatic [E) PUI m Closed §13 Transferred In () Transferred Out () All Monitorees (23

& Export ~

Figure 159: Export current dashboard view to CSV

2) From the drop-down menu, select the export type that you are interested in.

Sara Alert vi.m0 B3 Monitoring Dashboards [ L] & statel_epi_enroller@example.com (Public Health Enroller) | (2] | & Logout

Exposure Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree Monitoring (252) [ JEETERILT G RE)) |

Line list CSV (exposure)

Symptomatlcm Non Closed {83 Transferred In [ Transferred Out [[F3 All Monitorees [gAr4

iewed. You are currently in the exposure

Sara Alert Format (exposure)

) Excel Export For Purge-Eligible Monitorees
Monitorees who have

workflow. @

Excel Export For All Monitorees

Custom Format...

o Jurisdiction = USA, State

Figure 160: Sara Alert™ offers several export types

3) After the export type is selected, click “Start Export”. The system will generate an export file
and will send a one-time download link to the email associated with your Sara Alert™ account.

Line list CSV (exposure)

After clicking Start Export, Sara Alert will gather all of the monitoree data that comprises your request and
generate an export file. Sara Alert will then send your user account an email with a one-time download link.
This process may take several minutes to complete, based on the amount of data present.

NOTE: The system will store one of each type of export file. If you initiate another export of this file type, any
old files will be overwritten and download links that have not been accessed will be invalid. Only one of each
export type is allowed per user per hour.

Start Export

Figure 161: Export pop-up info window
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4) After receiving the email, select “Click here to download”. The URL of the download will
always begin with https://sara.public.saraalert.org/export/download followed by a unique set
of alphanumeric characters. Always check the URL to verify the download link’s legitimacy.

Your requested export of "Line list CSV (exposure)” is now ready.

Please note that this export link is one-time use only. The system will delete a
stored export file either once you've downloaded that file or whenever stored files
are purged on Saturdays, whichever comes first. Once the file is deleted, it will no
longer be accessible. These downleads will be invalid if you attempt another export
of this type before refrieving the file(s). Exports will not work if foerwarded to another
user. You must be logged into Sara Alert fo access exports.

I your export exceeded 10,000 records, you will see separate files below with each
containing data for no more than 10,000 monitorees. Each file (2.g., monitorees,
assessments, etc) belonging to the same batch will have the same number at the
end of the filename.

Click Here To Download Sara-Alert-Linelist-Exposure-

2020-12-21T17:30:21+00:00-1.Csv

Figure 162: Email notification with one-time link to download export file

5) For the “Excel Export for All Monitorees” format, you will instead receive an email with
multiple links, one for each of the following data sets:

e Monitorees — Monitoree Details data elements

e Assessments — All symptom reports for all monitorees in the jurisdiction

e Lab Results — Lab results for all monitorees in the jurisdiction

e Record Histories — All events in the history section of each record

In larger jurisdictions, Sara Alert™ will further split the export files for every 10,000 monitorees.
Users will receive a separate export link for each data set, for every 10,000 monitorees. After
downloading the files independently, you can merge them into one file for analysis.

Your requested export of "Excel Export For All Monitorees” is now ready.

Please note that this export link is one-time use only. The system will delete a
stored export file either once you've downloaded that file or whenever stored files
are purged on Saturdays, whichever comes first. Once the file is deleted, it will no
longer be accessible. These downloads will be invalid if you attempt another export
of this type before retrieving the file(s). Exports will not work if forwarded to another
user. You must be logged into Sara Alert to access exports.

If your export exceeded 10,000 records, you will see separate files below with each
containing data for no more than 10,000 Eachfile (e.g., 3
assessments, etc) belonging to the same batch will have the same number at the
end of the filename.

Click Here To Download Sara-Alert-Full-Export-
Histories-2020-12-21T17:32:34+00:00-1.XIsx

Click Here To Download Sara-Alert-Full-Export-Lab-
Results-2020-12-21T17:32:29+00:00-1.Xisx

Click Here To Download Sara-Alert-Full-Export-
Monitorees-2020-12-21T17:32:24+00:00-1.XIsx

Click Here To Download Sara-Alert-Full-Export-
Reports-2020-12-21T17:32:29+00:00-1.XIsx

Figure 163: Email notification with links to download for “Excel Export for All Monitorees” format

6) Click the downloaded file to open in Excel or another program.

Bailey68, County 1 EX-437506 Fem; 010-09-18  2020-04-16
Yuri12
Bailey79, State 1 EX-034 Female 1988-07-09 2020-04-15

B89 Sara-Alert-all-2020...csv = A

Figure 164: Downloaded CSV file
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11.1.3 How to Use the Custom Export Builder

In addition to the “canned” system export formats explained above, Sara Alert allows users to
build and save customized export formats, which only contain selected monitoree records and
data of interest. These export files are sent to the username email address as described on page
104.

NOTE: Users are limited to one custom new or saved custom export per hour. If a user attempts
to export a file type more than once an hour, the following message will display at the top of the
screen: “You have already initiated an export of this type in the last hour. Please try again later.”

1) To open the Custom Export Format Builder, click the “Export” button and select “Custom
Format” from the drop-down menu.

Exposure Dashboard
Enroll New Monitoree

Line list CSV (exposure)

symptomatic (8 Non ) cosed@)  Transterredn)  Transferred out ) All Monitorees ([
Sara Alert Format (exposure)
Excel Export For Purge-Eligible Monitorees
Monitorees who have t symptomatic. You are currently in the exposure & Clear All Filters
Excel Export For All Monitorees ? -
workflow. @
Custom Format... S )
o Jurisdiction  USA ll Exact | 4% Assigned User 31 All | None
Q search | 2000-01-01 A Advanced Filter [JEIEEERS ] 3% Bulk Actions ~

Assigned State/Local Date of End of Risk

Figure 165: Click “Export” and then select “Custom Format” from the drop-down menu

2) This will open the Custom Export Format Builder. Users create custom export formats in 4
steps:

Step 1: Choose which records to export

Step 2: Choose which data to export

Step 3: (Optional) Save your custom export build
Step 4: Click “Export”

Custom Export Format

Choose which records to export

@ Current monitoree records from Dashboard View (10)

O All monitoree records (5022)

O Only include monitoree records that meet the following criteria (5022):

Choose which elements to export

Which data would you like to include for each monitoree?
> O Monitoree Details
> O Reports
> O Lab Results
> O Close Contacts
> O Transfers

> O History

Custom export format name _
[Taeea T-ZZES

Figure 166: Users build custom export formats in four steps
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11.1.3.1 How to Choose Which Records to Export
The top section of the custom export lets the user choose which records they want to export.

Custom Export Format

Choose which records to export
@ Current monitoree records from Dashboard View (10)
[Assigned User:31)
) All monitoree records (5022)
O Only include monitoree records that meet the following criteria (5022):

Choose which elements to export

Which data would you like to include for each monitoree?
> O Monitoree Details
> O Reports
> O Lab Results
> O Close Contacts
> O Transfers

> O History

Custom export format name

Figure 167: The top section of the custom export, which allows users to choose which records to
export

Select “Current monitoree records from Dashboard View” to export only data from the
records that you were viewing on the dashboard before you opened the export builder. You can
see the filters you had applied, as well as the number of records that would be exported. Any
active advanced filter criteria are shown in blue. In the example below, the export builder is
configured to import monitorees who:

e Are in the Exposure Workflow on the Non-Reporting line list (current line list view);
AND

e Have Assigned User # 31 (filtered using dashboard Assigned User filter); AND

e Were born on Jan 1, 2000 (filtered using Basic Search); AND

e Do not have Continuous Exposure active (filtered using Advanced Filter).

In this example, data from 10 monitoree records would be exported.

Custom Export Format

Choose which records to export

@® Current monitoree records from Dashboard View (10)

O All monitoree records (5022)
O Only include monitoree records that meet the following criteria (5022):

Figure 168: Select “Current monitoree records from Dashboard View” to export only data from the
records that you were viewing before you opened the export builder.
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Select “All monitoree records” to export data from all monitoree records in your jurisdiction
(both Workflows). In this example, data from 5022 records would be exported.

Custom Export Format

Choose which records to export

O Current monitoree records frorg
® All monitoree records (5022)
O Only include monitoree records that meet the following criteria (5022):

Figure 169: Select “All Monitorees” to export data from all monitoree records in your jurisdiction.

Select “Only include monitoree records that meet the following criteria” to build a filter for
the records you want to export. You can identify the exact records you want to export by setting
one or more of the following filters:

e Workflow: Exposure, Isolation, or All (Both Workflows).

e Line List: Can pick from line lists that are in the selected workflow. If “All” is selected
for Workflow, can select from line lists that appear in both workflows (Non-reporting,
Closed, Transferred In, Transferred Out) or “All” (includes all monitorees across both
workflows).

e Jurisdiction: Operates in the same way as the corresponding dashboard quick filter. See
page 51 for how to use this filter.

e Assigned User: Operates in the same way as the corresponding dashboard quick filter.
See page 51 for how to use this filter.

e Dashboard Search Terms: Operates in the same way as basic search. See page 50 for
how to use this search bar.

e Advanced Filter: Click to open the Advanced Filter window. See page 52 for how to use
Advanced Filter.

The number of records that will be exported will dynamically update as you apply or edit filters

Custom Export Format

Choose which records to export

O Current monitoree records from Dashboard View (10)
O All monitoree records (5022)
® Only include monitoree records that meet the following criteria (5022):

8" Workflow = All Vv | =linelist All v

#% Jurisdiction USA
% Assigned User
Q Dashboard Search Terms 4 Advanced Filter .

Figure 170: Select “Only include records that meet the following criteria” to build a filter for the
records you want to export.
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11.1.3.2 How to Choose which Elements to Export

The middle section of the export builder allows users to choose data elements to export. Each

element section will export as a separate tab within the export file.

Custom Export Format

Choose which records to export

@® Current monitoree records from Dashboard View (10)

Assigned User: 31 | Dashboard Search Terms: 2000-01-01

O All monitoree records (5022)
O Only include monitoree records that meet the following criteria (5022):

Choose which elements to export

Which data would you like to include for each monitoree?
> O Monitoree Details
> O Reports
> O Lab Results
> O Close Contacts
> O Transfers

> O History

Custom export format name

Figure 171: The middle section of the custom export allows users to choose which data to export

1) Click the “>"to show the list of data elements in that category. Click again to hide the list.

2) Click the box next to each element to include it in the export
3) Clicking the top-level box will select all elements in that category

Choose which elements to export

Which data would you like to include for each monitoree?

v B Monitoree Details
> O Enroliment Info
> & Monitoring Info

> O Reports

Lab Results

> B Close Contacts
> [ Transfers

History
Sara Alert ID
State/Local ID
cbCID
NNDSS ID
History ID
History Creator
History Type
History Comment
History Created Date
History Updated Date

Figure 172: Users select the data elements they want to export for the records selected above
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11.1.3.3 How to Save, Update, or Delete Custom Export Format

The bottom section of the export builder allows users to save the export format they have created
for future use. Users can save up to 100 custom export formats.

Custom Export Format

Choose which records to export

@ Current monitoree records from Dashboard View (10)
Dashboard Search Terms: 2000-01-01
Continuous Exposure (Boolean): False

O All monitoree records (5022)
O Only include monitoree records that meet the following criteria (5022):

Choose which elements to export

Which data would you like to include for each monitoree?
> O Monitoree Details
> O Reports
> O Lab Results
> O Close Contacts
> O Transfers

> O History

Custom export format name

(Optional name for saved Custom Export)

Figure 173: The bottom section of the custom export allows users to save custom export format

1) Enter a name for your custom export format, choose the preferred file type, and click “Save.”

Custom Export Format Name F
‘ Non-REpDnersi
S i

Figure 174: Save your export format

2) Saved custom export formats appear in the export drop-down. Click to open a saved format.

solation Dashboard Your Jurisdiction: USA

[ 1] Exposure Monitoring (4609) £% Isolation Monitoring (424)

Line list CSV (isolation)

Records Requiring Re B Closedm Transferred In u Transferred Outn All Casesm
Sara Alert Format (isolation)
Excel Export For Purge-Eligible Monitorees
All cases in this ju e currently in the isolation workflow. & Clear All Filters

Excel Export For All Monitorees

% Jurisdiction = USA All &% Assigned User P non
Non-Reporters
Q search 5 Advanced Filter 3% Bulk Actions ~

Custom Format...

f - Extended < Symptom <© Monitoring - Latest

- ne s N PR

Figure 175: Saved custom formats appear in the export drop-down.
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3) If desired, make changes to export format. Click “Update” to save any changes. If a saved
export format is no longer of use, click “Delete”.

NOTE: A deleted custom export format cannot be recovered.

Click to save any
changes

Custom Export Format Name

Click to delete this
ckto delete P

Figure 176: Saved custom formats can be deleted or updated
11.2 How to Export a Single Monitoree Record

11.2.1 Excel Export

The Excel export for a single record includes the following 4 tabs of information that is linked by
the patientID field:

Monitorees — Monitoree Details data elements

Assessments — All symptom reports for all monitorees in the jurisdiction
Lab Results — Lab results for all monitorees in the jurisdiction

Record Histories — All events in the history section of each record

NOTE: There is no limit to the number of times a single record can be exported during an hour
timeframe.

1) To download an individual patient’s record, open the record of interest and click the
“Download Excel Export” button at the top left of the screen (above “Monitoree Details™).

& Download Excel Export & Download NBS Export

Monitoree Details (edit det Click here to export this D
monitoree’s record

HIpOIItO77 Re|||y07 Assigned Jurisdiction: USA, State 1
Assigned User: 4

Figure 177: Download an individual monitoree’s record

2) For the individual record export, the file will download directly into your browser. You will
not receive an emailed link as with other export types.

Actively Monitoring

Figure 178: Individual monitoree records will download directly through the browser
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11.2.2 NBS Export

Users can also export a Public Health Document Container (PHDC) XML document that
contains monitoree details and symptomatic assessments. The downloaded file can then be
imported to NBS.

Sara Alert visao B8 Monitorir sshboard Analyti & state1_epi_enroller@example.com (Public Health Enroller) | @ | @ Logout
Re 0 Exg re Dashboard / Monitoree Details Your Jurisdiction: USA, State 1
Monitoree Details (edit details) v

Figure 179: Users can export an NBS PHDC XML file

11.3 How to Export Analytics

Public Health users, Public Health Enrollers, Analysts, and Super Users can also export data
from the analytics summary. See page 113 for more information.
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12HOW TO VIEW ANALYTICS IN SARA ALERT

Sara Alert™ creates automated, daily analytics summaries that show aggregated data from both
the Exposure and Isolation workflows. Users view aggregated monitoring and epidemiological
data for their assigned jurisdiction (e.g., local, state, nationwide) and can view summary maps
showing Sara Alert™ usage. The data that drives the analytics summary is currently updated
once a day for performance reasons.

Public Health users, Public Health Enrollers, Analysts, and Super Users can access the
analytics summary. Enrollers have access to a limited analytics view that focuses on the number
of new monitorees enrolled.

The table below shows which user types have access to system-generated analytics:

Table 11: Availability of analytics capabilities by user type

Public
Public Contact Adminis-
ili Enroller Health Anal
Eapctlity ofie Health ealt Tracer alyst trator
Enroller

View Analytics Summary

Export Analytics

View Enroller Analytics

12.1 View Analytics Summary

NOTE: This section applies to Public Health users, Public Health Enrollers, and Super
Users. Analysts will automatically be brought to the analytics summary on login (since they do
not have access to any other views)

Click “Analytics” on the navigation bar to access this summary. For a detailed description of the
analytics summary, please see page 113.

Sara Aleftvm&o EB Monitoring Dashboards € Analyt & statel_epi_enroller@example.com (Public Health Enroller) | (2] | @ Logout

Exposure Dashboard Your Jurisdiction: USA, State 1

Enroll New Monitoree -4 Exposure Monitoring (245) [z SESERIREVINIEILEREER) I

ymptomatic on-Reportin Asymptomatic 1 Close ranstrerre n ransrerre ut Il Monitorees
Sy Non-R g 151 Asy PUI Closed Transferred | Transferred O AllM

All Monitorees in this jurisdiction, in the Exposure workflow. You are currently in the exposure workflow & Clear All Filters

Figure 180: Click “Analytics” to view the analytics summary
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12.2 Navigate and Export the Analytics Summary

A user assigned the analyst role will be taken directly to the Analytics Summary upon login as
shown below. The analytics summary shows aggregated data from both the exposure and
isolation workflows. Public health users can view aggregated monitoring and epidemiological

data for their assigned jurisdiction (e.g., local, state, nationwide) and can view summary maps
showing Sara Alert™ usage.

1) Review the analytics summary and configure the display of information based on preference
(e.g., data from displayed as table or charts) The data that drives the analytics page is updated
once a day for performance reasons. The time of the last update can be found at the top of the
analytics summary. Analytics are typically updated daily at around midnight Eastern Time.

ate <

@ Last Updated At 2020-12-16 09:30 EST. & EXPORT ANALYSIS AS PNG

Monitorees by Reporting Method (Active Records Only) Meonitoree Flow Over Time (All Records)

Figure 181: Analytics summary and time of the last update can be found at the top of the screen

2) Some tables can be exported as a CSV file. Click the corresponding export button to
download the file.

Country of Exposure

EXPOSURE ISOLATION Total

110 36 146
Cape Verde 0 1 1
China 0 1 1

& Export Complete Country Data

Figure 182: Some analytics datasets can be exported as a CSV file

3) A user can view the maps summarizing the total number of all active monitorees in Sara
Alert™ by workflow according to the specified home address state. Users can see the number of
monitorees in each jurisdiction by placing their cursor over the location they wish to view.

Active Records in Exposure Workflow
o

Maine: 39

smom s oo Tip: These maps only show Sara
Alert™ ysage.
Totals may not match
public reports of the

,‘» number of cases since all

21
I jurisdictions do not use the
' isolation workflow.

0

Figure 183: View the number of active monitorees per state by placing your cursor over it
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4) Users can view a map summarizing the total number of active monitorees by workflow within
their assigned jurisdiction according to the monitoree’s home county by clicking on maps to
zoom. This will zoom the map in to show counties when available. Users can see the number of
active monitorees per county by hovering their cursor over the location they wish to view. A user
cannot view county-level data for all records; only records the user has access to.

Active Records in Exposure Workflow

Tip: County is not a required

s

Washington : 0

b 4
W

field so the local view
will not be populated if
the user’s jurisdiction

does not use this field.

b

Figure 184: View county-level data for records in your assigned state or territory by clicking on it
and placing your cursor over the counties you would like to view

5) Users can view monitorees that cannot be mapped to counties within a state due to missing
values, spelling errors, entry does not match expected value (e.g., “Montgomery” is a valid entry;
“Montgomery County” is not) by scrolling over the exclamation point icon in the upper left
corner of each map. This button will not appear if all records were able to be mapped to a county

The following data coukt not be matched
10 any counties in this jursdiction:
1
Paradise Square - 1
Park Village : 1
Pine Acres 1 1
Summer Village : 1

e Records in Isolation Workflow

University Village : 1
Wiliow Creek : 1

Figure 185: Scroll over the exclamation point icons to view monitorees who could not be matched to
counties within a jurisdiction

6) Users can view historic map data by clicking on the circles above the desired date.

ton: USA, Massachusetts

'8,2020

Active Records in Isolation Workflow

Figure 186: Click the circles to visualize data from that date
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7) To view areas outside of the 50 states and federal district, click the “View Insular Areas”
button in the bottom left corner of the maps. County-level data is not available for these areas.

Active Records in Exposure Workflow

View Insular Areas @

Figure 187: Click "View Insular Areas"

8) Click the “Back to Country View” button to return to the state map.

Active Records in Isolation Workflow

v s Wt
V- » ¢
PR vl GU FM
% fd 2,
- ¢
I "

0 2
. € Back to Country View

Figure 188: Click ""Back to Country View""

9) Select “Export Analysis as PNG” to download a screen capture of the entire dashboard
display. The export will reflect the current dashboard view configuration (e.g., data displayed in
table, graph or map format).

Analytics \ Your Jurisdiction: USA, State 2

@ Last Updated At 2020-12-16 09:30 EST.

&, EXPORT ANALYSIS AS PNG

Monitorees by Reporting Method (Active Records Only) Monitoree Flow Over Time (All Records)

Figure 189: Export the summary

Tip: This functionality is not available using Internet Explorer 11.
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12.3 How to View Enrollment Analytics
The analytics summary for Enrollers shows:

e Summary of enrollments made by user (“Your statistics”)
e Summary of total enrollments in the user’s assigned jurisdiction (“System Statistics”)

Only Enrollers can view this summary. To view enrollment analytics, select the “Analytics” tab
in the header. This data used in the analytics summary is updated once a day.

Sara Alert v1.160 BB Enroller Dashboard € Analivt & state1_enroller@example.com (Enroller) I 0 | @ Logout

Your Jurisdiction: USA, State 1

Dashboard

£ Enroll New Monitoree

Enrolled Monitorees

Figure 190: View enrollment analytics
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13HOW TO MANAGE SARA ALERT USERS

Administrators and Super Users are responsible for managing Sara Alert™ Users. These users
can only manage users within their assigned jurisdiction. If a local Administrator or Super
User needs assistance with managing their users, please contact the Sara Alert™ Help Desk.

The table below shows the user management capabilities available to Administrators and Super
Users:

Table 12: Availability of user account management capabilities by user role

Public
Publi Contact Adminis-| S

Capability Enroller ublic Health ontac FaEls: minis-| Super
Health Enroller Tracer trator User

Page #

View and Navigate the Admin v v

A v’ | 118
Export the User List v v 119
Edit User Account Information v v 119
View User Account Event History v v 120
Lock or Unlock User Accounts v v 121
Reset User Passwords v v 123
it Y| V|
View 2FA Configuration Status v v 124
Reset Two-Factor Device Pairing v v 124
Enable API Access v v 125

13.1 How to View and Navigate the Admin Panel

Administrator users are brought to the Admin Panel on login. Super Users access the Admin
Panel by clicking on “Admin Panel” in the navigation bar.

Sara Alertviso 2 Monitor t 26 Admin Panel €& y & user12345@test.com (SuperUser) | @ ] < API | @ Logout

Admin Pane! Your Jurisdiction: USA
© Add User | X Export All to CSV Q Search 3% Actions ¥
Id = Email Jurisdiction Role Status APl Enabled 2FA Enabled Failed Login Attempts Audit Edit O
13 epi_enroller_all@example.com USA Public Health Enroller Unlocked Yes No 0 a0 Z O
15 admin1@example.com USA Admin Unlocked No No 0 - Z O
16__analvst all@example.com LISA Analvst Unlocked No No 0 2. 2 0

Figure 191: Super Users access the Admin Panel by clicking the “Admin Panel” button
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The Admin Panel shows the list of current users in their assigned jurisdiction with the following
associated information:

e ID: Shows the unique system ID associated with the user. Jurisdictions may use this
number for the assigned user field, but there is no automatic linkage between this ID and
the “Assigned User” field in a monitoree’s record.

e Jurisdiction: Shows the complete access hierarchy for the user. Users (including

Administrators) have access to all data (specific to their role) for their jurisdiction and all

sub-jurisdictions.

Email: User’s email address

Role: User’s role. Defines which capabilities a user should have.

Status: Whether the user’s account is locked or unlocked.

API Enabled: Whether the user has access to the API

2FA Enabled: Whether the user’s account has configured their required 2-factor

authentication

e Failed Login Attempts: The number of consecutive failed login attempts since the last
successful login. The system will automatically lock a user’s account after 5 failed login
attempts.

Click on headers to sort based on that column.

Sara Alert viiso

& admini@example.com (Admin) | @ | «< APl | @ Logout

Admin Pane Your Jurisdiction: USA
© Add User Q Search % Actions ~

# Jurisdiction Role Status APl Enabled 2FA Enabled Failed Login Attempts Audit Edit O
15 admin1@example.com USA Admin Unlocked No No 0 -0 Z O
16  analyst_all@example.com USA Analyst Unlocked No No 0 S Z O
13__eni enroller all \nle.com LISA Public Health Faroller _lnlocked Ye: No 0 2 Z_0

Figure 192: Click the column header to sort that column

13.2 How to Add a New User
1) Click the “Add User” button.

Sara Alert vi.180 & admin1@example.com (Admin) | @ | < APl | @ Logout

Your Jurisdiction: USA

& Export All to CSV Q, Search ¢ Actions ~
Id = Email “ Jurisdiction Role Status APl Enabled 2FA Enabled Failed Login Attempts Audit Edit CJ
15 admin1@example.com USA Admin Unlocked No No 0 -0 Z O
16  analyst_all@example.com USA Analyst Unlocked No No 0 o0 Z O
13__eni enroller all ple.com LISA Public Health Foroller _lUnlocked Yes No 0 20 2

Figure 193: Add a new user
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2) This will open the “Add User” pop-up. Enter the new user’s email address, select their
jurisdiction and role from the drop-down lists, and toggle their API access. Click “Save” to
complete the process.

Email Address

&  Enter email address
Jurisdiction

USA
Role

Public Health Enroller

APl Access
Disabled

Figure 194: Complete new user entry

13.3 How to Export the User List

To export a list of users for your jurisdiction, click the “Export to CSV” button.

Sara Alert viis0 & admin1@example.com (Admin) | @ | < API | @ Logout

Admin Pane! Your Jurisdiction: USA
© Add User | X Export All to CSV Q Search X Actions ~
Id = Email # Jurisdiction Role Status APl Enabled 2FA Enabled Failed Login Attempts Audit Edit O
15 admini@example.com USA Admin Unlocked No No 0 > 2 O
16  analyst_all@example.com USA Analyst Unlocked No No 0 Y Z O
13__eni enraller all le.com LISA Public Health Foroller _Unlocked Yes No 0 2 Z_0

Figure 195: Export a list of users

13.4 How to Edit User Account Information
User information can be edited one record at a time on the administration panel.

1) To edit a user’s information, first click the “Edit” icon for that user.

Sara Alert vi.1a0 - admin1@example.com (Admin) | (2] ‘ < API | @ Logout

Admin Pane! Your Jurisdiction: USA

© Add User & Export All to CSV Q Search 3% Actions ~

Id = Email # Jurisdiction Role Status APl Enabled 2FA Enabled Failed Login Attempts Audit Edit )
15 admin1@example.com USA Admin Unlocked No Z O
16  analyst_all@example.com USA Analyst Unlocked No No 0 =0 Z O
13__eni enroller all lecom USA Public Health Foroller _Unlacked Yes No 0 20 @0

Figure 196: Click the “Edit” icon
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2) This will open the “Edit User” window. You can edit the user’s Email Address, Jurisdiction,
Role, Locked Status, and API access. Click “Save” to confirm your changes.

Email Address

¥ testl@example.com

Jurisdiction

USA

Role

Admin

Status

Unlocked

APl Access
Disabled

Cancel Save

Figure 197: Edit the appropriate fields and click “Save”

13.5 How to View User Account Event History (Audit)

Sara Alert allows Administrators and Super Users to view user account events that were logged
after release 1.18 on 12/17/20.

1) To view this event history, click the “Audit” button associated with that user

Sara Alert viis0 & admin1@example.com (Admin) | @ | < APl | @ Logout
Admin Pane! Your Jurisdiction: USA
© Add User | & Export All to CSV Q Search X Actions ~

Id = Email # Jurisdiction Role Status APl Enabled 2FA Enabled Failed Login Attempts Audit Edit O
15 admin1@example.com USA Admin Unlocked =0 Z O
16  analyst_all@example.com USA Analyst Unlocked 20 Z O
13__eni enroller all le.com LISA Public Health Foroller _Unlocked Yes No 0 2. 2 0

Figure 198: Click the “Audit” icon
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2) This will open the “Audit Events” window, which contains a table with three columns:

e Triggered by: Shows the username of the user who performed the action
e Action: Lists users sign-ins and edits made to a user’s account
e Timestamp: Lists the time each action occurred.

User: adminl@example.com

Triggered by Action Timestamp
adminl@example.com User Signed In 12/12/2020
11:30 EST
adminl@example.com User Signed In 12/11/2020
09:52 EST
user2 @example.com Role: Changed from “Enroller” to “Super User” 12/11/2020
09:01 EST
user2@example.com Role: Changed from “Super User” to “Enroller” 12/11/2020
08:56 EST
adminl@example.com User Signed In 12/11/2020
08:23 EST
adminl@example.com User Signed In 12/10/2020
10:04 EST
i=Show 25 v Displaying 6 out of 6 rows. Previous - Next

Figure 199: Click the “Audit” icon

13.6 How to Lock or Unlock User Accounts

Sara Alert will automatically lock a user’s account after 5 unsuccessful login attempts.

1) To manually lock or unlock a user’s account, first click the “Edit” icon for that user

Sara Alert vi.120 & admin1@example.com (Admin) | @ | < APl | ® Logout
Admin Pane Your Jurisdiction: USA
© Add User & Export All to CSV Q, Search

Id = Email # Jurisdiction Role Status APl Enabled 2FA Enabled Failed Login Attempts Audit Edit [J
15  admin1@example.com USA Admin Unlocked No Z O
16  analyst_all@example.com USA Analyst Unlocked No No 0 a0 Z O
13__eni snroller all le.com LSA Public Health Fnroller_Unlacked Yes Na 0 20 v L iml

Figure 200: Click the “Edit” icon

v1.23 Sara Alert™ User Guide
©2021 The MITRE Corporation. All rights reserved. 121 Approved for Public Release Case #20-1176



HOW TO MANAGE SARA ALERT USERS

2) Toggle the “Status” switch to lock or unlock the user’s account. Click “Save” to confirm.

Email Address

&= adminl@example.com

Jurisdiction
USA
Role

Admin

Status

Unlocked

API Access
Disabled

Cancel Save

Figure 201: Toggle the “Status” switch to lock or unlock the account

3) You can see an account’s status on the user dashboard in the “Status” column.

Sara Alert vi.120 & admin1@example.com (Admin) | @ ‘ < APl | @ Logout

Admin Pane! Your Jurisdiction: USA

© Add User I X Export All to CSV Q Search 3% Actions ~
Id = Email # Jurisdiction Role APl Enabled 2FA Enabled Failed Login Attempts Audit Edit [J
15 admin1@example.com USA Admin Unlocked No No 0 a0 Zz 0O
16  analyst_all@example.com USA Analyst Unlocked No No 0 a0 2 O
13__eni enroller all com LISA Public Health Fnroller _Unlocked Yes No 0 20 [

Figure 202: The “Status” column shows if a user’s account is locked or unlocked

4) Users will be unable to log in to a locked account.

7 Sara Alert m

L \ Secure monitoring and reporting for public health

Log In

Invalid Email or password.

Email

Password

Figure 203: Users cannot log in to a locked account
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13.7 How to Reset User Passwords

User passwords can be reset multiple accounts at a time. If you click the select box in the menu
header, you can reset passwords for all accounts visible on that page (not all accounts in the

system).

1) Sara Alert™ handles password reset requests via email. If one or more of your users requests a
password reset, first select the user(s) by clicking the box in the far right column.

Admin Panel diction: USA
© Add User & Export All to CSV Q, Search
Id = Email “ Jurisdiction Role Status APl Enabled 2FA Enabled Failed Login Attempts Au
15  admin1@example.com USA Admin Unlocked No No 0 -0
16 analyst_all@example.com USA Analyst Unlocked No No 0 a0 Zz O
13__epi enroller all® le.com USA Public Health Enroller _Unlocked Yes No 0 20 7 0

Figure 204: Select the user by clicking the box in the far-right column

2) Clicking the checkbox in the column header will select all rows in the current view on the

page (not all rows in the full table).

Admin Pane
© Add User & Export All to CSV
Id = Email * Jurisdiction
15 admin1@example.com USA
16 analyst_all@example.com USA

4 : m m LISA

Role Status APl Enabled 2FA Enabled Failed Login Attempts ~ Audit Edi

Admin Unlocked No No 0 F S r.4
Analyst Unlocked No No 0 -0 r.4
Buhlic Hoalsh £ Lnlackad V. AL o o @ _m

Q, Search

Figure 205: Select all users in the view by clicking the checkbox in the column header

3) Click the “Actions” button and from the drop-down menu, click “Reset Password.”

Admin Pane!
© Add User & Export All to CSV
Id < Email # Jurisdiction
15 admin1@example.com USA
16  analyst_all@example.com USA
13 epi_enroller_all@example.com USA

Role Status
Admin

Analyst

Public Health Enroller Unlocked

Unlocked

Unlocked

Your Jurisdiction: USA

Q Search

AP 'O Reset Password
No| P Reset 2FA

No No 0 2 @
Yes No 0 0 @

Figure 206: Select “Reset Password” from the “Actions” drop-down menu

4) The user will receive an email with a temporary password. On their next login, they will be

prompted to change their password.

NOTE: Temporary passwords expire after 72 hours (and will need to be reissued via another

password reset)

©2021 The MITRE Corporation. All rights reserved.
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13.8 How to Manage Two-factor Authentication (2FA)

2FA is a requirement for all Sara Alert™ users (not including monitorees) to help maintain the
tool’s security. If you click the select box in the menu header, you can reset 2FA for all accounts
visible on that page (not all accounts in the system).

13.9 How to View Status of 2FA Configuration

The “2FA Enabled” column shows whether a user has configured their required 2FA. If a user
has not configured 2FA, they will be prompted to do so on their next login.

Sara Alert via0 & admin1@example.com (Admin) | @ | < API | @ Logout

Admin Pane
© Add User & Export All to CSV
Id = Email “ Jurisdiction
15 admin1@example.com USA
16  analyst_all@example.com USA

13__eni enroller all@examole.com LISA

Role Status
Admin Unlocked
Analyst Unlocked

Public Health Fnroller _Unlacked

Your Jurisdiction: USA

3% Actions ¥

APl Enabled 2FA Enabled Failed Login Attempts Audit Edit [

No
No

Yes

No
No

No

0
0
0

@ Z O
e @
20 2

Figure 207: The Administrator Dashboard shows a user’s 2FA configuration status

13.10 How to Reset Two-Factor Device Pairing

If a user wishes to reset the phone number associated with their Sara Alert™ account (i.e.,
change the phone that will receive the 7-digit 2FA token), they should notify their jurisdiction’s

local Administrator or Super User.

1) Select one or more user accounts by clicking the checkbox in the rightmost column.

2) Click “Actions” and select “Reset 2FA” from the drop-down menu

Once reset, the user’s “Configured 2-Factor Auth” status will change to “No” and the user will

be prompted to register for 2FA on their next login attempt

Admin Pane!
© Add User & Export All to CSV
Id = Email #+ Jurisdiction
15 admin1@example.com USA
16 analyst_all@example.com USA
13 epi_enroller_all@example.com USA

Figure 208: Reset a user’s 2FA pairing

©2021 The MITRE Corporation. All rights reserved.
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Your Jurisdiction: USA

Role Status i in Attemp 'O Reset Password
Admin Unlocke & Reset 2FA

Analyst Unlocked
Public Health Enroller Unlocked
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13.11 How to Enable API Access

Administrator users can provide API access to specific users in their jurisdiction if they have
been approved to do so by the system administrators. For more information on how to gain
access to the API, see SMART on FHIR API on page 4.

1) To enable API access, first click the “Edit” icon for that user

Sara Alert vi.120 & admini@example.com (Admin) | @ | < APl | @ Logout

Admin Pane Your Jurisdiction: USA

© Add User & Export All to CSV Q, Search 3% Actions ~
Id = Email # Jurisdiction Role Status APl Enabled 2FA Enabled Failed Login Attempts Audit Edit O
15 admin1@example.com USA Admin Unlocked No 2 O
16  analyst_all@example.com USA Analyst Unlocked No No 0 =0 Z O
13__eni enroller all le com LISA Public Health Fnroller _linlacked Yes No 0 2. @2 0O

Figure 209: Click the “Edit” icon

2) In the Edit User window, toggle the API Access switch to enable or disable access.

Email Address

= adminl@example.com

Jurisdiction
USA
Role

Admin

Status

Unlocked

APl Access
Disabled

Cancel Save

Figure 210: Toggle “API Access” to enable or disable access
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Public Health Enroller, Contact Tracer, or Super User for public

HOW MONITOREES REPORT TO SARA ALERT

14 HOW MONITOREES REPORT TO SARA ALERT

Monitorees are individuals who have been enrolled by a trusted Enroller,

Tip:

health monitoring. Monitorees in the exposure and isolation workflow
will receive messages during the monitoring period for as long as they are

eligible.

See the Quick Start

Guide for Preferred
Reporting Method

Monitorees do not have Sara Alert™ accounts (e.g., no username and password); while being
actively monitored, each monitoree or Head of Household reporter will be sent a daily
notification to submit a symptom report that is linked to their record(s).

14.1 Monitoree Message Summary by Reporting Method

Below is a summary of messages sent to monitorees that are eligible to receive notifications from
the system during their preferred contact time by the selected reporting method. Records with
“unknown” or “opt-out” do not receive messages so are not included in the summary.

Table 13. Summary of Messages Sent to Eligible Monitorees By Reporting

Welcome message!

E-mailed Web Link

Sent immediately
following enrollment;
includes weblink for
daily report.

SMS-Texted Weblink

Sent immediately
following enrollment;
includes monitoree initials
and age, as well as a link
to the Sara Alert
website/privacy policy.

SMS Text message

Sent immediately
following enrollment;
includes monitoree initials
and age, as well as a link
to the Sara Alert
website/privacy policy.

Method
Telephone Call

No welcome message
sent

Initial Daily
Report Timing

Sent with Welcome
Message

Day after enrollment
during Preferred Contact
Time

Day after enrollment
during Preferred Contact
Time

During first Preferred
Contact Time after
enrollment (can be day
of enrollment)

Reminder
Message sent if no
response?

No, one daily request
sent

No, one daily request
sent?

No, one daily request sent?

Yes, up to once/hour
during preferred
contact time

How long does the
monitoree have to

No limit. Monitorees
can report using their

No limit. Monitorees can
report using their weblink

18 hours from when the

N/A (monitorees must
answer the phone call

submit their weblink at any time. at any time. textls sent. to report)
report?
. Sent if a monitoree is on
When is th - . o o
« € . > t € the Asymptomatic line No “Monitoring No “Monitoring No “Monitoring
Monitoring e , . i,
Complete” list (in the Exposure | Complete” text message | Complete” text message |(Complete” message for

message sent?

workflow) when the
monitoring period ends

for these monitorees®

for these monitorees®

these monitorees®

L If the Preferred Reporting Method is initially set to “Unknown” or “Opt-Out” and later updated, the monitoree will not
receive a welcome message from the system.

2 The system will make multiple attempts to reach the monitoree if the messages are not successfully delivered by the

carrier, but the monitoree will only see one text from the system per day.

3 If a monitoree has an email address in the system but reports via another contact method, they will receive a “monitoring
complete” email if they are on the Asymptomatic line list (in the Exposure workflow) when the monitoring period ends
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Daily Report
Format

HOW MONITOREES REPORT TO SARA ALERT

E-mailed Web Link

List of yes/no questions

for each symptom

SMS-Texted Weblink

List of yes/no questions

for each symptom

SMS Text message

Single yes/no question for

all symptoms

Single yes/no question

Telephone Call

for all symptoms

Daily Message
Format (Single
Monitoree)

Email with single

weblink to symptom

report

A single text that
identifies the monitoree
by initials and age and
includes the weblink to

report

Text message with single
yes/no response for all
symptoms listed

Phone call with single
yes/no response for all
symptoms listed

Daily Message

Single email with

weblinks for each active

One text for each active
household member. Each
text identifies the

Single text message with

Single phone call with

Forma}t household member household member by single yes/no response for|single yes/no questlon
(Reporting s s all symptoms listed for all for all active
(denoted by initialsand| initials and age and .
Household) . . active household members| household members
age) includes the weblink to
report for that member
What does a Report highlighted in red, Report highlighted in

symptomatic
report look like?
(Single Monitoree)

Specific symptoms

shown. See page 23 for

more details

Specific symptoms
shown. See page 23 for
more details

but specific symptoms
unavailable. See page 24
for more details

red, but specific
symptoms unavailable.
See page 24 for more

What does a
symptomatic
report look like?
(Reporting
Household)

Specific symptoms
shown for each

monitoree in household.
See page 23 for more

details

Specific symptoms shown
for each monitoree in
household. See page 23
for more details

details
Report highlighted for all | Report highlighted for
household members. all household

Specific symptoms and
specific household
member that has
symptoms unavailable.
See page 24 for more
details

members. Specific
symptoms and specific
household member that
has symptoms
unavailable. See page
24 for more details

14.2 Summary of Messages Sent to Monitorees

14.2.1 Language

The language of the monitoree daily reports is determined by the “Primary Language” field
which can be set on import, in the enrollment wizard, or by editing the “Identification” section of
a record’s Monitoree Details. Languages that are not fully supported are designated with a *. If a
language is selected that is currently not supported, the system will send notifications in English.
If the language is partially supported, a message will appear on enrollment with more details.

14.2.2 Daily Symptom Report Notification Eligibility

Every day, the system will send a notification via the monitoree’s preferred reporting method
during their monitoring period if eligible.

NOTE: A monitoree who is in a household but is not the

Head of Household will never receive messages from Sara
Alert. The Head of Household will receive messages for that

from the U.S.

monitoree via the Head of Household’s preferred reporting

method.

©2021 The MITRE Corporation. All rights reserved.
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To determine if a monitoree is eligible to receive daily notifications, view the notification icon
on the dashboard (see page 61) or open the monitoree’s record and scroll to the “Reports”
section. This section contains the information needed to assess a monitoree’s notification

eligibility.
Reports / I I

Exposure Workflow: non-reporting | Notification status is YR

+ Add New Report v Mark All As Reviewed &/ Log Manual Contact Attempt

Needs Review @ Reporter

Q Search

1l Pause Notifications

Actions D Created At

No d%¥ available in table.

i=Show 10 v Displaying 0 out of O rows.

END OF MONITORING @

2020-09-15 \

Figure 211: Eligibility to receive notifications in monitoree details

SYMPTOM ONSET @ O3 LAST DATE OF EXPOSURE @

&= mm/dd/yyyy & mm/dd/yyyy

[J CONTINUOUS EXPOSURE @

The following flowcharts can be used to identify if the system is
expected to send the monitoree a notification on a specific day.

Crmmrormes)

see eligibility
——DON'T KNO criteria flowchart
for monitorees
v

Tip: See the Quick Start Guide
for Monitoree Notifications
for notification eligibility
checklists by monitoree type
and workflow.

Is the HOH eligitle
to recelve
notifications
based on their
critera?

HOH Eligible for
Notifications
v

YES—

HOH Eligible for
Notifications

X

Are all household members In the
exposure workflow AND past their

Closed Une Ust?

X monitoring period ?
I
NO
\
HOH Eligible for
Notifications YE Do any household members have
v Continuous Exposure toggled on?
|
NO
v
HOH Not Eligible for HOH Eligible for
Notifications Are 3ll household members on the il Notifications

v

Figure 212: Guide to Determine Daily Notification Eligibility for Monitorees Who Are A Head of
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(" open monoreerecora )
v

Mot Eligible I= monitaree the Is monitoree in 2
0— 4—YE5——
Head of Housshold? Household?

| MO

Y:S ‘

I=s Hfaa.n:l of Huus:e.hnnld What iz the manitores’s Unknown, Not Eligibile
eligible to receive DN T . — Opt-Out, "
o0— N - = preferred reporting method?
notifications bazed on KMOW or blank

their own criteria?

See eligibility
criteria flowchart
for HOH

Emailed Web-link, 5M5 Texted Weblink,

Eligible E Telephone Call, or SMS text message
v v
Mot Eligible
w YES—— Are notifications PAUSED*?

MO YES
v I
Is monitoree in the Exposure Has the End of
Workflow? —YES 4= Monitoring Date
paszed?
NID

v

Mot Eligible
x E5S__ Iz the record closed? 4 N

|
NO

v

Eligible .
HECKED W'I'!at iz the SE:E‘LIS_IJ'I:
v Continuous monitoring?

|
UMCHECKED

Mot Eligible Has El sym!:ltnm report hn.een
[ E5—— submitted by either the monitoree or
& uszer in the past day?
|
NO

v

MNot Ejlicgihle YES— Has the sllls.tem already sent a MO
reminder today?

*4& user cannot Pause/Resume notifications or modify Continuous Exposure for records on the Closad line list

Figure 213. Guide to Determine Daily Notification Eligibility for Monitorees
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14.2.3 Welcome Message from Sara Alert™ (Email and SMS only)

It is important to coordinate the timing of system welcome messages with monitorees so that
they know the message is legitimate.

Emailed Weblink: Monitorees who select “E-mailed Web Link” as the preferred
reporting method at the time of enrollment will receive an initial welcome notification
from the system immediately after enrollment is completed through the user interface or
import. The email welcome message provides a link for the monitoree to submit their
daily report.

SMS Texted Weblink: Monitorees who select “SMS Texted Weblink™ as the preferred
reporting method at the time of enrollment will receive an initial welcome notification
from the system immediately after enrollment is completed through the user interface or
import. The SMS texted weblink welcome message provides the monitoree’s initials and
age, as well as a link to the Sara Alert website/privacy policy.

SMS Text-message: Monitorees who select “SMS Text-message” as the preferred
reporting method at the time of enrollment will receive an initial welcome notification
from the system immediately after enrollment is completed through the user interface or
import. The SMS welcome message does not prompt monitorees for a symptom report
Telephone Call: Monitorees who selected Telephone Call as the preferred method will
not receive a specific welcome call.

Households (Email or SMS Weblink): If a user enrolls a household in Sara Alert, the
welcome message will only include a symptom report weblink for the Head of
Household. A subsequent message will be sent at the HoH’s preferred contact time with
reports for all enrolled household members.

NOTE: If the preferred reporting method is initially set to “Unknown”, “Opt-Out”, or
“Telephone Call” and later updated to Email or SMS Messages (weblink or text), the
monitoree will not receive a welcome message from the system.

14.2.4 Daily Symptom Report Message Timing (Email, SMS, and Phone)

Daily Symptom Report messages allow for monitorees and Head of Household reporters to
submit symptom reports to Sara Alert™. It is important to set daily reporting expectations with
monitorees to ensure compliance with local reporting requirements. If a user DOES NOT
specify a preferred contact time (i.e., if “Preferred Contact Time” is blank), the system sends
daily text or phone requests during the “Afternoon” contact times until otherwise specified.

SMS Messages (web-link or text): Daily symptom report messages will be sent once a
day starting with the first preferred contact time period on the day after enroliment.

o EXAMPLE: If a monitoree is enrolled at 4 pm EST on June 1, but their preferred
contact time is morning, they will receive a welcome message at 4 pm EST on June 1,
and then daily symptom report messages every day they are eligible between 8 am —
noon EST starting on June 2.

o EXAMPLE: If a monitoree is enrolled at 4 pm EST on June 1, but their preferred
contact time is evening, they will receive a welcome message at 4 pm EST on June 1,
and then daily symptom report messages every day they are eligible between 4 pm —
8 pm EST starting on June 2.
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o NOTE: For SMS Text Message, if the monitoree does not respond to their daily
report after 18 hours, the system will log a failed contact attempt in the record
History. This does not represent a second attempt to contact the user. See page 27.

Email: The initial symptom report will be sent as part of the welcome message with
subsequent daily reports sent at the monitoree’s preferred contact time.

Telephone Call: If enrollment occurs during the monitoree’s preferred contact time, the
system will send daily report messages every day starting at time of enrollment. If
enrollment occurs outside of the monitoree’s preferred contact time, the system will send
out daily report messages every day starting during the next preferred contact time
period.

o EXAMPLE: If a monitoree is enrolled at 4 pm EST on June 1, but their preferred
contact time is morning, they will receive daily symptom report messages every day
they are eligible between 8 am — noon EST starting on June 2.

o EXAMPLE: If a monitoree is enrolled at 4 pm EST on June 1, but their preferred
contact time is evening, they will receive daily symptom report messages every day
they are eligible between 4 pm- 8 pm starting on June 1.

14.2.4.1 Monitoree Time Zone

The “Preferred Contact Time” field is relative to a monitoree’s time zone. The monitoree’s time
zone is determined by the following Monitoree Address fields:

If the monitoree has a “State” entered in the “Address at Destination in USA Where
Monitored” section, the monitoree’s time zone is set to that state capital’s time zone.

If the above field is blank, the “State” entered in the “Home Address Within USA” tab is
used. The monitoree’s time zone is set to that state capital’s time zone.

If both of the above “State” fields are blank, US Eastern Time is used.

14.2.5 Daily Symptom Report Reminder Messages by Preferred Reporting

Method (Telephone Call Only)

Daily symptom report reminders are sent to monitorees or heads of households where Telephone
Call is selected improve reporting response rate.

Telephone Call: Reminder calls are sent to monitorees once an hour during their
preferred contact period until a valid response is logged by the system that day; the
monitoree may receive up to 4 call attempts during their preferred reporting method if
they do not respond.

o If the system does not understand the monitoree or the monitoree responds using
different words than “Yes” or “No”, the prompt will be repeated a few times to
attempt to collect a valid response before disconnecting. In this scenario, the
monitoree will be considered “non-reporting”.

Email or SMS Messages (web-link or text): No reminder messages are sent to
monitorees who prefer email or SMS if they do not respond to the daily email within a set
period of time; monitorees will receive one message from the system approximately
every 24 hours.
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14.2.6 Monitoring Complete Message (Email Only)

A message indicating that a monitoree has completed monitoring is sent if the monitoree is on
the asymptomatic line list at the end of the monitoring period. This message is currently only
sent to monitorees who have an email address entered in Sara Alert.

14.2.7 Invalid Responses (Telephone Call and SMS-Text Message)

For monitorees who report via Telephone Call or SMS Text Message there are only two valid
responses to their daily report:

e “YES” (or Primary Language equivalent) indicates the presence of any listed symptoms
in any household members (if applicable)

e “NO” (or Primary Language equivalent) indicates the absence of all listed symptoms in
all household members (if applicable)

For text messages, the responses are not case-sensitive. The system will not allow any other
responses. Sara Alert™ handles invalid responses differently depending on the contact method:

e For Telephone Call: The automated voice will explain that the monitoree’s answer was
not understood and prompt them to try again

e For SMS Text-Messages: The system will reply with a text that says “I’m sorry, I didn’t
quite get that. Please reply with “Yes’ or ‘No.””” The monitoree must then submit a
correct response within one hour for that day’s report to be logged. If a reply is
submitted more than one hour after the message is sent, it will not be recorded by the
system.

After four incorrect responses in a single contact attempt, the system will respond with the
following message:

“I'm sorry, you've reached the maximum number of response attempts. If you are
experiencing a medical emergency, please call 911"

At this point the monitoree will not be able to submit a symptom report until their next day of
monitoring. The History section will record the details:

Sara Alert System, 6 hours ago (2020-12-09 08:28 EST) Contact Attempt

The system could not record a response because the monitoree exceeded the maximum number of daily report SMS response retries via
primary telephone number +15555555555

Figure 214: The failed contact attempt will appear in the History section

14.2.8 Monitoree SMS Opt-Out (SMS-Text Message and SMS Texted
Weblink)

At any time, monitorees can opt-out of Sara Alert’s automated symptom monitoring text
messages by replying to one of their daily SMS-Text Message or SMS Texted Weblink symptom
report requests with “Stop” (not case sensitive). If a monitoree does this, the system will no
longer be able to send SMS-Text Messages or SMS Texted Weblinks to that phone number until
that phone texts “Start” to the Sara Alert phone number.

NOTE: Monitorees can still be contacted via Telephone Call using the same phone number
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In the event a monitoree opts out of Sara Alert in this way, the History section will record when
the monitoree texted “Stop” to block the system from sending messages:

Sara Alert System, 4 hours ago (2020-12-09 10:34 EST)

The system will no longer be able to send an SMS to this monitoree +15555555555 because the monitoree blocked communications
with Sara Alert by sending a STOP keyword to [Sara Alert Phone Number]

Figure 215: The History section will show that the monitoree texted “Stop”

A blocked number will also be indicated in the Monitoree Details section of the monitoree’s
record. The text “SMS Blocked” will appear next to the blocked phone number and the preferred
contact method will be displayed in red if an SMS-based method is selected.

Monitoree Details (edit details)

John Q Public m Assigned Jurisdiction: USA, State 1
Assigned User: --

IDENTIFICATION CONTACT INFORMATION

DOB: 06/15/1940 Birth Sex: Male Phone: 555-555-5555 SMS Blocked @

Age: 80 Gender Identity: Male (Identifies as male) Prefarred Contact Time: Afternoon

Language: English Sexual Orientation: -- Primary Telephone Type: --

State/Local ID: -- Race: American Indian or Alaska Native Email: johngpublic@gmail.com

€oC 1D: - Ethnicity: -- Preferred Reporting Method: SMS Text-message @

NNDSS ID: -- Nationality: American

Vv Show address, travel, exposure, and case information

Figure 216: The History section will show that the monitoree texted “Stop”

When enrolling or updating a record, including after import, the system will display a warning if
you enter a phone number that has blocked text messages from Sara Alert.

Monitoree Contact Information

PREFERRED REPORTING METHOD PREFERRED CONTACT TIME @
SMS Text-message v | Morning v
Morning:

Afternoon:
Evening:

PRIMARY TELEPHONE NUMBER *

555-555-5555 SMS Blocked @

* Warning: SMS-based reporting selected and this phone number has blocked SMS
communications with Sara Alert. @

Figure 217: The Enrollment Wizard will show a warning if you enter a phone number that has
blocked Sara Alert

The history section will document the inability to text the monitoree each day.

Sara Alert System, 1 hour ago (2020-12-12 12:00 EST) Contact Attempt

The system was unable to send an SMS to this monitoree +15555555555 because monitoree blocked Sara Alert.

Figure 218: The History section will document failed attempts to text this monitoree
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If the monitoree subsequently allows texts from Sara Alert by texting “Start”, this will be
documented.

Sara Alert System, 1 day ago (2020-12-11 12:15 EST)
The system will now be able to send an SMS to this monitoree 415555555555 because the monitoree re-enabled communications with Sara Alert by sending a START keyword to

[Sara Alert phone number].

Figure 219: The History section will document the monitoree texting “Start” to re-enable texts
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14.3 Submitting Daily Reports to Sara Alert™ (Monitoree Self-
Report Screenshots)

Monitorees should be informed what trusted phone number or email
sender to expect the daily report messages to come from. To reduce
the chance of any successful spoofing attempts, monitorees should

be reminded that Sara Alert™ messages will only ask if a monitoree

Tip: See the Quick Start Guide
for Helping Monitorees
with Daily Reports

(and any household members) are or are not experiencing symptoms

and related questions added by jurisdictions. Sara Alert™ will never ask for other sensitive
information, including social security number, account numbers, passwords, or security question
responses.

NOTE: Sara Alert™ current supports sending notifications to monitorees in multiple languages
(see page 15).

14.3.1 E-mailed Web Link

Monitorees who report via E-Mailed Web Link will receive a daily email formatted as shown
below. Heads of Households will receive a separate daily text for each active monitoree. The
monitoree’s age and initials will appear at the end of each weblink as well as at the top of the
Daily Report.

Email notifications will always come from the same email address. The trusted email address is
shared with jurisdictions at the time of onboarding.

NOTE: Exact formatting may vary depending on the email client the monitoree uses.

[EXT) Sara Alert Report Reminder

Sl9| -
0 notifications@saraalert.org 2

To 10/6/202
etention Policy MITRE Default (3 years 023

i) It there are problems with how this message is displayed, click here to view it in a web browser.

[EXT] Sara Alert Report Reminder

Sl G|
° notifications@saraalert.org ¥

AITRE D« 3 years] Expire:

() 1 there are problems with how this message is displayed, click here to view it in a web browser.
™

_// Sara Alert

Secure monitoring and reporting for public health

4 Sara AIert

sre monitoring and reporting for public
—4

Dear DT-120,

Thank you for participating in the Sara Alert monitoring program, please fill out your
daily report using the link below.

Thank you for participating in the Sara Alert monitoring program,
daily report using the link below.

Dear MM-40,

Thank you for participating in the Sara Alert monitoring program, please fill out your
daily report using the link below.

Dear AT-40,

Daily Report

Figure 220: Example daily symptom request emails sent to monitorees
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1) Monitorees click on the symptom report link to open their daily report:

— mm wrm w mm = W

A \ Secure monitoring and reporting for public health

Dear MM-40,

Thank you for participating in the Sara Alert monitoring program, please fill out your
daily report using the link below.

Daily Report

Do not reply to this email, forward this email, or share this link. This message was automatically
TS A v 2 4 L R

Figure 221: Example daily symptom request emails sent to monitorees

2) The monitoree’s daily report will open in a browser window. The monitoree can then indicate
symptoms by checking the corresponding boxes. If a monitoree is not symptomatic, they can
indicate this by either:

e Checking the “I am not experiencing any symptoms” box and clicking “Submit”.

o Ifthe “T am not experiencing any symptoms” box has been checked, all other
symptom boxes will become uncheckable.

o If a symptom has been indicated, the “I am not experiencing any symptoms” box
becomes uncheckable

e Leaving all symptom boxes unchecked and clicking “Submit”

NOTE: The exact appearance of the symptom report will differ depending on the monitoree’s
internet browser.

c 2 mps 5| Search.. 0~

@ sana Alent < | e
File Edit View Favorites Tools Help

Sara Alertviiso

Daily Self-Report (MM-40)
Please select all symptoms which you are experiencing.

[IChills

[]Congestion or Runny Nose
["ICough

[ Diarrhea

[ | Difficulty Breathing

(| Fatigue

[Fever Feeling feverish or have a measured temperature at or above 100.4°F/38°C
[IHeadache

["IMuscle Pain

[“Nausea Or Vomiting

["]New Loss of Smell

[_INew Loss of Taste
[_Repeated Shaking with Chills

["]Shortness of Breath
["]Sore Throat

[]Used A Fever Reducer In the past 24 hours, have you us
fevers?

[_11am not experiencing any symptoms

R

®16% ~

Figure 222: Example daily symptom request emails sent to monitorees
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3) After submitting their report, the monitoree will be shown a message confirming their report
was completed. The exact content may differ between jurisdictions.

Sara Alert 1160

Daily Self-Report
Thank You For Completing Your Self Report

« If you did not report any symptoms, please continue to follow the recommendations
provided by your local health department.

« If you reported any symptoms, your local health department will be reaching out soon. If
you have any immediate concerns, please contact your medical provider or local health
department. Avoid close contact with other people and stay at home.

« If you are experiencing a medical emergency, please call 911 and let them know you are
being monitored by the health department.

Figure 223: Confirmation message

14.3.2 SMS Texted Weblink

Monitorees who report via SMS Texted Weblink will receive daily text messages as shown
below. Heads of Households will receive a separate daily text for each active monitoree. The
monitoree’s age and initials will appear at the end of each weblink as well as at the top of the
Daily Report.

NOTE: Exact formatting may vary depending on the phone the monitoree uses.

12:38 ol T @) 12:38 al T @)

© O © O
Tuesday 12:00 PM Tuesday 12:00 PM

Please complete the Sara Alert Please complete the Sara Alert

Daily Report for ST-101: https:// Daily Report for ST-101: https://

[ : « .

2 ) ] K

ST101 ST101

Please complete the Sara Alert
Daily Report for HT-0: https://

/

HTO

Q9 @ (o 2 )
P ODe 2O P ODc 20

Figure 224: Example daily symptom request text messages sent to monitorees
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1) Monitorees click on the symptom report link to open their daily report:

12:38 all F =)

<@ 9

Tuesday 12:00 PM

Please complete the Sz

Figure 225: Symptom report link within the text

2) The monitoree’s daily report will open in a browser window. The monitoree can then indicate
symptoms by checking the corresponding boxes. If a monitoree is not symptomatic, they can
indicate this by either:

e Checking the “I am not experiencing any symptoms” box and clicking “Submit”.

o Ifthe “I am not experiencing any symptoms” box has been checked, all other
symptom boxes will become uncheckable.

o If a symptom has been indicated, the “I am not experiencing any symptoms” box
becomes uncheckable

e Leaving all symptom boxes unchecked and clicking “Submit”

NOTE: The exact appearance of the symptom report will differ depending on the monitoree’s
phone and internet browser. In most cases, monitorees will need to scroll down to access the full
symptom list and Submit button.

2:22 R
< Messages * T

AA

Sara Alert visso

Daily Self-Report (ST-101)

Please select all symptoms which you are
experiencing.

O chills

(O Congestion or Runny Nose
() Cough

(O Diarrhea

() Difficulty Breathing

() Fatigue

(O Fever Feeling feverish or have a
measured temperature at or above
100.4°F/38°C

() Headache

G
B

Figure 226: Example daily self-report for someone reporting via SMS Web Link
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3) After submitting their report, the monitoree will be shown a message confirming their report
was completed. The exact content may differ between jurisdictions.

3:27 al T

L)

AA & ‘ ¢

Sara Alert vii6.0

Daily Self-Report

Thank You For Completing Your Self
Report

« If you did not report any symptoms,
please continue to follow the
recommendations provided by your local
health department.

« If you reported any symptoms, your
local health department will be reaching
out soon. If you have any immediate
concerns, please contact your medical
provider or local health department.
Avoid close contact with other people
and stay at home.

h m

Figure 227: SMS Web Link confirmation message

14.3.3 SMS-Text Message

Monitorees who report via SMS Text Message will receive daily text messages as shown below.
Heads of Households will receive a single text for all monitorees in their household.

NOTE: Exact formatting may vary depending on the phone the monitoree uses.

wi’ 3:56 PM $ 77% -
Wed, Sep 30, 8:01 AM Wed, Sep 23, 8:00 AM

This is the Sara Alert daily report for:
JP-19. Is this person experiencing
any of the following symptoms:
Cough, Difficulty Breathing, New
Loss of Smell, New Loss of Taste,
Shortness of Breath, Fever, Chills,
Repeated Shaking with Chills, Muscle
Pain, Headache, Sore Throat, Nausea
Or Vomiting, Diarrhea, Fatigue,
Congestion or Runny Nose,
Please reply with "Yes" or "No"

(O )
O®00 -

This is the Sara Alert daily report for:
LP-17, JP-19, SS-0. Are any of these
people experiencing any of the
following symptoms: Cough,
Difficulty Breathing, New Loss of
Smell, New Loss of Taste, Shortness
of Breath, Fever, Chills, Repeated
Shaking with Chills, Muscle Pain,
Headache, Sore Throat, Nausea Or
Vomiting, Diarrhea, Fatigue,
Congestion or Runny Nose,
Please reply with "Yes" or "No"

(O A)
000 -

Figure 228: Example daily symptom request text messages sent to monitorees
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<o 0

Wed, Sep 30, 8:01 AM

This is the Sara Alert daily report for:
JP-19. Is this person experiencing
any of the following symptoms:
Cough, Difficulty Breathing, New
Loss of Smell, New Loss of Taste,
Shortness of Breath, Fever, Chills,
Repeated Shaking with Chills, Muscle
Pain, Headache, Sore Throat, Nausea
Or Vomiting, Diarrhea, Fatigue,
Congestion or Runny Nose,

Please reply with "Yes" or "No"

* 77% -

1) Monitorees respond directly to the message with either “Yes” or “No.”

il 3:556 PM ¥ 77% mm)
<@ oy ®

Wed, Sep 23, 8:00 AM

This is the Sara Alert daily report for:
LP-17, JP-19, SS-0. Are any of these
people experiencing any of the
following symptoms: Cough,
Difficulty Breathing, New Loss of
Smell, New Loss of Taste, Shortness
of Breath, Fever, Chills, Repeated
Shaking with Chills, Muscle Pain,
Headache, Sore Throat, Nausea Or
Vomiting, Diarrhea, Fatigue,
Congestion or Runny Nose,

Please reply with "Yes" or "No"

Wed, Sep 23, 11:24 AM

Thank you for completing your daily
report!

Thank you for completing your daily

o report!
(o | A) (1)
o000 -

Figure 229: Valid responses to SMS-Text self reports

2) If a monitoree gives an invalid response, they will be prompted again:

w' 3:55 PM R 77% =)
<@ 0 ®

Wed, Sep 16, 8:00 AM

This is the Sara Alert daily report for:
LP-17, JP-19. Are any of these people
experiencing any of the following
symptoms: Cough, Difficulty
Breathing, New Loss of Smell, New
Loss of Taste, Shortness of Breath,
Fever, Chills, Repeated Shaking with
Chills, Muscle Pain, Headache, Sore
Throat, Nausea Or Vomiting,
Diarrhea, Fatigue, Congestion or
Runny Nose,

Please reply with "Yes" or "No"

Wed, Sep 16, 10:25 AM

I'm sorry, | didn't quite get that.
Please reply with "Yes" or "No"

Thank you for completing your daily
report!

Thu, Sep 17, 8:00 AM

Figure 230: Invalid responses prompt a follow-up
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3) If the monitoree continues to provide invalid responses and reaches the maximum number of
daily report SMS response retries (4 attempts), the system will inform them they were unable to
record a response.

< o

B LE T 120 Pt L e T

If you have any questions,
please contact your local health
department.

/." e,

4

I'm sorry, | didn't quite get that.
Please reply with "Yes" or "No".
If you have any questions,

please contact your local health

department.
Test test test |

I'm sorry, | didn't quite get that.
Please reply with "Yes" or "No".
If you have any questions,

please contact your local health

department.
Test test

I'm sorry, you have reached the
maximum number of response
attempts. If you are experiencing
a medical emergency, please call
o1

o ) @
Figure 231: System notes if the monitoree reaches the maximum number of invalid retries

14.3.4 Telephone Call

Monitorees who report via Telephone Call will engage in a conversation with “Sara” an
automated operator. “Sara” will first introduce herself and identify the, monitorees by initials and
age:

“Hello, this is Sara, the automated public health assistant calling for your daily report.

This is the report for:" [The voice will then list out the monitoree initials and ages]

e Single reporter (example): “Hello, this is Sara, the automated public health
assistant calling for your daily report. This is the report for: AB, age 29”

e Household (example): “Hello, this is Sara, the automated public health
assistant calling for your daily report. This is the report for: AB, age 29; JB, age
227

“Sara” will then list off the symptoms from the case definition:
“Is this person [or, for households, “Are any of these people”] experiencing any of the
following symptoms: chills, congestion or runny nose, cough, diarrhea, difficulty

v1.23 Sara Alert™ User Guide

©2021 The MITRE Corporation. All rights reserved. 141 Approved for Public Release Case #20-1176



HOW MONITOREES REPORT TO SARA ALERT

breathing, fatigue, fever, headache, muscle pain, nausea or vomiting, new loss of smell,
new loss of taste, repeated shaking with chills, shortness of breath, sore throat

After “Sara” has completed listing the symptoms, she will say:

iR}

“Please reply with ‘Yes’ or ‘No
At this point the monitoree should respond with either:

e “Yes”—indicating the presence of ANY symptoms that were listed in ANY of the
individuals who are being monitored

e “No”—indicating the absence of ALL symptoms in ALL individuals being monitored

If the monitoree responds with “Yes” or “No”, “Sara” will reply with:

)

“Thank you for completing your daily report! Goodbye.’

If the monitoree gives any other response, “Sara” will prompt the monitoree for another
response:

’

“I'm sorry, I didn’t quite get that. Let’s try again.’

After four incorrect responses in a single contact attempt, the system will respond with the
following message:

“I’'m sorry, you 've reached the maximum number of response attempts. If you are
experiencing a medical emergency, please call 911"

At this point the monitoree will not be able to submit a symptom report until their next day of
monitoring.
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Appendix A Advanced Filter Fields and Descriptions

Table A-1. Advanced Filter Fields and Descriptions

Filter Name

Description

Filter Logic

Candidate to
Reduce Quarantine
after 10 Days

Boolean
(True/False)

Set to “True” to show all records that meet CDC
criteria to end quarantine after Day 10 (based on
last date of exposure)

True Criteria: Record is/was on
asymptomatic line list AND submitted
an asymptomatic report on any date in
the eligibility date range

Eligibility date range: ([Current Date]
> [Last Date of Exposure] + 10 days)
AND ([Current Date] < [Last Date of
Exposure] + 13 days)

Candidate to
Reduce Quarantine
after 7 Days

Boolean
(True/False)

Set to “True” to show all records that meet CDC
criteria to end quarantine after Day 7 (based on
last date of exposure and most recent lab results)

True Criteria: Record is/was on
asymptomatic line list AND submitted
an asymptomatic report on any date in
the eligibility date range AND has at
least one lab report that meets the lab
report criteria.

Eligibility date range: ([Current Date]
> [Last Date of Exposure] + 7 days)
AND ([Current Date] < [Last Date of
Exposure] + 9 days)

Lab report criteria: ([Lab
Result]="“negative”) AND ([Test
type]= “PCR” OR “Antigen”) AND
([Last Date of Exposure] + 5 days <
[Specimen Collection Date] < [Last
Date of Exposure] + 9 days)

Active Monitoring

Boolean
(True/False)

Select "True" to show only monitorees who are
not on the "Closed" line list (and "False" for the
opposite).

True Criteria: [Monitoring Status] =
“Actively Monitoring”

Address (outside
USA)

Text

Enter any part of a monitoree's address to show
only monitorees where that exact or partial text
appears anywhere in their non-US address.

True Criteria: Entered text exactly or
partially matches any of the following
fields under the Home Address
Outside USA (Foreign) Header:

o [Address 1]
[Address 2]
[Address 3]
[Country]
[Postal Code]
[State/Province]

[Town/City]
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Filter Name

Advanced Filter Fields and Descriptions

Description

Address (within

Enter any part of a monitoree's address to show

Filter Logic

True Criteria: Entered text exactly or
partially matches any of the following
fields under the Home Address
Within USA Header:

[Address 1]

USA) Text only rr:\oni'gorfﬁs_ ngre (;Zat text appears o [Address 2]
anywhere in their US address. « [County (District)]
e [Town/City]
e [Zip]
o [State]
Enter an age range to show only monitorees True Criteria: [Current Date] — [Date
Age Number whose current age (based on Date of Birth) is of Birth] is within the specified range
within that range. of years.
Enter any part of a monitoree's common exposure[True Criteria: Entered text exactly or
Common Exposure Text cohort to show only monitorees where that text  |partially matches the [Member of a
Cohort Name appears anywhere in the "Member of a common |Common Exposure Cohort] field.
exposure cohort" field.
. Select "True" to show only monitorees who have [True Criteria: [Continuous Exposure]
Continuous Boolean . " " | e v
Continuous Exposure selected (and "False" for = “True
Exposure (True/False) -
the opposite).
_ Boolean Select "True" to show only_ monitorees wh_o are a [True Criteria: Mon_itoree _is a Hgad of
Daily Reporters (True/False) Head of Household or not in a household in Sara Household OR Monitoree is not in a
Alert (and "False" for the opposite). household (Self-Reporter)
Enter an email address to show only monitorees [True Criteria: Entered text exactly or
Email Text with an email address that contains the entered  |partially matches in the [E-Mail
text. Address] field
. Specify a date range to show only monitorees  [True Criteria: Includes [Enrollment
Enrolled Date Picker who were enrolled in that range. Date(s)] for the specified date range
Specify a number of days in the past to show onlyTrue Criteria: Includes [Enrollment
Enrolled Relative Date monitorees who were enrolled on, before, or Date(s)] for the relative date range

since that date.

Exposure Risk

Select a Risk Exposure level to show only

True Criteria: [Exposure Risk

Select  |monitorees who currently have that level Assessment] = Selected Value
Assessment
selected.
Household Boolean Select "True" to show only monitorees who are inTrue Criteria: Monitoree is in a
Member (True/False) a household but are not a Head of Household in  [Household AND Monitoree is NOT a
Sara Alert (and "False" for the opposite). Head of Household
. . True Criteria: Includes [Last Date of
Last Date of Date Picker Specify a date range to show only monitorees Exposure (s)] for the specified date

Exposure

with a Last Date of Exposure in that range.

range

Last Date of
Exposure

Relative Date

Specify a number of days in the past or future to
show only monitorees who were exposed on,
before, or after that date.

True Criteria: Includes [Last Date of
Exposure (s)] for the relative date
range

Latest Report

Date Picker

Specify a date range to show only monitorees
whose latest report is in that range.

True Criteria: Includes [Latest Report
(s)] for the specified date range

Latest Report

Relative Date

Specify a number of days in the past to show only
monitorees whose latest report was on, before, or

True Criteria: Includes [Latest Report
(s)] for the relative date range

since that date.
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Filter Name

Advanced Filter Fields and Descriptions

Description

Manual Contact

Specify a number of manual contact attempts to

Filter Logic

True Criteria: The number of Manual
Contact Attempts of the chosen type

Attempts Number show only monitorees who have that number of (Successful, Unsuccessful, or All) is
documented manual contact attempts. e o
within the specified range
Select a Monitoring Plan to show only True Criteria: [Monitoring Plan] =
Monitoring Plan Select  |monitorees who currently have that Monitoring |Selected Value
Plan selected.
Name (First) Text Enter a name to show only monitorees with a firstTrue Criteria: [First Name] contains
name that contains or matches the entered text.  the entered text
Name (Last) Text Enter a name to show only monitorees with a last [True Criteria: [Last Name] contains
name that contains or matches the entered text.  the entered text
Enter a name to show only monitorees with a True Criteria: [Middle Name]
Name (Middle) Text middle name that contains or matches the entered icontains the entered text
text.
Boolean Select "True" to show only monitorees who have [True Criteria: Number of Monitoree
Never Reported no Sara Alert reports (and "False" for the Reports =0
(True/False) .
opposite).
e Select "True" to show only monitorees who have [True Criteria: Notifications are
Notifications Boolean e - . N
Notifications Paused (and "False" for the paused
Paused (True/False) .
opposite).
Preferred Contact Select Select a Preferred Contact Time to show only  [True Criteria: [Preferred Contact
Time monitorees who have that time selected. Time] = Selected Value
Preferred Select Select a preferred reporting method to show only [True Criteria: [Preferred Reporting
Reporting Method monitorees who have that method selected. Method] = Selected Value
Select a Language to show only monitorees for  [True Criteria: [Primary Language] =
whom that is the Primary Language. NOTE: Selected Value
Primary Language Select  |Monitorees with a "Blank™ Primary Language
report in English. These will not appear when
filtering for "English.”
Select "True" to show only monitorees who have [True Criteria: Monitoree has a report
Reported in last 24| Boolean [a symptom report that was created within past 24 |with a timestamp in the past 24 hours
hours (True/False) |hours (and "False" for the opposite). NOTE: This
includes reports submitted by a user.
. Select "True" to show only monitorees who have [True Criteria: [Interpretation
Requires Boolean |, . . " » . . N
. Requires Interpretation™ selected (and "False” |[Requirement] = “True
Interpretation | (True/False) .
for the opposite).
Enter a Sara Alert ID (the last digits of the True Criteria: [Sara Alert ID] =
Sara Alert ID Text record's URL) to show only monitorees with that |[Entered Value
EXACT ID.
N N . True Criteria: Sara Alert successfully
e Select "True" to show only monitorees who - e
Sent Notification in| Boolean ) e oy sent the monitoree a notification in the
received a notification from Sara Alert within the . .
last 24 hours (True/False) o " . past 24 hours (does not include failed
past 24 hours (and "False" for the opposite).
contact attempts)
Symptom Onset | Date Picker Specify a date range to show only monitorees  [True Criteria: [Symptom Onset Date]

with a Symptom Onset Date in that range.

is within the specified date range
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Advanced Filter Fields and Descriptions

Filter Name Description Filter Logic

Specify a number of days in the past or future to [True Criteria: [Symptom Onset Date]
Symptom Onset |Relative Date show only monitorees whose symptom onset date|is within the relative date range
is on, before, or after that date.
Enter a 10-digit phone number to show only True Criteria: [Telephone Number] =
Telephone Number Text monitorees with that EXACT PRIMARY phone entered text

(Exact Match) number. NOTE: Sara Alert ignores all non-
numerical characters input into this search filter
Enter a partial phone number to show only True Criteria: [Telephone Number]
monitorees with a PRIMARY phone number that icontains entered text
Text CONTAINS the entered number. NOTE: This
field accepts numbers only. DO NOT enter non-
numerical characters.

Telephone Number
(Contains)
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Advanced Filter Operator Description

Appendix B Advanced Filter Operator Description

Table B-1. Advanced Filter Fields and Descriptions

Operator Name

‘ Type

‘ Description

Today Relative Date | The current calendar day in the user’s time zone.

Tomorrow Relative Date | The next calendar day in the user’s time zone.

Yesterday Relative Date | The previous calendar day in the user’s time zone.

In the Past Relative Date | The selected number of past days, weeks, or
months and up to and including the current date.
For data elements that are time stamped by the
hour and minute, the filter will return records up to
the current date and time. For all other date
elements, the filter will return records through the
current date.

In the Next Relative Date | Returns records from the current date and selected
number of future days, weeks, or months.
For data elements that are time stamped by the
hour and minute, the filter will return records from
the current date and time going forward. For all
other data elements, the filter will return records
through the current date.

Within Date Within selected calendar dates, including the
selected dates

Before Date Before the selected date, not including the selected
date

After Date After the selected date, not including the selected
date

Less Than Number Less than, but not including the entered number

Less Than or Equal To | Number Less than the entered number, including that
number

Equal To Number Exactly the entered number

Greater Than or Equal | Number More than the entered number, including that

To number

Greater Than Number More than, but not including the entered number

Between Number Between the entered numbers, including those

numbers
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