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1 CAPABILITY INDEX BY ROLE

Public

. Public Contact Admini-| Super
Capability Enroller Health Health Tracer Analyst Srator Usper Page #
Enroller

Enroll New Monitoree in Either Workflow o] o] o] 0 38
View and Edit Enroliment Details o] o] 0 0 0 49
View and Export Analytics Summary 0 0 0 0 119
Export Records 0 0 0 107

1 Single Record 0 0 0 116

1 Multiple Records o] 0 0 109

1 Custom Export Builder 0 0 0 111
Import Records 0 0 0 40

1 Epi-X Fomat 0 0 0 40

9 Sara Alert Format 0 0 0 41

1 Import Households 0 0 0 94
View Monitoring Line Lists 0 0 0 0 49
Advanced Filter o] o] o] 0 54
Update Multiple Records from Dashboard o] o] o] 0 65
Create Reporting Household 0 0 0 0 91
Remove a Monitoree From a Household o] 0 0 0 99
Change a Head of Household o] o] o] 0 101
Create/Modify a Household from Existin o o o o
Records Y X 0 0 0 0 97
Update Monitoring Actions for an Entire 5 5 5 5 102
Household
Transfer Record to Other Jurisdiction o] 0 0 74
Log a Manual Contact Attempt o] o] o] 0 76
Manually Add aDaily Report 0 0 0 0 76
Modify aDaily Report 0 0 0 0 78
Add a New Close Contact o] 0 0 0 82
Enroll a Close Contact as a Monitoree 0 0 0 82
Add Comments to a Record o] o] o] 0 84
Move monitorees between line lists o] o] o] 0 67,72
Manually Close Record 0 0 0 0 87
Update Case Status to change record workfl 0 0 0 0 86
Pause or Resume Notifications o] 0 0 0 80
Add Laboratory Test Results o] o] o] 0 81
Add Vaccinations o] o] o] 0 82
Add Users o] o] 124
View List of Users o] o] 123
Export a List of Users 0 0 125
Reset User Passwords 0 0 129
Edit User Account Info 0 0 125
View User Account Event History 0 0 126
Reset User-Factor Authentication o] o] 131
Enable API Access 0 0 132
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ABOUT SARA ALERTE

2 ABOUT SARA ALERTE

Sara AlerE serves as a force multiplier that supports public health response to emerging disease

threats includingactive monitoringof homequarantine and isolatidior disease containment or
mitigation. This opensource tool allows falic health resources to beected where they are

most needed.

Sar a Ahablespublic health officials to enroll individuals at risk of developing a disease of
interest (fAmonit or d® 6&nce enroliedyindividualscaprépert th@i@Vv | D
their household membsr if applicable) symptoms daily through multiple platforms (e.g.,

mobile, desktop, texbased, voice), providing public health departments improved situational
awareness. If a monitoree reports any symptoms or does not sudbaily report, the record i
flagged by the system so that public health can quickly and efficiently identify monitorees

requiring followup for care coordination or naesponse followup.

Sara AlertE also enabl es whdrequire méngodngtoh of f i
determine when it is safe to discontinue home isolatiorte enrolled, individuals can report

their symptoms daily through multiple platforms (e.g., mobile, desktopbtesdd, voice),

providing public health departments impea situational awareness.aimonitoreaneets a

recovery definitioror does not submit a daily report, the record is flagged by the system so that
public health can quickly and efficiently identify monitorees requiring follgwo verify that it

is safeto discontinue home isolati@r nonresponse followup. The concept of operatiorsnd

high-level workflow areshownbelowin Figure 1.

2.1 Concept of Operations

ﬁ Stays well and

released from

Exposure Monitoring quarantine
T ——

‘ :

¢ Sara Alert"

&

Exposed individual
in quarantine

COVID-19 d 5
diagnosed in {}

individual not
being monitored

rrrrorm

Confirmed
COVID-19 case
in isolation

Isolation Monitoring

4 | Sara Alert :

/ I.i'ri_l‘ — “

i

Recovers and
released from
isolation

Figurel: Sar a Al e oftOferatbasnc e pt
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ABOUT SARA ALERTE

2.2 Workflow Summary

The Sara AlertE
monitorees shown iRigure2:

system

contains t wotypgsafr al | el

1 ExposureMonitoring Workflow : allows public health to monitor potentiallymosed
individuals to determine if they become flby COVID-19 the monitoring period is 14
days after the last day of exposure. This workflow is described in more detail starting on

page30.

Isolation Monitoring Workflow : allows public health to monitor cases daily to

determine when they preliminarily mesetecovery definition and it may be safe to
discontinue home isolation. workflow is described in more detail startingmage

35.

g,

EXPOSED OR SICK

[—-] IMPORT ——>

ENROLL individuals
exposed to or sick with

coviD19

DAILV
HL7 FHR — gE( F ASSESSMENT

=

" Sara AIert

and reportng for .

Phone
Calls

i
MONITORING
DATABASE
Increased ISOLATION MONITORING
Efficiency
NOT NON- MEETS
KCOVBIED REPORTING RECOVERY
EXPOSURE MONITORING ﬁ Q OEFMTION
14Days ) SYMPTOMS usvoarm
£ ﬁ ﬁ Conﬁrmed *
END EXPOSURE ‘ Case END ISOLATION
MONITORING MONITORING
o Q o
Person Under Investigation
Figure22 Sara Al ertE Workflow Summary

sarasupport@aimsplatform.com

Visit saraalert.orgor more information about Sara Alert, including FAQs, tutorial videos,
and fact sheet3.o send questions, comments, or other feedback related to Sara A&lt, e
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ABOUT SARA ALERTE

2.3 SMART on FHIR API

To support interoperability and exchange of information with dtifermation technology (IT)
systems,ite Sar a Al e inplemestgds Applitatidn #rogramming Interfa¢aPl)
usingSMART on HL7 Fast Healthcare Interoperability Resources (FHIR)sédtidards and

speifications.
Additional standards used to support the API inctude

1 EHIR Release 4 (R4its components, and specifications
1 SMART applicaion launch framework

1 C# FHIRlibrary

1 OAuth 2.0

The Sara AlertE APl documentleti on is avail

2.3.1 Get Started Using the API

No matter the workfl ow, i n ourasecuritytofoapplicatien t h
dat, the client must go through a thistep process before reading or writing any data.

1. Registration: Register as a Client -Apeptep)byati on
emailingsarasupport@aimsplatio.comto request acces$he registration process

all ows Sar aauthdrieerand Eurate ¢he gients that will be using the Sara
Al ertE API . Regi st r arbditional i s a manual st
2. Authorization : Go through an authorization process to obtain access token for API
requests.
3. Authentication: Usethe obtained access token to make API requediset8ara Alert
API.

2.3.2 Supported Workflows

Sara Aert currently supports two dérent workflows for APl use. Both of these workflows
areSMART-on-FHIR standards

1. SMART on FHIR App Launch Framework "standalone laundtils expects and
requires a user in the |l oop. For Saoca A
the Sara AlertE User | nautkenticaion & havevdeénc h r
compleed (Segagel30). After an application is authorized, users must iindiglly be
given "API access" by their local jurisdiction administrators. Please contact your local
administrator to be granted this access.

2. SMART on FHIR Backed ServicesThis is complementary to the above flow and does
not require a user in the loop.

vli.28 Sara AlertE User Guide
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ROLE OVERVIEW

3 ROLE OVERVIEW

A user may be assigned one of the rolesedly their local .

Administrator orSuperUset Each userds rol e [PsSeq UGOUCkHal t o a
email addressA user should be assignadole with the fewest Guide for User Types
capabilitiesandleastrecord access required to perform their joable

gives & overview ofthe different capabilities available to each role:

Table 3-1. Functional Summary by Role

: Public _

o Public Adminis

Capability Enroller Health Health E1)Y trator
Enroller

Super
User

Enroll New Exposed Monitoree

Enroll New Case
Add Close Contacts

o

|
|
|
Enroll Close Contacts ‘
View/Modify Enrollment Details ‘
View Monitoring Line Lists ‘
View/Modify MonitoringActions ‘
View/Add/ModifyDailyReports ‘
View/Add Lab Reports ‘
|
|
|
|
|
|
|
|

View/Add Vaccinations

je/meiimviinviinviinviinciimviimeime)

Transfer Records

o

View History/Add Comments

Import records
Export Recals
View and export analytics

ieiiciinvimelinvineinsincineineipsiineiimvineiine)

peimciinvimeiinvipeineineipeineine

P
P

None;View None; All records
Aggregate [Manage user andusers in
Data Only |in jurisdiction| jurisdiction

Add/modify system users

gelinciinviinviinelinviinvinviinviinvinviinviinviipslineiinvine)

View list of system users

Only records

Record Access added by the
user

All records irf All records irfAll records in
jurisdiction | jurisdiction | jurisdiction

3.1 Enroller Role

An Enroller is a trusted user who can add neanitoreesnto TIP: See tle User Guide for
Sar a Al eeguir&publihhealth monitoringnrollers ca Enrollers and Quick Start
enroll monitorees into either the exposure or isolation workflow, __Suide for Enrollers

3.1.1 Record Access

1 An Enrolleronly has access to records that they added to the system.
1 An Enrollercan only viewor modify data elementbat can be entereturing enroliment
including demgraphics, exposure history, and planned travel; enrollers cannot view

vli.28 Sara AlertE User Guide
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ROLE OVERVIEW

monitoree daily report fiormation public health actionglose contacts, lab reports,
comments madey users.

1 At the time of enroliment, the system will check for potential dutgicacords among
records that the user has access toEfopllers this is records that theser has created.

3.1.2 Enroller Capabilities

Enroll anew monitoreénto the exposure workflow

Enroll a new case into the isolation workflow

Assign record to anothgurisdiction that the enroller has access to (e.g., State enroller
can assign cases to locatigdiction within state)

E

O The userod6s assigned jurisdiction is the d

1 View enrolimentdetails ofmonitoreesnrolledby user
1 Modify enrolimentdetails ofmonitoreesenrolledby user
1 View summary enrollment statistics bger and user jurisdiction

3.1.3 Workflow

1 Enrollers can enroll monitorees into the exposure workflow
9 Enrollers can enroll cases into the isolation workflow

3.2 Public Health Role

A Public Health useris atrusted usewho can managéhe daily  Tip: see theQuick Start Guides for
public health monitoring of enrolled monitoreasoth the Public Health Users
exposure andsolation workflows

3.2.1 Record Access

1 A PublicHealthusercan only acces®cords associated with their assg jurisdiction.

1 A PublicHealthusercan view all data elements associated with a record.

1 At the time of recor@nroliment the system will check for potential duplicate records
among records that the user has access t@ublic Healthusers this isrecords within
the userdés assigned jurisdiction.

3.2.2 Public Health User Capabilities

Toggle between the Exposure Monitoring aswolation Monitoring workflows

View monitoringline listof monitorees in assigned jurisdiction

View enrollmentdetails of monitagesin jurisdiction, including contact and exposure
information

Modify enrollmentdetails of monitoreem jurisdiction

Move exposednonitoreeetween exposure workflow line lists

Move monitorees who are confirmedsedetween isolation workflow line lis

View monitoreedaily reports

Modify monitoreedaily reports (if required to correct entry errors)

= =4 =4

= =4 =4 -8 -9
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1 Adddaily reports on bedlf of monitorees (for those who are unable or choose not to
reportelectronially)

Add commentstamo n i t cecomle 0 s

Documentpublic health actions (e.qg., referral to care or for testing)

Transfer monitorees to a new jurisdiction

Manually @da mo n i rhooitoren@ prsod

View and exportinalyticssummaryfor monitorees it h e  ssdiatian snd the total
number of activenonitorees in each state and insular jurisdiction

1 Batch import new monitorees from an Bpnotification spreadsheer using the Sara
Al ert E Format Templ at e

Export monitoree records

Add and viewclose contactdab results, and vaccinatiofts a monibree

= =4 =4 -8 9

E

3.2.3 Workflow

1 Can move exposed monitorees through the exposure workflow and into the isolation
workflow if becomes @ase

1 Canimport a list of exposed monitorees into the exposure workflow or a list of cases into
the isolation workflow

1 Cannot enrolmonitarees or a list of close contacts

3.3 Public Health Enroller Role

A Public Health Enroller is atrusted usewho has thecombined capabilities of both the
enroller and public health roles(see capabilities of these roles descrilmedetailabove) This
role should be assigned only if a user needs to perform the duties of both roles.

3.3.1 Workflow

1 Can move exposed monitorees through the exposure workflow and into the isolation
workflow

1 Canimport a list of exposed monitorees into the exposure workflow or a ¢tiase$ into

the isolation workflow

Can manually enroll monitorees into either workfltwough the user interface

Can enrollan individuald o c u me nt ed i of CleseQorgact@s ahdngoreé i st

in Sara AlerE

= =

3.4 Contact Tracer Role

A Contact Tracer is a trusted user whHwasmost of the combined capabilities of both the
Enroller and Public Health roles (i.e., the capabilities of a Public Health Enroller), with a few
notable exceptions:

Contact Tracersannotimport monitorees
Contact Tracersannotexport monitoree records
ContactTracerscannotview the analytics summary

1
1
1
1 Contact Tracersannottransfer monitorees to another jurisdiction

vli.28 Sara AlertE User Guide
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ROLE OVERVIEW

3.4.1 Record Access

1 A Contact Tracer can only accessords associated with their assigned jurisdiction.

1 A Contact Tracecan view all data elementssagiated with a record.

1 Atthe time of record enroliment, the system will check for potential duplicate records
among records that the user has access t@dotact Tracerghis is records within the
user 6s assestongned juri sdi

3.4.2 Contact Tracer Capabilities

Toggle between the Exposure Monitoring and Isolation Monitoring workflows

View monitoringline list of monitorees in assigned jurisdiction

View enrolimentdetails of monitoreem jurisdiction, including contact and expoe
information

Modify enrollmentdetails of monitorees jurisdiction

Move exposeanonitoreedetween exposure workflow line lists

Move monitorees who are confirmedsedetween isolation workflow line lists

View monitoreedaily reports

Modify monitoree daily reports f required to correct entry errors)

Add daily reports on behalf of monitorees (for those who are unable or choose not to
reportelectronially)

Add commentstamo n i t cecorle 0 s

Document public health actions (e.g., referral to caferaesting)

Manually @@da mo n i monitorng piersod

Add and view close contacts, lab results, and vaccinations for a monitoree

Enrol | monitorees from a recordds close co

= =4 =4

= =4 =4 -8 -8 -9

= =4 =4 -4 -2

3.4.3 Workflow

1 Can move exposed monitorees through the exposure wor&fidvirto the isolation

workflow

1 Can manually enroll monitorees into either workflow through the user interface

T Can enrol | an individual documented in a r
in Sara Alert

3.5 Analyst Role

An Analyst is a trusted useho can view the analytics summary Tjp: see theQuick Start Guide
butcannotperformany other capabilities of any other user type for the Analytics Dashboard

3.5.1 Record Access

Analysts cannot see individual monitoree record details

Analysts can view aggregated monitoring and epidemiolodatal for their assigide

jurisdiction (e.g., local, state, nationwide)

1 Analysts can view a map summarizing the total number of alleagtonitorees in Sara

Al ertE by workflow according to the specif

T
T
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1 Analysts can view a map summarizing the total numbactie monitorees by
workflow within their assigned jurisdictioaccording to the specified home county by
clicking on maps to zoom

o An analyst cannot view countgvel data for all records

3.5.2 Analyst Capabilities

1 View and export analytics

3.5.3 Workflow

1 Analyticsare generated using data from btiteexposure and isolation workflows

3.6 Administrator Role
An administratoris a trusted user whmanmanageotherSar a Al ert E user s.

3.6.1 Record Access

1 An administratocannot see individual monitoree record details or tladytins
summary.

3.6.2 Administrator Capabilities

Add new users
Assign jurisdiction to users

= =4

0 A local adninistrator can only assign users to a jurisdiction that the administrator has

access to.
1 Assign user roles (enroller, public health, public health enralfealyst, or admin)

0 User roles are linked to a unique email address, so a user may only bedcesign
role, unless a user has more than one unique email address

View list of users within assigned jurisdiction

Add or edit notes about auser

Lock or unlock user accounts

Reset user passwords

Edit user information

Managetwo-factor authentication

View System ID for users

View a record of recerdventsloggel o a user 6s account

=4 =4 =8 -8 _98_9_°5_4°

3.7 Super User Role

A Super Useris a trusted user who caerformAL L the capabilities of an Enroller, a Public
Healthuser and an Administrator

vli.28 Sara AlertE User Guide
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ROLE OVERVIEW

3.7.1 Record Access

1 A SuperUsercan only acces®cords associated with their assigned jurisdiction.

1 A SuperUser can view all data elements associated with a record.

1 Atthe time dé record enrollment, the system will check for potential duplicate records
among records that the user has access t&uperUsers, this is records within the
user6s assigned jurisdiction.

3.7.2 Super User Capabilities

All capabilities of an Enroller
All capabilities of a Public Healtliser
All capabilities of an Administrator

E

3.7.3 Workflow

1 Can move exposed monitorees through the exposure workflow and into the isolation
workflow

1 Canimport a list of exposed monitorees into the exposure workflow or a list ofirti@ses

the isolation workflow

Can manually enroll monitorees into either workflow through the user interface

Can enroll an individual documented i n a
in Sara Alert

1 Canmanageusersn t he Sjursdction User 0s

1
1

3.8 Monitoree

A monitoree is &ubject with potential exposufexposed monitore@yr disease (cas@ho has
been enrolled by a trustederfor public health monitoringThe system will sendreautomated
dailyr eport vi a t hespnetened réporting reethed. Lomonitoreesviél Bot have
a system login.

3.8.1 Record Access

1 A monitoree does not have access to any record information; monitorees can only see and
respond to thautomatedlaily report
1 A monitoree cannot edit data associated witir orany other record

3.8.2 Monitoree Capab”ities TIP : See theQuick Start Guide for
Preferred Reporting Method

Submit daily reports for themselves
Submit daily reports on behalf of the@gporting household
members if they are enrolled as the Head of Household

1 Monitorees who are in a household but are not a Head of Hodseliahot receive or
submit automated daily reports

1
1
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4 GETTING STARTED

4.1 Logging In

1)OpenS ar a Anlaevebtbidwser. @npatible web browsers include Chrorvécrosoft
Edge, Microsoft Internet Explorer 11, Mozilla Firefox, and Safari. If using Microsadtret
Explorer 11, you may need to turn off compatibility mode

2) Log in using your credentials. TIP: If you are having difficulty

If this is yourfirst login attemptuse the temporary password you E{gsg;\r/‘v%ri;‘;’;’gzitﬂﬁ emporary
were issued; you will be prompted to chang@émporary using cut and paste
passwordexpire after 72 hours If your temporary password has

expired, contact your jurisdiction administrator for a password reset.

Sara Alert

Log In

Email

enrol c"1fsé-t.‘<:-_1mp e.com
123456ab B
Log In
Figure 3: Log in screen

3) Register fottwo-factor authentication (2FA)y providingaphone numbei(NOTE: this is
only required lhefirst timeyou use Sara AlextThis is how you will receive your-digit 2FA
token number. Once you have enteyedr phone number and country (for the country code)
c | i Registed 0

M

Sara Alert T

Secure monitoring and reporting for public health

Register For 2-Factor Authentication

United States of America (¥ Enter your phone #

Figure 4: Enter your phone number
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4) For dl login attempts after initial registration, you will be prompted to choose how to receive
the 7-digit 2FA token (i.e., SMS/Text or through a phone call).

91 Select your preferred method to recetive 2FA token
1 Enter ther-digit token when you receiveand clickh Su b mi t o

4 Sara Alert

Secure monitoring and reparting for public healt!
Hl

2-Factor Authentication

Step 1: Choose how to receive your secure token.

Request SMS Text Request Phone Call

Step 2: Enter the token you receive.

-

Figure 5: Choose your 2FA method

5) Depending on your assigned system role, you will be taken to a different home screen:

1 Enroller: Enrollment Dashboard

1 Public Health, Public Health Enroller, Contact Tracer, or Supe& User: Monitoring

Dashboard
1 Analyst: Analytics Summary
1 Administrator : Admin Panel

6) Your username and user role éisted in the upper rightand corner of the screen.

& statel_enroller@example.com (Enroller) | @ | @ Logout

Sara Alertiso

EB Enroller Dashboard ¢ A

Dashboard

&t Enroll New Monitoree

Enrolled Monitorees

urisdiction: USA, State 1

Show Jurisdiction: _All - Al - Assigned User: All

Figure 6. Yo ur S ausernamd aaduseErole
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7) Your assgned jurisdiction is listed in the upper rigtdnd corner of the screevour record
view is restricted to what yohave access to based on yjowisdiction access anakssigned role
(See Role Overview starting on pag)e

Sara Alertviiso BB Enroller Dashboard ¢ & statel_enroller@example.com (Enroller) | ® | ® Logout

Dashboard Your Jurisdiction: USA, State 1

&t Enroll New Monitoree

Enrolled Monitorees

Show Jurisdiction: _All - Al Assigned User: _All

Figure 7: Your SaraAl er t E juri sdicti on

8)Theddelpp butt on pr ovi de s, UdeiForkngndtother helpfel reébarees,
including how to contact the Sara AlertE

BB Enroller Dashboard @ & statel_enroller@example.com (Enroller) | @ | @ Logout

Sara Alertviiso

Dashboard

&* Enroll New Monitoree

Enrolled Monitorees

gr Jurisdiction: USA, State 1

Show Jurisdiction: All - Al Assigned User: _All

Figure 8: AccesstcSar a Al ert E resources

9) To end the session, | i Lodout.fidsers should log out of the system when they are not
using it.

Sara Alertiso

BB Enroller Dashboard ¢ &= statel_enroller@example.com (Enroller) | ® | ® Logout

Dashboard

&+ Enroll New Monitoree

Enrolled Monitorees

Your Jurisgd@®n: USA, State 1

Show Jurisdiction: All - | All

Assigned User: all

Figure 9: The logout button
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42 Sar a AlReeardREtention

To minimize the amount of identifiable informati stored on the production serveé3aya

Al e mwill Burge records of identifiersif there have been no changes to a record for a defined

time period provided that a monitoree is no longer being activelyitomed For COVID-19, the

time has been configed for 14 days aftéhelast record update (e.g., an update includes any

action on the record, including adding comments or updating any fialtds¢cords that have

met the purge criteria since the lagstem purge date will be eligible for purge esg the record

is updated. The expected purge date for a record is displayed on the closed liree list.

jurisdiction would like to retain the records, users will needtosBlé&Ex port f or Pur ge
Monitorees 0

OnThursdays at noonUTC, the systenwill flag all records that are forecasted to be eligible to
be purged of identifying information on Saturday at 11:59 pm WI.g For COVID-19, records
that at Saturday 11:59 UT®ill have not been updateorfl4 days). An email notification will

be sento localAdministrators and Super Usemslicating how many, if any, purggdigible

records are in ther s ejuriddgction. Administratorswill need to coordinate withRublic Health
user PublicHealth Enroller, Contact Tracer, or Super Useexportrecords for retention before
purge if necessamyhile Super Users are abledgport records themselves

Dear USER,

There are no user records within your jurisdiction that are eligible for purge this

week. Mo action is required at this time, however you will receive this message TI P Use an Onllne

every week for your records. Please be on the lookout for future Sara Alert

vy waak converter to convert
! UTC to your local

No Records Eligible for Purge .

Expiration Date: Sunday May 03, at 12:00 AM UTC time zone.

Figure 10: Sample natification to administrators

The system will purge records flagged Thursdayaturday at 11:59 pmUTC. If a record
flagged for purge is updated before Saturday at 11:59 pm UTC, the record will not be purged.

Thesystem retaiga subset oinformationafter purging identifiers frommmo n i t cecoadte 6 s
enabl e the Sara Al er t Bl nonyitsreeethat iave everhpegen e gat e da
monitored within a jurisdiction. Monitoree records that have been purged of identifilens wi

longer appear in the monitoring line lists. The data elenmistesl beloware kept for each record

after purg:

1 Age 9 Sara Alert ID of HoH (if 1 Was a nember ofCommon

9 SexatBirth applicable) Exposure Cohort (true/false)

1 Racés) 1 Workflow (at time of purge) 9 Travekdto affected country or

1 Ethnicity 9 Address county area (true/false)

1 Record Creation Time 9 Reason for closure 9 Laboratory personnel (true/false)
1 Last Record Update Time 9 Exposure Risk Asseseent 1 Healthcare personnel (true/false)
1 Record Creatorusername) 9 Monitoring Plan 1 Was in a healttare facility with

1 Assigned jurisdiction { Was a tose contact of a known ~ known cases (true/false)

1 Symptom onset dat case {fue/false) 1 Was crew member of a passenger

or cargo flight (true/false)
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5 MONITOREE RECORD OVERVIEW

Whenever viewing a specific monitoree recastiordinformation is presentein the six
sections described below. Each sattf the record can only be viewed by usersdhat
indicatedbelow:

Table 5-1: Monitoree Record Access by User T

. Public w
Record Section | Enroller Public Health | COMact Analyst Adminis
Health | e rolier | Tracer trator

Super Usg Page #

Monitoree Details

Monitoring Actions

Changes to the data elements in the Monitoree Record may charlige titst that the monitoree
appears in on the dashboard. Changes are logged in the history section of th&oecerdata
elementsn the monitoree record are used in both workflowslevbthers are more workflow
specific.Data elements that are intld for use in a specific workflow are noted in each section
below.

A video tutorial for this sectiois available atsaraalert.org/publicealth/tutorialvideos/

5.1 Monitoree Details/Enrollment Wizard

The Enrollment Wizard organizes the Monitoree Details into 6 different screens that allow an
Enroller, Public Health Enroller, Contact Tracer, or SuperUserto add informationn a

defined sequenc&@heEnrolimentWizardis used to colledhe information described below.
While Public Health users cannot enroll monitorees, tlieyupdatethe record®f enrolled
monitoreedy clickingfi E d mext tothat Monitoree Details sectiaf interest(seepage49 for
more cktails).Monitorees enrolled though the user interface&ean be added toeither the
Exposureor Isolation workflows. A description of the fields available in tE@rollment
Wizardand saved in the Monitoree Details section of the monitoree record ardeeduzlow.

5.1.1 Monitoree Identification

Select workflow to enroll monitoree (exposure or isolation)

Includes name and demographic information, as well as any existing state/local/Federal
ID numbers

1 Includes primary and secondary languages spoken by the meaniide primary

language field is used to determine in what language the notifications fr@ystkeen to

the monitorees will be sent.

1
1
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1 Languages that are not fully supported are designated with a *. If a language is selected
that is currently not supped, the system will send notifications in English. If the
language is partially supported, a naggs will appear on enrollment with more details.

5.1.2 Monitoree Address

1 Home Address Within USAL[.S. Residents)

0 Address at Destination in USA Where Monitor6§dhe same as the home address,
selectthefiCopy from Home Addres® option

1 HomeAddress Outside USA (NeResidents)

0 Address at Destination in USA Where Monitored: Enter data here for individuals who
aretemporarilystaying in théJ.S.during their monitang period

5.1.3 Monitoree Contact Information

1 fPreferred Reporting Methodo ndicates how monitorees p. see theuick Start Guide
will receivenotifications to submit dailgymptomseports for Preferred Reporting
(email, SMS text, phone, etc.) Method

o0 Some fields are conditionally required depending on the
selectedi p r e frepartmgmethoad

0 Message and data rates may apply depending on the contact method selected

ol f a monitoreebs preferred reporting meth
i Un k n camdrthie monitoree will not receive
notifications. This ighe system default value

. . . TIP:If Aunknoowngt isdhe
o If a monitoree is enrolled in the system but has ®

currentpreferred reporting

requested not to receive notdions, the user may method, a user wiheed to updat
selectfi O pQu tfay preferred reporting method and the reporting method (email,
the monitoree will not receive notifications SMS, or phone) for the monitore

o Monitor eOptOutvi hknoiind s e | e c t [@A§oin receivinglaily
will appear on the nereporting line list the day after notifications.
enrollment unless a ussubmits a report on their
behalf
0 The system willisplay a warning if a user attempts to enter a phone numbeés that
currently blockingexts from Sara Adrt. Segpage139for more details.

1 APreferred Contact Timeo determinesvhen the monitoree will be messaged by the
system

0 Morning is between 8 AM and noon in local time zone

0 Afternoon is between noon addPM in local time zaoe TIP: If the useroes notspecify a
o Evening is betweed PM and 8 PM in local time zone preferred contact time, the sgst
o The localtime zone for monitorees is determéhby will send daily requests during t

the monitoreé address state data elemestocated fiAfternoono co

on the AMonitoree AdRkkresso enroll ment scr
time zone for each state has been assignedlbasen each st atebés popu

A If address state is left blank, the eastern time zone is ysaeféult
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MONITOREE RECORD OVERVIEW

5.1.4 Monitoree Arrival Information

1 Fields onthisscreen are optional since albnitoreeswill not have travel historyif
travel history is availale, it should be entered into the system

5.1.5 Additional Planned Travel

1 Fieldson this screen are optional since not all monitorees will plan to travel during their
monitoring period

5.1.6 Monitoree Potential Exposure or Case Information

Some of he fields on theihal screen on the enroliment wizard differ depending on which
workflow is selected (exposure or isolation) on the first scrébese are described below.

5.1.6.1 Exposure Workflow

1 Last Date of Exposure:Used by the system to determine the monitoring period for
exposed monitorees. The field will be auto populated with és¢ Date oExposurethat
was entered when the record was created or imported.

0 A user may enter a date that is up to 30 days after the current date.

0 The system allows either a Last Date of &ure to be entered OR Continuous
Exposure turned ON. This ensures thaserclearly indicates if the monitoring
period should be calculated based on a known exposure or extended indefinitely due
to an ongoing exposure.

1 Continuous Exposure:Ausercart ur n t hi s AONO i f the monito
exposed (e.g., from living with someone who is a confirmed case).

o When Continuous Exposure is turned AONO,
monitoring period indefinitely untiither:

A The recod is closed (in which case Continuous Exposure will be automatically
turned off);or

A Continuous Exposure is turned off and a Last Date of Exposure is entered by a
user.Once a Last Date of Exposure is entered, the end of the monitoring period
will be calcdated as Last Date of Expogur monitoring length (e.qg., for
COVID-19, this is 14 days after Last Date of Exposure).

o0 The system allows either a Last Date of Exposure to be entered OR Continuous
Exposure turned ON. This ensures that a user clearly irdidahe monitoring
period should be calculated based on a known exposure or extended indefinitely due
to an ongoinggosure.

1 Exposure Risk Factors Allows usergo indicate if a monitorebas a specific risk factor

0 Some exposure risk factors have frex fields toallow for specific exposures to be
documented

o Ininstances where there may be multiple applicable/arss(e.g., the monitoree
visited multiple healthcare facilities with known cases), use commas to separate
multiple specified values.
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o Thein Cl ose Cont act IDofieldezan Kehused tassis with e
idenifying common exposures to the same cassrs can filter records based tims
field.

o TheMeimber of Common Heldcande used to@rack differend
types of shared @osures (i.e., outbreak aiarkplace facility, event, etc.)

5.1.6.2 Isolation Workflow

T ASy mpt omdaikemaydaused by the system to determil@ibility for a record
to appear on the Records Requiring Review linarigihe Isolation WorkflowFor
COVID-19, this field is used to determine if thentestbasedrecovery definition has
been met.

0 A user may enter date that is up to 30 days after the current date.
1T "Case Sdarn ubke®d set to AConfirmedo or AProbab

0 Usersshould assign case status adaog to current guidelines provided by their
jurisdiction. For reference, the latest CSTE surveillance cagatotefs can be found
at: https://www.cste.org/page/PositionStatements

5.1.6.3 Both Workflows
1 T h éssigned Jurisdictoro f i el d can be updated on enr ol

0 The default jurisdictionwillmatch he user 6s assigned jurisdi
upper righthand corner of the screen.

o0 The list of available jurisdictions at enrollment will onlg populated with
jurisdictions to which the user has access to (e.g., State enroller can assign cases to a
local jurisdiction within state)

A If arecord needs to be transferred to a jurisdiction that the user does not have
access to, Rublic Health user, ublic Health Enroller, or Super Useill need to
transfer the record after enrollment.

1 Thefi As s i g nodield cahsbe gpecified on enrollment.

0 Used to identify the user or group within a jurisdiction responsible for monitoring a
monitoree

o Each jurisdiabn should determine their own Assigned User identification
conventions (e.g., assign user numbezaoh user, assign user number to groups or
teams, assign user number to call center stations, etc.)

o Each jurisdiction within the jurisdictional hierarcbgn assign any allowed assigned
user numbers; thus a state user and county user within that stde assigned the
same assigned user number unless a coding convention is established at the state level
to prevent this. Thus, both the assigned jurigaiicand assigned user fields uniquely
identifies each assigned user

o This field does not change wharcsee or modify a record, it is instead intended to
help jurisdictions organize and track which of their personnel are assigned to a given
record

O This field is optional and can be updated later
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5.2 Monitoring Actions

The following data elements can be nf@dl to capture public health monitoring actions and are
available taPublic Health users Public Health Enrollers, Contact Tracers, and Super

Users Assigiment of these values should be based on most recent guidance. Any changes to the
data elements listebelow will be captured in the record history with the name of the user and a

ti mestamp based on the | ocal time zone report

5.2.1 Both Workflows

1 Monitoring Status: This data element distinguishes between monitorees that are or are
not being actively monitored by public health.

o Ifsettod6 Act i vel y ,thesysten willrmove ¢hé record to the appropriate
monitoring line list baed on reporting history and latgublic health actions. The
system will send daily report remindecsany active monitore they are eligible to
receive them (segagel34).

o Ifsettod N®Mib ni t qthdrecgds wilbe moved to the "Closed" line list and the
system will stop sending daily report remindétfie monitoree is not eligible to
receive them (seeagel34).

1 Case StatusAllows a public health user to move a monitoree fi&xposure
Monitoring to the Isolation Monitoring based on case status or vice versa.

0 Suspect, Not a Case, Unknowrlf one of these case statuses is selected, the record
will be retained or returned to the exposure workflow to continue monitoring until the
end of the monitoring period.

o Confirmed or Probable: If one these case statuses is selected the system witleask t
user if the system should end monitoring or move the record to isolation monitoring.

0 Users shoul@ssign case status accordingtorent gidelines provided by their
jurisdiction For reference hie latest CSTEurveillance case definitisanbe fourd
at: https://www.cste.org/page/PositionStatements

1 Assigned User Used to identy the user or group within a jurisdiction responsible for
monitoring a monitoree

o0 Each jurisdiction should detaine their own Assigned User identification
conventions (e.g., assign user number to each user, assign user number to groups or
teams, assignser number to call center stations, etc.).

o Each jurisdiction within the jurisdictional hierarchy can assignalloyved assigned
user numbers; thus a state user and county user within that state can be assigned the
same assigned user number unless a gabnvention is established at the state level
to prevent this. Thus, both the assigned jurisdiction and assigeedields uniquely
identifies each assigned user.

o This field does not change who can see or modify a record, it is instead intended to
helpjurisdictions organize and track which of their personnel are assigned to a given
record.

1 Assigned Jurisdictian: Allows public health users to contrble jurisdictionwho can
view and modify the recordRecordg¢hathave been transferred intooroutafs er 6 s
jurisdiction will appear on the respective trandiee list.
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5.2.2 Exposure Workflow

1 Exposure Risk AssessménAllows a public health user to document exposure risk. The
purpose of this data element is to provide information to public health useer&ho
prioritizing response to symptomatic and fsreporting individuals.

o0 This data element does not impact the type or frequency of messages sent by the
system to monitorees.

0 Users should assign Exposure Risk Assessment accordingémt guidelines
provided by their jurisdiction

1 Latest Public Health Action: Allows a publichealth user to document public health
actions related to a symptomatic monitoree under investigation to determine case status in
the exposure workflow. The purpose of this data el@ns to move records from the
symptomatic line list to the PUI line list the exposure workflow.

o Selecting any option other than ANoneo mo

line Ilist to the APUI O |ine |list in the e
o Tomovearecetr off of the PUI |ine |Iist in the
Status6é based dmwestigdtien. fi ndi ngs of 't he

1 Monitoring Plan: Allows a public health user to document the assigned monitoring
plan. The purpose of this data element is to provifterimation to public health users
who are prioritizing response to symptomatic and-regorting indivduals in the
exposure workflow.

o This data element does not impact the type or frequency of messages sent by the
system to monitorees.

0 Users should assigMonitoring Plan according twurrent guidelines provided by
their jurisdiction

5.3 Reports

Thissectiodn i st s al | of a monitoreebébs daily reports
reported, the date and time of the report, who submitted the repgrth@ enonitoree or a public

health user), and the current notification status |fsge63 for icon description).Reports are

available tadPublic Health users,Public Health Enrollers, Contact Tracers,andSuper Users

Data éements or features that are intended for use in a specific workflow or function differently

in each workflow are noted below.

5.3.1 Both Workflows

1 Add New Report(Page76): Allows a user to add a nedaily report on behalf of a
montoree.
1 Pause/Resume Notifications:

o Pause The system will stop sendiram eligiblemonitoreedaily report requests until
a user resumes notifications. ($eagel34for eligibility logic).

A Household Reporting If a usempauses notifications for a Head of Household
(HoH), no natifications will be sent to the HoH famny household members.
Since household members are not eligible to receive notifications (the HoH
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receives their notifications), the ability to g&unotificaions is not available for
household members who are not the Head of Household

o0 Resume The system wilfesumesending the monitoresutomatedliaily repors once
a dayuntil notifications areeither pausetly a useor the monitoree is no longer
eligible 1 receive messages (Segel34for

eligibility logic). Tip: Cl i cking fARes wile (
A Resuming notifications may nogsult in adaily not immediately send daily report to
report beingmmediatelysentto the monitoree. a monitoree. The system will send a
The system will send daily report at the message during the next occurrence

y_ " yrep X themon t or eeds pref
monitor eedscontaitime. pr ef er g chonitoree is eligible to receive

o Thisability to pause/resume notificatiorssonly message.

available for monitoreaesho are

A NOT on a Closed line liStAND
A Either a Head of Househof@R not ina householdselireporter)

Reports

This button is not clickable
Exposure Workflow: | Not " for monitorees already

ineligible for notifications
.

&/ Log Manual Contact Attempt Q Search

Notifications cannot be resumed for records
on the Closed line list. You may update this

field after changing Monitoring Status to
“Actively Monitoring"

Needs Congestion
Review Created or Runny Difficulty
Actions ID (2] Reporter At Chills = Nose Cough* Diarrhea~ Breathing Fatigue~ Fever- H

Figure 11: The ability to pause notfications is not available for records that arealready ineligible

1 Log Manual Contact Attempt (Page76): Allows a usetto record successful and
unsuccessful manual contact attempts made. Users require contact by publim tiealth
following situations: 1) evaluate exposed individuals who lmaperted symptoms to
determine clinical compatibility 2) evaluate cases who preliminarily meets the recovery
definition to validate it is safe to discontinue isolation 3g¢s&ablish ontact with
individuals on the nomeporting line lists.

1 Symptom Onsé Date: This field is auto populated with the date of the earliest report
flagged asymptomatic (red highlighted) in the report history table unless a date has been
entered by a usée.g., symptom onset determined to differ from information available in
report table)this is to reduce data entry burden on users and prénesymptom onset
datefield from being blankvhen a record is moved to the Isolation Workflgwce it
may bea required fieldto determine eligibilityfor theRecords Requiring Rewieline
list. ForCOVID-19, this field is used to determine if thentestbasedrecovery
definition has been meAn explanation of the role of this field in each workflow is noted
below.

0 A user may enter a date that is up to 30 days after the cuatent d
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5.3.2 Exposure Workflow Only

1 Report Table Format: If the monitoree reports symptoms that are compatible with
symptomatic logicgage30), thatrowwillbehgy h| i ght ed red and the 0
col umn wil |l show AYes0O in the exposure wor

1 Mark All as Reviewed (Page67): Selecting this button will change the "Needs Review"
status in all unreviewed reports from "Yes" to "N®he purpose of this button is move
records from the symptomatic line list that are not clinically compatible tivé disease
of interest to thésymptomatic or Non-reporting line list as appropriate in the
exposure workflowlf a report is marked as reviewetie system will clear the
symptomatidlag on the recordReports may also be individually cleared. Thistfee
also determines the systatafined symptom onset date.

1 Symptom Onset Dateilf this field has a value in the Exposure workflow, the monitoree
will appear on th&ymptomatic line list.

o A monitoree with a blanBymptom Onset Date this workflow is digible to appear
on the Asymptomatic or NeReporting line lists. Users should verify tBgmptom
Onset Datdefore moving a record to the isatat workflow.

o A Symptom Onset Datghould only be entered by a user for a monitoree in the
Exposure Workflow if thenonitoreeis under investigation for the disease of interest
and the actual symptom onset date differs from what data is available eptnesr
table(seepage30 for more details).

o If all symptomatic reportsh{ghlighted redare marked as reviewed while a record is
in the exposure workflow, the symptom onset date will be bdamdethe monitoree
has no knowrsymptom Onset Dater the disease of interest.

1 Last Date of Exposure:Used by the system to determine the monitoring period for
exposed monitorees. The field will be auto populated with és¢ Date of Exposurthat
was entezd when the record was cted or imported.

0 A user may enter a date that is up to 30 days after the current date.

0 The systenallowseither a Last Date of Exposux@be entere@R Continuous
Exposure turne®N. This ensures that user clearly indicatesthe monitoring
periodshauld be calculated based on a known exposure or extended indefinitely due
to an ongoing exposure

1 End of Monitoring: Calculated fronmLast Date of Exposur&vhere the length of the
monitoringperiod depend on the disease being monitored. For example, for CGMD
monitoring, the End of Monitorig period isautomatically set to 14 days after the Last
Date of Exposure.

o |If Last Date of Exposure is left blank on import, End of Monitoring llicalculated
using the datéhe monitoree was enrolled, until a L&site of Exposure isntered

1 Continuous Exposure:A user carturnthisin O i f t he moni toree i s |
exposed (e.g., from living with someone who is a confirmed case).

o0 When Continuous Expasar dlestEuwnéd BONeéno
monitoring period indefinitely untgither:

A The record is closedn(which case Continuous Exposure will be automatically
turned off);or
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A Continuous Exposure is turned afid aLast Date of Exposure antered by a
user OnceaLast Date of Exposure ignteredtheend of themonitoring period
will be calculated akast Date of Exposure + monitoring length (e.g.G&@VID-
19, this is 14 days after Last Date of Exposure).

o The system allows either a Last Date of Exposure to be entered OR Continuous
Exposue turned ON. This enses that a user clearly indicatésheend of
monitoringperiodshould be calculated based on a known exposure or extended
indefinitely due to an ongoing exposure.

5.3.3 Isolation Workflow Only

1 Report Table Format: If the monitoree repés symptoms that are compatible with
symptomatic logicgage30) , t hat row wi | | be highlighted
column is not visible in the isolation workflow since cases are expected to report
symptoms for some time dag recovery.
1 Mark All As Reviewed:The fAReviewdo functionality is no
Isolation Workflow. This feature is used to mark reports as not being related to the
disease of interest in the exposure workflow.
1 First Positive Lab: This field may beused by theystem to determine if aonitoree in
the Isolation Workflow is eligible to appear on the Records Requiring Review line list
(page35). For COVID-19, this field is used to determine if tagymptomatic on-test
basedrecovery definition has been met.

o This column will be populated with the Specimen collection Date of the earliest lab
result with a npo $orasynyenatic cases, this allpws uskrs av ai |
to see how many days it has begts the earliest positive lab result.

1 Symptom Onset Date:This fieldmay be ged by the system to determiglagibility for
a record to appear on the Records Requiring Review lina lise Isolation workflow
For COVID-19, this field is used to deteme if thenontestbasedrecovery definition
has been mdpage35).

o If arecordis moved from the Isolation Workflow to the Exposure Workflow (e.g.,
case ruled out and returned to monitoring due to exposure), the systeteavithis
field; this allows the system to place a monitoree on the appropriate monitoring line
list in the exposure workflow based on any nehaily reports.

1 Extend Isolation To Date:This field is used by the system to determine if a monitoree
in the Isdation Workflow is eligible to appear on tiRecords Requiring Reviewline
list (seepage35for more details about this line ljstf anExtend Isolation To Datehas
been entered for a monitoree, they will notdeible to appear othe Records
Requiring Reviewline list until that date hapassedseepage72).

0 A user may enter a datedt is between 30 days before and 30 days after the current

date.
o There is no set monitoring period for cases in the Isolatiorkiféa. Instead, the
system automatically | ags moni torees as potentially

internal recoverylefinitions (segpage35). A user can override this by extending
isolation, as explained quage72.
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5.3.4 Daily Report Information Display Based on Monitoree Preferred
Reporting Method

Monitorees receive slightly different automategortpronpts

depending on their preferred reporting methidte Sara Alert Tip: See theQuick Start
teamrecommendsisers to promote contact methods that send Guide for Preferred
monitorees aveblink (via email or SM$ since moreggranular Reponi Fetud

information about symptontsan be collected

5.3.4.1 For weblink reports (via SMS or email) and reports entered manually by a Sara
Al e ruseE

Monitoreeswho are not a member of a reporting househedgpond to geriesof yes/no
guestionsabout presence or absencesathof the monitored symptoms

1 The report will explicitly document which symptom(s) amitoree reported or did not
report (e.g.,everysympom col umn wi | | Yebsed Nwap uil at ed wi t h

o If symptons reported medhe symptomatic logi¢page30) , the appropriate column
di splays fAYeso, tnhde firNeepeodrst R esv isehwaod eids rseedt
o Ifnosymptomsarecheckedr moni toree selects fil am no
symptomg,alls y mpt om col umns are filled with AN
highlighted in red

If a monitoree is aHead of Household(HoH) reporter, they will receive unique welinks to

report symptoms for each household member. Ea
reflect what is reported specifically for them.
Exposure Workflow: m | Notification status is R For weblink reporting
methods, each
symptom lsted

New * Mew © Repeated
Needs Congestion Nausea Loss Loss  Shaking Used A
Review Created or Runny Difficulty Muscle = or of of with Shortness © Sore Fever
Actions 1D e Reporter At Chills = Nose Cough~ Diarrhea~ Breathing = Fatigue - Fever- Headache:- Pain Vomiting Smell Taste Chills of Breath  Throat Reducer

m 1386 Yes 10/08/2020 | No No No No Ves No No No No No No No No No No No
15:21 EDT

Figure 12. Example symptomatic weblink report showing value for each symptom

5.3.4.2 For SMS Text (non-weblink) and Telephone Call reports:

Monitoreeswho are not a member of a reporting househedghond to aingleyes/no question
about presence or absenceha group of monitored symptoms.

T I'f a moni t mooe estyimestpoom deso liumns are fill ed wi
monitoree is moved to the apprate line list.
T I'f monitoye®ge t ke@Wissadedirdad and the symptom column values
are left blank since the system does not know which symptom the monstoeperting,
but knows at least one has been reported. This is enough @tionno flagthereport for
public healthfollow-up. This has implications for the line ligtatthe monitoree will
appear on, depending on which workflow they are in:

o0 ExposureWorkflow : Monitoreerecordis moved to thé&ymptomatic line list
o Isolation Workflow : The monitoree can appear on Reporting oRecords
Requiring Review line list(seepage35 for otherconditions that mst be met)
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A Af Ysed r e dopsoohpseeentacasewho would otherwise preliminarily
meetany recovery definitiothatincludes symptom criteria (e.g., no fever
without use of fevereducing medicatiaretg from appearing on the Records
Requiring Review line lissincethe systentannot determiafrom a nonrspecific
reportwhich report item the monitoree was responding to (&getherthe
monitoree is experieimyg fever orused a fevereducing medication

A After interviewing the monitore® find out whichspecificsymptoms they are
experiencingif a user editshe report to include information that would result in
the monitoree not meeting thecovery logi¢ the monitoree will not be eligible
for the Records Requiring Review line listtil therecovery logids met again
(seepage3b).

If a monitoree isa HoH reporter, they will respond to one question asking if anyone in the
household is experiencing symptoms.

1 IfHoHr e p lyesetke reporrow for every active household member limded red and
thesymptom columrvaluesareleft blank since the system does not know which
symptom the HOH iseporting,nor which household member is(figurel13). This is
enough information to flag the repdor follow-up. The records of each household
member should be updated once additional information is availdikhas implications
for the line list that a household member will appear on, depending on which workflow
they are in:

0 ExposureWorkflow: Every member of theouseholds moved toSymptomatic line
list

o Isolation Workflow : Records may appear on Reporting or Records Requiring
Review line lists (sepage35for conditions that must be met).

1 IfaHoHr e s p o n dlbsynmiptoro@lumnar e f il l ed with ANooO an
records are moved to the appropriate line list

Figure 13: Example symptomatic SMS text or voice report with blank columns.

5.4 Lab Results

Lab Results are primarily used iretksolation Workibw to determineeligibility for a record to
appear on the Records Requiring Review line list. ZoWID-19, this includes the
asymptomatior testbasedrecovery definitios (page35). Labresults may be entered
whenever a mitoree is in either workflow.

A user will need to validate thatany lab results documented meet specific criteria for
recovery (e.g., 24 hours apart, approved test methodgcording to the latest guidance

A Public Health user, Public Health Enroller, Contact Tracer, or Super Usermayadd the
following data element®or alab resuli{see @mge81for how to add lab resulty:
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