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 ABOUT SARA ALERTÊ  
Sara AlertÊ serves as a force multiplier that supports public health response to emerging disease 

threats, including active monitoring of home quarantine and isolation for disease containment or 

mitigation. This open-source tool allows public health resources to be directed where they are 

most needed.  

Sara AlertÊ enables public health officials to enroll individuals at risk of developing a disease of 

interest (ñmonitoreesò), for example COVID-19. Once enrolled, individuals can report their (and 

their household membersô, if applicable) symptoms daily through multiple platforms (e.g., 

mobile, desktop, text-based, voice), providing public health departments improved situational 

awareness. If a monitoree reports any symptoms or does not submit a daily report, the record is 

flagged by the system so that public health can quickly and efficiently identify monitorees 

requiring follow-up for care coordination or non-response follow-up.  

Sara AlertÊ also enables public health officials to enroll cases who require monitoring to 

determine when it is safe to discontinue home isolation. Once enrolled, individuals can report 

their symptoms daily through multiple platforms (e.g., mobile, desktop, text-based, voice), 

providing public health departments improved situational awareness. If a monitoree meets a 

recovery definition or does not submit a daily report, the record is flagged by the system so that 

public health can quickly and efficiently identify monitorees requiring follow-up to verify that it 

is safe to discontinue home isolation or non-response follow-up. The concept of operations and 

high-level workflow are shown below in Figure 1.  

 Concept of Operations 

 

Figure 1: Sara AlertÊ Concept of Operations  
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 Workflow Summary 

The Sara AlertÊ system contains two parallel public health workflows that track two types of 

monitorees shown in Figure 2: 

¶ Exposure Monitoring Workflow : allows public health to monitor potentially exposed 

individuals to determine if they become ill; for COVID-19 the monitoring period is 14 

days after the last day of exposure. This workflow is described in more detail starting on 

page 30. 

¶ Isolation Monitoring Workflow : allows public health to monitor cases daily to 

determine when they preliminarily meet a recovery definition and it may be safe to 

discontinue home isolation. This workflow is described in more detail starting on page 

35. 

  

Figure 2: Sara AlertÊ Workflow Summary 

  

Visit saraalert.org for more information about Sara Alert, including FAQs, tutorial videos, 

and fact sheets. To send questions, comments, or other feedback related to Sara Alert, email 

sarasupport@aimsplatform.com. 
 

 

http://www.saraalert.org/
mailto:sarasupport@aimsplatform.com
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 SMART on FHIR API 

To support interoperability and exchange of information with other information technology (IT) 

systems, the Sara AlertÊ system has implemented an Application Programming Interface (API) 

using SMART on HL7 Fast Healthcare Interoperability Resources (FHIR) API standards and 

specifications.  

Additional standards used to support the API include: 

¶ FHIR Release 4 (R4), its components, and specifications 

¶ SMART application launch framework 

¶ C# FHIR library 

¶ OAuth 2.0 

The Sara AlertÊ API documentation is available to users on GitHub here.  

2.3.1 Get Started Using the API 

No matter the workflow, in order to use the Sara AlertÊ API and ensure security of application 

data, the client must go through a three-step process before reading or writing any data. 

1. Registration: Register as a Client Application with Sara AlertÊ (one-time step) by 

emailing sarasupport@aimsplatform.com to request access. The registration process 

allows Sara AlertÊ to pre-authorize and curate the clients that will be using the Sara 

AlertÊ API. Registration is a manual step, as is traditional.  

2. Authorization : Go through an authorization process to obtain access token for API 

requests. 

3. Authentication: Use the obtained access token to make API requests to the Sara Alert 

API. 

2.3.2 Supported Workflows 

Sara Alert currently supports two different workflows for API use. Both of these workflows 

are SMART-on-FHIR standards. 

1. SMART on FHIR App Launch Framework "standalone launch". This expects and 

requires a user in the loop. For Sara AlertÊ, this means that a user must be logged in to 

the Sara AlertÊ User Interface, which requires 2 factor-authentication to have been 

completed (See page 130). After an application is authorized, users must individually be 

given "API access" by their local jurisdiction administrators. Please contact your local 

administrator to be granted this access. 

2. SMART on FHIR Backend Services. This is complementary to the above flow and does 

not require a user in the loop. 

 

  

http://docs.smarthealthit.org/
http://docs.smarthealthit.org/
https://www.hl7.org/fhir/overview.html
http://hl7.org/fhir/smart-app-launch/index.html
https://github.com/FirelyTeam/fhir-net-api
https://oauth.net/2/
https://saraalert.github.io/SaraAlert/api/
mailto:sarasupport@aimsplatform.com
https://tools.ietf.org/html/draft-ietf-oauth-dyn-reg-30
http://docs.smarthealthit.org/
https://github.com/SaraAlert/SaraAlert/blob/master/API.md#standalone-launch
https://github.com/SaraAlert/SaraAlert/blob/master/API.md#backend-services
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 ROLE OVERVIEW 

A user may be assigned one of the roles below by their local 

Administrator  or Super User. Each userôs role is linked to a unique 

email address. A user should be assigned a role with the fewest 

capabilities and least record access required to perform their job. Table  

gives an overview of the different capabilities available to each role: 

Table 3-1. Functional Summary by Role 

Capability Enroller 
Public 
Health 

Public 
Health 
Enroller 

Contact 
Tracer 

Analyst 
Adminis-

trator 
Super  
User 

Enroll New Exposed Monitoree P   P P     P 

Enroll New Case P   P P     P 

Add Close Contacts   P P P     P 

Enroll Close Contacts     P P     P 

View/Modify Enrollment Details P P P P     P 

View Monitoring Line Lists   P P P     P 

View/Modify Monitoring Actions   P P P     P 

View/Add/Modify Daily Reports   P P P     P 

View/Add Lab Reports   P P P     P 

View/Add Vaccinations  P P P     P 

Transfer Records   P P       P 

View History/Add Comments   P P P     P 

Import records   P P       P 

Export Records   P P       P 

View and export analytics   P P   P   P 

Add/modify system users           P P 

View list of system users           P P 

Record Access 
Only records 
added by the 

user 

All records in 
jurisdiction 

All records in 
jurisdiction 

All records in 
jurisdiction 

None; View 
Aggregate 
Data Only 

None; 
Manage users 
in jurisdiction 

All records 
and users in 
jurisdiction 

 Enroller Role 

An Enroller  is a trusted user who can add new monitorees into 

Sara AlertÊ who require public health monitoring. Enrollers can 

enroll monitorees into either the exposure or isolation workflow.  

3.1.1 Record Access 

¶ An Enroller only has access to records that they added to the system.  

¶ An Enroller can only view or modify data elements that can be entered during enrollment 

including demographics, exposure history, and planned travel; enrollers cannot view 

TIP : See the User Guide for 

Enrollers and Quick Start 

Guide for Enrollers 

TIP : See the Quick Start 

Guide for User Types 

https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/
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monitoree daily report information, public health actions, close contacts, lab reports, or 

comments made by users.  

¶ At the time of enrollment, the system will check for potential duplicate records among 

records that the user has access to; for Enrollers, this is records that the user has created.  

3.1.2 Enroller Capabilities 

¶ Enroll a new monitoree into the exposure workflow 

¶ Enroll a new case into the isolation workflow 

¶ Assign record to another jurisdiction that the enroller has access to (e.g., State enroller 

can assign cases to local jurisdiction within state) 

o The userôs assigned jurisdiction is the default jurisdiction assigned to a record 

¶ View enrollment details of monitorees enrolled by user 

¶ Modify enrollment details of monitorees enrolled by user 

¶ View summary enrollment statistics by user and user jurisdiction  

3.1.3 Workflow 

¶ Enrollers can enroll monitorees into the exposure workflow 

¶ Enrollers can enroll cases into the isolation workflow 

 Public Health Role 

A Public Health user is a trusted user who can manage the daily 

public health monitoring of enrolled monitorees in both the 

exposure and isolation workflows.  

3.2.1 Record Access 

¶ A Public Health user can only access records associated with their assigned jurisdiction.  

¶ A Public Health user can view all data elements associated with a record. 

¶ At the time of record enrollment, the system will check for potential duplicate records 

among records that the user has access to; for Public Health users, this is records within 

the userôs assigned jurisdiction.  

3.2.2 Public Health User Capabilities 

¶ Toggle between the Exposure Monitoring and Isolation Monitoring workflows 

¶ View monitoring line list of monitorees in assigned jurisdiction 

¶ View enrollment details of monitorees in jurisdiction, including contact and exposure 

information 

¶ Modify enrollment details of monitorees in jurisdiction 

¶ Move exposed monitorees between exposure workflow line lists 

¶ Move monitorees who are confirmed cases between isolation workflow line lists 

¶ View monitoree daily reports 

¶ Modify monitoree daily reports (if required to correct entry errors) 

TIP : See the Quick Start Guides for 

Public Health Users 

https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/
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¶ Add daily reports on behalf of monitorees (for those who are unable or choose not to 

report electronically) 

¶ Add comments to a monitoreeôs record  

¶ Document public health actions (e.g., referral to care or for testing) 

¶ Transfer monitorees to a new jurisdiction 

¶ Manually end a monitoreeôs monitoring period 

¶ View and export analytics summary for monitorees in the userôs jurisdiction, and the total 

number of active monitorees in each state and insular jurisdiction 

¶ Batch import new monitorees from an Epi-X notification spreadsheet or using the Sara 

AlertÊ Format Template  

¶ Export monitoree records  

¶ Add and view close contacts, lab results, and vaccinations for a monitoree 

3.2.3 Workflow 

¶ Can move exposed monitorees through the exposure workflow and into the isolation 

workflow if becomes a case 

¶ Can import a list of exposed monitorees into the exposure workflow or a list of cases into 

the isolation workflow 

¶ Cannot enroll monitorees or a list of close contacts 

 Public Health Enroller Role  

A Public Health Enroller  is a trusted user who has the combined capabilities of both the 

enroller and public health roles (see capabilities of these roles described in detail above). This 

role should be assigned only if a user needs to perform the duties of both roles.  

3.3.1 Workflow 

¶ Can move exposed monitorees through the exposure workflow and into the isolation 

workflow  

¶ Can import a list of exposed monitorees into the exposure workflow or a list of cases into 

the isolation workflow 

¶ Can manually enroll monitorees into either workflow through the user interface 

¶ Can enroll an individual documented in a recordôs list of Close Contacts as a monitoree 

in Sara AlertÊ  

 Contact Tracer Role 

A Contact Tracer is a trusted user who has most of the combined capabilities of both the 

Enroller and Public Health roles (i.e., the capabilities of a Public Health Enroller), with a few 

notable exceptions: 

¶ Contact Tracers cannot import monitorees 

¶ Contact Tracers cannot export monitoree records 

¶ Contact Tracers cannot view the analytics summary 

¶ Contact Tracers cannot transfer monitorees to another jurisdiction 
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3.4.1 Record Access 

¶ A Contact Tracer can only access records associated with their assigned jurisdiction.  

¶ A Contact Tracer can view all data elements associated with a record. 

¶ At the time of record enrollment, the system will check for potential duplicate records 

among records that the user has access to; for Contact Tracers, this is records within the 

userôs assigned jurisdiction.  

3.4.2 Contact Tracer Capabilities 

¶ Toggle between the Exposure Monitoring and Isolation Monitoring workflows 

¶ View monitoring line list of monitorees in assigned jurisdiction 

¶ View enrollment details of monitorees in jurisdiction, including contact and exposure 

information 

¶ Modify enrollment details of monitorees in jurisdiction 

¶ Move exposed monitorees between exposure workflow line lists 

¶ Move monitorees who are confirmed cases between isolation workflow line lists 

¶ View monitoree daily reports 

¶ Modify monitoree daily reports (if required to correct entry errors) 

¶ Add daily reports on behalf of monitorees (for those who are unable or choose not to 

report electronically) 

¶ Add comments to a monitoreeôs record  

¶ Document public health actions (e.g., referral to care or for testing) 

¶ Manually end a monitoreeôs monitoring period 

¶ Add and view close contacts, lab results, and vaccinations for a monitoree 

¶ Enroll monitorees from a recordôs close contacts list 

3.4.3 Workflow 

¶ Can move exposed monitorees through the exposure workflow and into the isolation 

workflow  

¶ Can manually enroll monitorees into either workflow through the user interface 

¶ Can enroll an individual documented in a recordôs list of Close Contacts as a monitoree 
in Sara Alert 

 Analyst Role 

An Analyst is a trusted user who can view the analytics summary 

but cannot perform any other capabilities of any other user type.  

3.5.1 Record Access 

¶ Analysts cannot see individual monitoree record details  

¶ Analysts can view aggregated monitoring and epidemiological data for their assigned 

jurisdiction (e.g., local, state, nationwide) 

¶ Analysts can view a map summarizing the total number of all active monitorees in Sara 

AlertÊ by workflow according to the specified home address state  

TIP : See the Quick Start Guide 

for the Analytics Dashboard 

https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/


ROLE OVERVIEW  

v1.28 Sara AlertÊ User Guide 

©2021 The MITRE Corporation. All rights reserved.  9 Approved for Public Release Case #20-1176 

¶ Analysts can view a map summarizing the total number of active monitorees by 

workflow within their assigned jurisdiction according to the specified home county by 

clicking on maps to zoom  

o An analyst cannot view county-level data for all records 

3.5.2 Analyst Capabilities 

¶ View and export analytics  

3.5.3 Workflow 

¶ Analytics are generated using data from both the exposure and isolation workflows. 

 Administrator Role 

An administrator is a trusted user who can manage other Sara AlertÊ users.  

3.6.1 Record Access 

¶ An administrator cannot see individual monitoree record details or the analytics 

summary. 

3.6.2 Administrator Capabilities 

¶ Add new users 

¶ Assign jurisdiction to users 

o A local administrator can only assign users to a jurisdiction that the administrator has 

access to.   

¶ Assign user roles (enroller, public health, public health enroller, analyst, or admin) 

o User roles are linked to a unique email address, so a user may only be assigned one 

role, unless a user has more than one unique email address  

¶ View list of users within assigned jurisdiction 

¶ Add or edit notes about a user 

¶ Lock or unlock user accounts 

¶ Reset user passwords 

¶ Edit user information 

¶ Manage two-factor authentication 

¶ View System ID for users 

¶ View a record of recent events logged to a userôs account 

 Super User Role 

A Super User is a trusted user who can perform AL L  the capabilities of an Enroller, a Public 

Health user, and an Administrator.  
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3.7.1 Record Access 

¶ A Super User can only access records associated with their assigned jurisdiction.  

¶ A Super User can view all data elements associated with a record. 

¶ At the time of record enrollment, the system will check for potential duplicate records 

among records that the user has access to; for Super Users, this is records within the 

userôs assigned jurisdiction.  

3.7.2 Super User Capabilities 

¶ All capabilities of an Enroller 

¶ All capabilities of a Public Health user 

¶ All capabilities of an Administrator 

3.7.3 Workflow 

¶ Can move exposed monitorees through the exposure workflow and into the isolation 

workflow  

¶ Can import a list of exposed monitorees into the exposure workflow or a list of cases into 

the isolation workflow 

¶ Can manually enroll monitorees into either workflow through the user interface 

¶ Can enroll an individual documented in a recordôs list of Close Contacts as a monitoree 
in Sara Alert 

¶ Can manage users in the Super Userôs jurisdiction 

 Monitoree  

A monitoree is a subject with potential exposure (exposed monitoree) or disease (case) who has 

been enrolled by a trusted user for public health monitoring. The system will send an automated 

daily report via the monitoreeôs or caseôs preferred reporting method. A monitoree will not have 

a system login. 

3.8.1 Record Access 

¶ A monitoree does not have access to any record information; monitorees can only see and 

respond to the automated daily report 

¶ A monitoree cannot edit data associated with their or any other record 

3.8.2 Monitoree Capabilities 

¶ Submit daily reports for themselves 

¶ Submit daily reports on behalf of their reporting household 

members if they are enrolled as the Head of Household 

¶ Monitorees who are in a household but are not a Head of Household will not receive or 

submit automated daily reports 

  

TIP : See the Quick Start Guide for 

Preferred Reporting Method 

https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/
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 GETTING STARTED 

 Logging In 

1) Open Sara AlertÊ in a web browser. Compatible web browsers include Chrome, Microsoft 

Edge, Microsoft Internet Explorer 11, Mozilla Firefox, and Safari. If using Microsoft Internet 

Explorer 11, you may need to turn off compatibility mode. 

 

2) Log in using your credentials.  

If this is your first login attempt, use the temporary password you 

were issued; you will be prompted to change it. Temporary 

passwords expire after 72 hours. If your temporary password has 

expired, contact your jurisdiction administrator for a password reset. 

 
Figure 3: Log in screen 

3) Register for two-factor authentication (2FA) by providing a phone number. (NOTE:  this is 

only required the first time you use Sara Alert). This is how you will receive your 7-digit 2FA 

token number. Once you have entered your phone number and country (for the country code), 

click ñRegister.ò 

 
Figure 4: Enter your phone number  

  

TIP: If you are having difficulty 

logging in with the temporary 

password, type it in instead of 

using cut and paste 
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4) For all login attempts after initial registration, you will be prompted to choose how to receive 

the 7-digit 2FA token (i.e., SMS/Text or through a phone call).  

¶ Select your preferred method to receive the 2FA token  

¶ Enter the 7-digit token when you receive it and click ñSubmitò 

 
Figure 5: Choose your 2FA method 

5) Depending on your assigned system role, you will be taken to a different home screen: 

¶ Enroller : Enrollment Dashboard 

¶ Public Health, Public Health Enroller , Contact Tracer, or Super User: Monitoring 

Dashboards 

¶ Analyst: Analytics Summary 

¶ Administrator : Admin Panel 

6) Your username and user role are listed in the upper right-hand corner of the screen.  

 
Figure 6: Your Sara AlertÊ username and user role 
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7) Your assigned jurisdiction is listed in the upper right-hand corner of the screen. Your record 

view is restricted to what you have access to based on your jurisdiction access and assigned role 

(See Role Overview starting on page 5). 

 
Figure 7: Your Sara AlertÊ jurisdiction 

8) The ñHelpò button provides links to the User Guide, User Forum, and other helpful resources, 

including how to contact the Sara AlertÊ team for help. 

 
Figure 8: Access to Sara AlertÊ resources 

9) To end the session, click ñLogout.ò Users should log out of the system when they are not 

using it.  

 
Figure 9: The logout button 
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 Sara AlertÊ Record Retention 

To minimize the amount of identifiable information stored on the production servers, Sara 

AlertÊ will purge records of identifiers if there have been no changes to a record for a defined 

time period, provided that a monitoree is no longer being actively monitored. For COVID-19, the 

time has been configured for 14 days after the last record update (e.g., an update includes any 

action on the record, including adding comments or updating any fields). All records that have 

met the purge criteria since the last system purge date will be eligible for purge unless the record 

is updated. The expected purge date for a record is displayed on the closed line list. If a 

jurisdiction would like to retain the records, users will need to select ñExport for Purge Eligible 

Monitorees.ò 

On Thursdays at noon UTC, the system will flag all records that are forecasted to be eligible to 

be purged of identifying information on Saturday at 11:59 pm UTC (e.g. For COVID-19, records 

that at Saturday 11:59 UTC will  have not been updated for 14 days). An email notification will 

be sent to local Administrators and Super Users indicating how many, if any, purge-eligible 

records are in the  userôs jurisdiction. Administrators will need to coordinate with a Public Health 

user, Public Health Enroller, Contact Tracer, or Super User to export records for retention before 

purge if necessary while Super Users are able to export records themselves.  

 
Figure 10: Sample notification to administrators 

The system will purge records flagged Thursday on Saturday at 11:59 pm UTC. If a record 

flagged for purge is updated before Saturday at 11:59 pm UTC, the record will not be purged.  

The system retains a subset of information after purging identifiers from a monitoreeôs record to 

enable the Sara AlertÊ system to aggregate data for all monitorees that have ever been 

monitored within a jurisdiction. Monitoree records that have been purged of identifiers will no 

longer appear in the monitoring line lists. The data elements listed below are kept for each record 

after purge: 

¶ Age 

¶ Sex at Birth 

¶ Race(s) 

¶ Ethnicity 

¶ Record Creation Time 

¶ Last Record Update Time 

¶ Record Creator (username) 

¶ Assigned jurisdiction 

¶ Symptom onset date 

¶ Sara Alert ID of HoH (if 

applicable) 

¶ Workflow (at time of purge) 

¶ Address county 

¶ Reason for closure 

¶ Exposure Risk Assessment 

¶ Monitoring Plan 

¶ Was a close contact of a known 

case (true/false) 

¶ Was a member of Common 

Exposure Cohort (true/false) 

¶ Traveled to affected country or 

area (true/false) 

¶ Laboratory personnel (true/false) 

¶ Healthcare personnel (true/false) 

¶ Was in a healthcare facility with 

known cases (true/false) 

¶ Was crew member of a passenger 

or cargo flight (true/false)  

TIP: Use an online 

converter to convert 

UTC to your local 

time zone.   
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 MONITOREE RECORD OVERVIEW 

Whenever viewing a specific monitoree record, record information is presented in the six 

sections described below. Each section of the record can only be viewed by users that are 

indicated below:  

Table 5-1: Monitoree Record Access by User Type 

Record Section Enroller 
Public 
Health 

Public 
Health 
Enroller 

Contact 
Tracer 

Analyst 
Adminis-

trator 
Super User Page # 

Monitoree Details P P P P     P 15 

Monitoring Actions  
P P P     P 19 

Reports   P P P     P 20 

Lab Reports   P P P     P 25 

Vaccinations   P P P     P 26 

Close Contacts  
P P P     P 26 

History   P P P     P 27 

 

Changes to the data elements in the Monitoree Record may change the line list that the monitoree 

appears in on the dashboard. Changes are logged in the history section of the record. Some data 

elements in the monitoree record are used in both workflows while others are more workflow 

specific. Data elements that are intended for use in a specific workflow are noted in each section 

below.  

A video tutorial for this section is available at: saraalert.org/public-health/tutorial-videos/ 

 Monitoree Details/Enrollment Wizard 

The Enrollment Wizard organizes the Monitoree Details into 6 different screens that allow an 

Enroller , Public Health Enroller , Contact Tracer, or Super User to add information in a 

defined sequence. The Enrollment Wizard is used to collect the information described below. 

While Public Health users cannot enroll monitorees, they can update the records of enrolled 

monitorees by clicking ñEditò next to that Monitoree Details section of interest (see page 49 for 

more details). Monitorees enrolled though the user interface can be added to either the 

Exposure or Isolation workflow s.  A description of the fields available in the Enrollment 

Wizard and saved in the Monitoree Details section of the monitoree record are described below.  

5.1.1 Monitoree Identification 

¶ Select workflow to enroll monitoree (exposure or isolation) 

¶ Includes name and demographic information, as well as any existing state/local/Federal 

ID numbers 

¶ Includes primary and secondary languages spoken by the monitoree. The primary 

language field is used to determine in what language the notifications from the system to 

the monitorees will be sent.  

https://saraalert.org/public-health/tutorial-videos/
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¶ Languages that are not fully supported are designated with a *. If a language is selected 

that is currently not supported, the system will send notifications in English. If the 

language is partially supported, a message will appear on enrollment with more details.     

5.1.2 Monitoree Address 

¶ Home Address Within USA (U.S. Residents) 

o Address at Destination in USA Where Monitored: If the same as the home address, 

select the ñCopy from Home Addressò option  

¶ Home Address Outside USA (Non-Residents) 

o Address at Destination in USA Where Monitored: Enter data here for individuals who 

are temporarily staying in the U.S. during their monitoring period  

5.1.3 Monitoree Contact Information  

¶ ñPreferred Reporting Methodò indicates how monitorees 

will receive notifications to submit daily symptoms reports 

(email, SMS text, phone, etc.).  

o Some fields are conditionally required depending on the 

selected ñpreferred reporting methodò  

o Message and data rates may apply depending on the contact method selected 

o If a monitoreeôs preferred reporting method is not yet known, the user may select 
ñUnknownò and the monitoree will not receive 

notifications. This is the system default value 

o If a monitoree is enrolled in the system but has 

requested not to receive notifications, the user may 

select ñOpt-Outò for preferred reporting method and 

the monitoree will not receive notifications    

o Monitorees with ñOpt-Outò or ñUnknownò selected 

will appear on the non-reporting line list the day after 

enrollment unless a user submits a report on their 

behalf 

o The system will display a warning if a user attempts to enter a phone number that is 

currently blocking texts from Sara Alert. See page 139 for more details. 

¶ ñPreferred Contact Timeò determines when the monitoree will be messaged by the 

system. 

o Morning is between 8 AM and noon in local time zone 

o Afternoon is between noon and 4 PM in local time zone 

o Evening is between 4 PM and 8 PM in local time zone 

o The local time zone for monitorees is determined by 

the monitoreeôs address state data elements located 

on the ñMonitoree Addressò enrollment screen. The 

time zone for each state has been assigned based on each stateôs population center   

Á If address state is left blank, the eastern time zone is used by default  

TIP:  If the user does not specify a 

preferred contact time, the system 

will send daily requests during the 

ñAfternoonò contact times. 

TIP:  See the Quick Start Guide 

for Preferred Reporting 

Method 

TIP : If ñunknownò or ñopt outò is the 

current preferred reporting 

method, a user will need to update 

the reporting method (email, 

SMS, or phone) for the monitoree 

to begin receiving daily 

notifications.  

https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/
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5.1.4 Monitoree Arrival Information  

¶ Fields on this screen are optional since all monitorees will not have travel history. If 

travel history is available, it should be entered into the system  

5.1.5 Additional Planned Travel 

¶ Fields on this screen are optional since not all monitorees will plan to travel during their 

monitoring period 

5.1.6 Monitoree Potential Exposure or Case Information 

Some of the fields on the final screen on the enrollment wizard differ depending on which 

workflow is selected (exposure or isolation) on the first screen. These are described below.  

5.1.6.1 Exposure Workflow 

¶ Last Date of Exposure: Used by the system to determine the monitoring period for 

exposed monitorees. The field will be auto populated with the Last Date of Exposure that 

was entered when the record was created or imported. 

o A user may enter a date that is up to 30 days after the current date.  

o The system allows either a Last Date of Exposure to be entered OR Continuous 

Exposure turned ON. This ensures that a user clearly indicates if the monitoring 

period should be calculated based on a known exposure or extended indefinitely due 

to an ongoing exposure.   

¶ Continuous Exposure: A user can turn this ñONò if the monitoree is being continuously 

exposed (e.g., from living with someone who is a confirmed case).  

o When Continuous Exposure is turned ñONò, Sara AlertÊ will extend the monitoreeôs 
monitoring period indefinitely until either: 

Á The record is closed (in which case Continuous Exposure will be automatically 

turned off); or 

Á Continuous Exposure is turned off and a Last Date of Exposure is entered by a 

user. Once a Last Date of Exposure is entered, the end of the monitoring period 

will be calculated as Last Date of Exposure + monitoring length (e.g., for 

COVID-19, this is 14 days after Last Date of Exposure).  

o The system allows either a Last Date of Exposure to be entered OR Continuous 

Exposure turned ON. This ensures that a user clearly indicates if the monitoring 

period should be calculated based on a known exposure or extended indefinitely due 

to an ongoing exposure.  

¶ Exposure Risk Factors: Allows users to indicate if a monitoree has a specific risk factor  

o Some exposure risk factors have free text fields to allow for specific exposures to be 

documented.  

o In instances where there may be multiple applicable answers (e.g., the monitoree 

visited multiple healthcare facilities with known cases), use commas to separate 

multiple specified values. 
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o The ñClose Contact of a Known Case IDò field can be used to assist with 

identifying common exposures to the same case. Users can filter records based on this 

field. 

o The ñMember of Common Exposure Cohortò field can be used to track different 

types of shared exposures (i.e., outbreak at a workplace, facility, event, etc.) 

5.1.6.2 Isolation Workflow 

¶ ñSymptom Onsetò date may be used by the system to determine eligibility for a record 

to appear on the Records Requiring Review line list in the Isolation Workflow. For 

COVID-19, this field is used to determine if the non-test-based recovery definition has 

been met.  

o A user may enter a date that is up to 30 days after the current date.  

¶ ñCase Statusò can be set to ñConfirmedò or ñProbable.ò 

o Users should assign case status according to current guidelines provided by their 

jurisdiction. For reference, the latest CSTE surveillance case definitions can be found 

at: https://www.cste.org/page/PositionStatements.  

5.1.6.3 Both Workflows  

¶ The ñAssigned Jurisdictionò field can be updated on enrollment.  

o The default jurisdiction will match the userôs assigned jurisdiction displayed in the 

upper right-hand corner of the screen. 

o The list of available jurisdictions at enrollment will only be populated with 

jurisdictions to which the user has access to (e.g., State enroller can assign cases to a 

local jurisdiction within state) 

Á If a record needs to be transferred to a jurisdiction that the user does not have 

access to, a Public Health user, Public Health Enroller, or Super User will need to 

transfer the record after enrollment. 

¶ The ñAssigned Userò field can be specified on enrollment. 

o Used to identify the user or group within a jurisdiction responsible for monitoring a 

monitoree 

o Each jurisdiction should determine their own Assigned User identification 

conventions (e.g., assign user number to each user, assign user number to groups or 

teams, assign user number to call center stations, etc.).  

o Each jurisdiction within the jurisdictional hierarchy can assign any allowed assigned 

user numbers; thus a state user and county user within that state can be assigned the 

same assigned user number unless a coding convention is established at the state level 

to prevent this. Thus, both the assigned jurisdiction and assigned user fields uniquely 

identifies each assigned user. 

o This field does not change who can see or modify a record, it is instead intended to 

help jurisdictions organize and track which of their personnel are assigned to a given 

record. 

o This field is optional and can be updated later.  

https://www.cste.org/page/PositionStatements
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 Monitoring Actions 

The following data elements can be modified to capture public health monitoring actions and are 

available to Public Health users, Public Health Enrollers, Contact Tracers, and Super 

Users. Assignment of these values should be based on most recent guidance. Any changes to the 

data elements listed below will be captured in the record history with the name of the user and a 

timestamp based on the local time zone reported by the userôs web browser.  

5.2.1 Both Workflows 

¶ Monitoring Status:  This data element distinguishes between monitorees that are or are 

not being actively monitored by public health.  

o If set to óActively Monitoringô, the system will move the record to the appropriate 

monitoring line list based on reporting history and latest public health actions. The 

system will send daily report reminders to any active monitoree if they are eligible to 

receive them (see page 134).    

o If set to óNot Monitoringô, the records will be moved to the `Closed` line list and the 

system will stop sending daily report reminders if the monitoree is not eligible to 

receive them (see page 134).     

¶ Case Status: Allows a public health user to move a monitoree from Exposure 

Monitoring to the Isolation Monitoring based on case status or vice versa. 

o Suspect, Not a Case, Unknown: If one of these case statuses is selected, the record 

will be retained or returned to the exposure workflow to continue monitoring until the 

end of the monitoring period.  

o Confirmed or Probable: If one these case statuses is selected the system will ask the 

user if the system should end monitoring or move the record to isolation monitoring. 

o Users should assign case status according to current guidelines provided by their 

jurisdiction. For reference, the latest CSTE surveillance case definitions can be found 

at: https://www.cste.org/page/PositionStatements.  

¶ Assigned User: Used to identify the user or group within a jurisdiction responsible for 

monitoring a monitoree. 

o Each jurisdiction should determine their own Assigned User identification 

conventions (e.g., assign user number to each user, assign user number to groups or 

teams, assign user number to call center stations, etc.).  

o Each jurisdiction within the jurisdictional hierarchy can assign any allowed assigned 

user numbers; thus a state user and county user within that state can be assigned the 

same assigned user number unless a coding convention is established at the state level 

to prevent this. Thus, both the assigned jurisdiction and assigned user fields uniquely 

identifies each assigned user.  

o This field does not change who can see or modify a record, it is instead intended to 

help jurisdictions organize and track which of their personnel are assigned to a given 

record. 

¶ Assigned Jurisdiction: Allows public health users to control the jurisdiction who can 

view and modify the record. Records that have been transferred into or out of a userôs 

jurisdiction will appear on the respective transfer line list.  

https://www.cste.org/page/PositionStatements
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5.2.2 Exposure Workflow 

¶ Exposure Risk Assessment: Allows a public health user to document exposure risk. The 

purpose of this data element is to provide information to public health users who are 

prioritizing response to symptomatic and non-reporting individuals.  

o This data element does not impact the type or frequency of messages sent by the 

system to monitorees.  

o Users should assign Exposure Risk Assessment according to current guidelines 

provided by their jurisdiction. 

¶ Latest Public Health Action: Allows a public health user to document public health 

actions related to a symptomatic monitoree under investigation to determine case status in 

the exposure workflow. The purpose of this data element is to move records from the 

symptomatic line list to the PUI line list in the exposure workflow.  

o Selecting any option other than ñNoneò moves the record from the ñSymptomaticò 
line list to the ñPUIò line list in the exposure workflow.  

o To move a record off of the PUI line list in the exposure workflow, update óCase 

Statusô based on the findings of the investigation.  

¶ Monitoring Plan :  Allows a public health user to document the assigned monitoring 

plan. The purpose of this data element is to provide information to public health users 

who are prioritizing response to symptomatic and non-reporting individuals in the 

exposure workflow.  

o This data element does not impact the type or frequency of messages sent by the 

system to monitorees.  

o Users should assign Monitoring Plan according to current guidelines provided by 

their jurisdiction. 

 Reports 

This section lists all of a monitoreeôs daily reports, including which (if any) symptoms were 

reported, the date and time of the report, who submitted the report (i.e., the monitoree or a public 

health user), and the current notification status (see page 63 for icon description).  Reports are 

available to Public Health users, Public Health Enrollers, Contact Tracers, and Super Users. 

Data elements or features that are intended for use in a specific workflow or function differently 

in each workflow are noted below.  

5.3.1 Both Workflows 

¶ Add New Report (Page 76): Allows a user to add a new daily report on behalf of a 

monitoree.  

¶ Pause/Resume Notifications:  

o Pause: The system will stop sending an eligible monitoree daily report requests until 

a user resumes notifications. (See page 134 for eligibility logic).     

Á Household Reporting: If a user pauses notifications for a Head of Household 

(HoH), no notifications will be sent to the HoH for any household members. 

Since household members are not eligible to receive notifications (the HoH 
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receives their notifications), the ability to pause notifications is not available for 

household members who are not the Head of Household. 

o Resume: The system will resume sending the monitoree automated daily reports once 

a day until notifications are either paused by a user or the monitoree is no longer 

eligible to receive messages (See page 134 for 

eligibility logic).     

Á Resuming notifications may not result in a daily 

report being immediately sent to the monitoree. 

The system will send a daily report at the 

monitoreeôs next preferred contact time. 

o This ability to pause/resume notifications is only 

available for monitorees who are: 

Á NOT on a Closed line list; AND 

Á Either a Head of Household OR not in a household (self-reporter) 

 

Figure 11: The ability to pause notifications is not available for records that are already ineligible  

¶ Log Manual Contact Attempt (Page 76): Allows a user to record successful and 

unsuccessful manual contact attempts made. Users require contact by public health in the 

following situations: 1) evaluate exposed individuals who have reported symptoms to 

determine clinical compatibility 2) evaluate cases who preliminarily meets the recovery 

definition to validate it is safe to discontinue isolation 3) re-establish contact with 

individuals on the non-reporting line lists.  

¶ Symptom Onset Date: This field is auto populated with the date of the earliest report 

flagged as symptomatic (red highlighted) in the report history table unless a date has been 

entered by a user (e.g., symptom onset determined to differ from information available in 

report table); this is to reduce data entry burden on users and prevent the symptom onset 

date field from being blank when a record is moved to the Isolation Workflow since it 

may be a required field to determine eligibility for the Records Requiring Review line 

list.  For COVID-19, this field is used to determine if the non-test-based recovery 

definition has been met. An explanation of the role of this field in each workflow is noted 

below.  

o A user may enter a date that is up to 30 days after the current date.  

Tip: Clicking ñResumeò notifications will 

not immediately send a daily report to 

a monitoree. The system will send a 

message during the next occurrence of 

the monitoreeôs preferred contact time 

if the monitoree is eligible to receive a 

message. 
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5.3.2 Exposure Workflow Only 

¶ Report Table Format:  If the monitoree reports symptoms that are compatible with 

symptomatic logic (page 30), that row will be highlighted red and the ñNeeds Reviewò 

column will show ñYesò in the exposure workflow. 

¶ Mark All as Reviewed (Page 67): Selecting this button will change the "Needs Review" 

status in all unreviewed reports from "Yes" to "No." The purpose of this button is move 

records from the symptomatic line list that are not clinically compatible with the disease 

of interest to the Asymptomatic or Non-reporting line list as appropriate in the 

exposure workflow. If a report is marked as reviewed, the system will clear the 

symptomatic flag on the record. Reports may also be individually cleared. This feature 

also determines the system-defined symptom onset date.  

¶ Symptom Onset Date: If this field has a value in the Exposure workflow, the monitoree 

will appear on the Symptomatic line list.  

o A monitoree with a blank Symptom Onset Date in this workflow is eligible to appear 

on the Asymptomatic or Non-Reporting line lists.  Users should verify the Symptom 

Onset Date before moving a record to the isolation workflow.  

o A Symptom Onset Date should only be entered by a user for a monitoree in the 

Exposure Workflow if the monitoree is under investigation for the disease of interest 

and the actual symptom onset date differs from what data is available in the reports 

table (see page 30 for more details).  

o If all symptomatic reports (highlighted red) are marked as reviewed while a record is 

in the exposure workflow, the symptom onset date will be blank since the monitoree 

has no known Symptom Onset Date for the disease of interest.  

¶ Last Date of Exposure: Used by the system to determine the monitoring period for 

exposed monitorees. The field will be auto populated with the Last Date of Exposure that 

was entered when the record was created or imported. 

o A user may enter a date that is up to 30 days after the current date.  

o The system allows either a Last Date of Exposure to be entered OR Continuous 

Exposure turned ON. This ensures that a user clearly indicates if the monitoring 

period should be calculated based on a known exposure or extended indefinitely due 

to an ongoing exposure.   

¶ End of Monitoring: Calculated from Last Date of Exposure, where the length of the 

monitoring period depends on the disease being monitored. For example, for COVID-19 

monitoring, the End of Monitoring period is automatically set to 14 days after the Last 

Date of Exposure. 

o If  Last Date of Exposure is left blank on import, End of Monitoring will be calculated 

using the date the monitoree was enrolled, until a Last Date of Exposure is entered 

¶ Continuous Exposure: A user can turn this ñONò if the monitoree is being continuously 

exposed (e.g., from living with someone who is a confirmed case).  

o When Continuous Exposure is turned ñONò, Sara AlertÊ will extend the monitoreeôs 

monitoring period indefinitely until either: 

Á The record is closed (in which case Continuous Exposure will be automatically 

turned off); or 
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Á Continuous Exposure is turned off and a Last Date of Exposure is entered by a 

user. Once a Last Date of Exposure is entered, the end of the monitoring period 

will be calculated as Last Date of Exposure + monitoring length (e.g. for COVID-

19, this is 14 days after Last Date of Exposure). 

o The system allows either a Last Date of Exposure to be entered OR Continuous 

Exposure turned ON. This ensures that a user clearly indicates if  the end of 

monitoring period should be calculated based on a known exposure or extended 

indefinitely due to an ongoing exposure.  

5.3.3 Isolation Workflow Only 

¶ Report Table Format: If the monitoree reports symptoms that are compatible with 

symptomatic logic (page 30), that row will be highlighted red. The ñNeeds Reviewò 

column is not visible in the isolation workflow since cases are expected to report 

symptoms for some time during recovery.   

¶ Mark All  As Reviewed: The ñReviewò functionality is not used or available in the 

Isolation Workflow. This feature is used to mark reports as not being related to the 

disease of interest in the exposure workflow.  

¶ First Positive Lab: This field may be used by the system to determine if a monitoree in 

the Isolation Workflow is eligible to appear on the Records Requiring Review line list 

(page 35). For COVID-19, this field is used to determine if the asymptomatic non-test-

based recovery definition has been met.  

o This column will be populated with the Specimen collection Date of the earliest lab 

result with a ñpositiveò result, if available. For asymptomatic cases, this allows users 

to see how many days it has been since the earliest positive lab result.  

¶ Symptom Onset Date: This field may be used by the system to determine eligibility for 

a record to appear on the Records Requiring Review line list in the Isolation workflow. 

For COVID-19, this field is used to determine if the non-test-based recovery definition 

has been met (page 35). 

o If a record is moved from the Isolation Workflow to the Exposure Workflow (e.g., 

case ruled out and returned to monitoring due to exposure), the system will clear this 

field; this allows the system to place a monitoree on the appropriate monitoring line 

list in the exposure workflow based on any new daily reports. 

¶ Extend Isolation To Date: This field is used by the system to determine if a monitoree 

in the Isolation Workflow is eligible to appear on the Records Requiring Review line 

list (see page 35 for more details about this line list). If  an Extend Isolation To Date has 

been entered for a monitoree, they will not be eligible to appear on the Records 

Requiring Review line list until that date has passed (see page 72).  

o A user may enter a date that is between 30 days before and 30 days after the current 

date. 

o There is no set monitoring period for cases in the Isolation Workflow. Instead, the 

system automatically flags monitorees as potentially meeting one of Sara Alertôs 

internal recovery definitions (see page 35). A user can override this by extending 

isolation, as explained on page 72.  
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5.3.4 Daily Report Information Display Based on Monitoree Preferred 
Reporting Method 

Monitorees receive slightly different automated report prompts 

depending on their preferred reporting method. The Sara Alert 

team recommends users to promote contact methods that send 

monitorees a weblink (via email or SMS), since more granular 

information about symptoms can be collected.  

5.3.4.1 For weblink reports (via SMS or email) and reports entered manually by a Sara 
AlertÊ user:  

Monitorees who are not a member of a reporting household respond to a series of yes/no 

questions about presence or absence of each of the monitored symptoms. 

¶ The report will explicitly document which symptom(s) a monitoree reported or did not 

report (e.g., every symptom column will be populated with ñYesò or ñNoò) 

o If symptoms reported meet the symptomatic logic (page 30) , the appropriate column 

displays ñYesò, the report is shaded red and ñNeeds Reviewò is set to ñYesò 

o If no symptoms are checked or monitoree selects ñI am not experiencing any 

symptomsò, all symptom columns are filled with ñNoò and the report is not 

highlighted in red  

If a monitoree is a Head of Household (HoH) reporter, they will receive unique web-links to 

report symptoms for each household member. Each household memberôs symptom table will 

reflect what is reported specifically for them.  

 
Figure 12: Example symptomatic web-link report showing value for each symptom 

5.3.4.2 For SMS Text (non-weblink) and Telephone Call reports:  

Monitorees who are not a member of a reporting household respond to a single yes/no question 

about presence or absence of the group of monitored symptoms. 

¶ If a monitoree responds ñnoò, the symptom columns are filled with ñNoò and the 

monitoree is moved to the appropriate line list.  

¶ If monitoree replies ñyesò, the report row is shaded red and the symptom column values 

are left blank since the system does not know which symptom the monitoree is reporting, 

but knows at least one has been reported. This is enough information to flag the report for 

public health follow-up. This has implications for the line list that the monitoree will 

appear on, depending on which workflow they are in: 

o Exposure Workflow : Monitoree record is moved to the Symptomatic line list 

o Isolation Workflow :  The monitoree can appear on the Reporting or Records 

Requiring Review line lists (see page 35 for other conditions that must be met).  

Tip: See the Quick Start 

Guide for Preferred 

Reporting Method 

https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/
https://saraalert.org/public-health/guides/
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Á A ñYesò response does not prevent a case who would otherwise preliminarily 

meet any recovery definition that includes symptom criteria (e.g., no fever 

without use of fever-reducing medication, etc) from appearing on the Records 

Requiring Review line list since the system cannot determine from a non-specific 

report which report item the monitoree was responding to (e.g., whether the 

monitoree is experiencing fever or used a fever-reducing medication).  

Á After interviewing the monitoree to find out which specific symptoms they are 

experiencing, if a user edits the report to include information that would result in 

the monitoree not meeting the recovery logic, the monitoree will not be eligible 

for the Records Requiring Review line list until the recovery logic is met again 

(see page 35). 

If a monitoree is a HoH reporter , they will respond to one question asking if anyone in the 

household is experiencing symptoms.  

¶ If HoH replies ñyesò, the report row for every active household member is shaded red and 

the symptom column values are left blank since the system does not know which 

symptom the HOH is reporting, nor which household member is ill (Figure 13). This is 

enough information to flag the report for follow-up. The records of each household 

member should be updated once additional information is available. This has implications 

for the line list that a household member will appear on, depending on which workflow 

they are in: 

o Exposure Workflow:  Every member of the household is moved to Symptomatic line 

list 

o Isolation Workflow : Records may appear on Reporting or Records Requiring 

Review line lists (see page 35 for conditions that must be met). 

¶  If a HoH responds ñnoò, all symptom columns are filled with ñNoò and all the household 

records are moved to the appropriate line list 

 
Figure 13: Example symptomatic SMS text or voice report with blank columns. 

 Lab Results 

Lab Results are primarily used in the Isolation Workflow to determine eligibility for a record to 

appear on the Records Requiring Review line list. For COVID-19, this includes the 

asymptomatic or test-based recovery definitions (page 35).  Lab results may be entered 

whenever a monitoree is in either workflow.  

A user will need to validate that any lab results documented meet specific criteria for 

recovery (e.g., 24 hours apart, approved test method) according to the latest guidance. 

A Public Health user, Public Health Enroller , Contact Tracer, or Super User may add the 

following data elements for a lab result (see page 81 for how to add lab results): 








































































































































































































































































