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CAPABILITY INDEX BY ROLE

1 CAPABILITY INDEX BY ROLE

Public

. Public Contact Admini-| Super
Capability Enroller Health Health Tracer Analyst Srator Usper Page #
Enroller

Enroll New Monitoree in Either Workflow o] o] o] o] 50
View and Edit Enroliment Details o] o] o] o] 0 61
View and Export Analytics Summary 0 0 0 0 145
Export Records 0 0 0 133

1 Single Record 0 0 0 142

1 Multiple Records o] 0 0 135

1 Custom Export Builder 0 0 0 136
Import Records 0 0 0 52

1 Epi-X Format 0 0 0 52

9 Sara Alert Format 0 0 0 53

1 Import Households 0 0 0 120
View Monitoring Line Lists 0 0 0 0 61
Advanced Filter o] o] o] 0 66
Update Multiple Records from Dashboard o] o] o] 0 77
Create Reporting Household 0 0 0 0 117
Remove a Monitoree From a Household o] 0 0 0 125
Change a Head of Household o] o] o] 0 126
g;ecagreofg/lodlfy a Household from Existing 5 5 5 5 123
Update Monitoring Actions for an Entire o . . o
Household 0 0 0 0 | 128
Transfer Record to Other Jurisdiction o] 0 0 92
Log a Manual Contact Attempt o] o] o] 0 96
Manually Add aDaily Report o] o] o] 0 97
Modify a Daily Report 0 0 0 0 98
Add a New Close Contact o] 0 0 0 103
Enroll a Close Contact as a Monitoree 0 0 0 103
Add Comments to a Record o] o] o] 0 106
Move monitorees between line lists o] o] o] 0 85,90
Manually Close Record 0 0 0 0 113
Update Case Status to change record workfl 0 0 0 0 112
Pause or Resume Notifications o] 0 0 0 101
Add Laboratory Test Results o] o] o] 0 101
Add Vaccinations o] o] o] 0 103
Flag a Monitoree for FollovJp 0 0 0 0 80
Add Users o] o] 151
View List of Users 0 0 150
Export a List of Users 0 0 152
Reset User Passwords 0 0 157
Edit User Account Info o] o] 153
View User Account Event History 0 0 154
Reset User-Factor Authentication o] o] 158
Enable API Access 0 0 160
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ABOUT SARA ALERTE

2 ABOUT SARA ALERTE

Sara AlerE serves as a force multiplier that supports public health response to emerging disease
threats includingactive monitoringpf homequarantine and isolatidor disease containment or
mitigation. This opensource tool allows public health resources to be directed where they are
most needed.

Sara Alertenables public health officials to enroll individuélgi mo n i tataiskefe s 0 )
developing a disease witerest for example COVIB19. Once enrollednonitoreesan report

their (and their household memb&ii§ applicable) symptoms daily through multiple platforms

(e.g., mobile, desktop, tektased, voice), providing public health departments improved

situational awareness. If a monitoree reports any symptoms or does not submit a daily report, the
record is flagged by the system so that public health can quickly and efficiently identify
monitorees requiring follovap for care coordination or naesponse.

Sara Alert also enables public health officials to enroll cases who require monitoring to
determine when it is safe to discontinue home isola@@ases also receive automated reports
asking about their statui$.a monitoreemeets a recovery definitiaar does not submit a daily
report, the record is flagged by the system so that public health can quickly and efficiently
identify monitorees requiring followp to verify that it is safe to discontinue home isolaton
nonresponse followup. Theconcept obperationsand highlevel workflow areshownbelowin
Figure 1.

ﬁ Stays well and

released from
Exposure Monitoring quarantine

\

‘ K , Sara Alert

Isolation Monitoring

&

Exposed individual

in quarantine Mg i
la¥m
a s
COVID-19 d b

‘ /_Sara Alert ‘
lllllll“ W

H

.diagr)osed in \7 Confirmed Recovers and
individual not <V released from
being monitored GOVID- 18 cane i i
in isolation isolation

Figurel: Sara AlertE Concept of Operation

Visit https://www.saraalert.orffpr more information about Sara Alert, including FAQs,
tutorial videos, and fact shee® send questions, comments, or other feedback related t
Sara Alert, emaisarasupport@aimsplatform.com
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ABOUT SARA ALERTE

2.1 The Sara Alertt API

To support interoperability and exchange of information with other information technology (IT)
systems,ite Sar a Al e inplemestgds Appliwatidn #gramming tarface (API)
usingSMART on HL7 Fast Healthcare Interoperability Resources (FHIR)sédtidards and

specificatons.
Additional standards used to support the API include

1 EHIR Release 4 (R4its components, and specifications
1 SMART application launch framework

1 C# FHIRlibrary

1 OAuth 2.0

The Sara Alert APl documentation is available to users on Gitldtd

2.1.1 Get Started Using the API

No matter the workfl ow, in order to use the S
data, the client must go through a thstep process before reading or writing any data.

1. Registration: Register as a Client -Apeptepjlyati on wi
emailingsarasupport@aimsplatform.cdmrequest acces$he registration process
al | ows Sar aauthdrizerand Eurate the gients that will be using the Sara
Alert API. Registration is a manual step, agraélitional

2. Authorization : Go through an authorization process to obtain access token for API
requests.

3. Authentication: Usethe obtained accessken to make API requeststtoe Sara Alert
API.

2.1.2 Supported Workflows

Sara AlerE currently supports two different workflows for API use. Both of these workflows
areSMART-on-FHIR standards

1. SMART on FHIR App Launch Framework "standalone laundtils expects and
requires a user in the |l oop. For Sara Al er
the Sara Alertser Interface, which requires 2 facturthentication to have been
completed (Sepage158). After an application is authorized, users must individually be
given "API access" by their local jurisdiction administrators. Please contact your local
administrator to be granted this ackes

2. SMART on FHIR Backend Serviceshis is complementary to the above flow and does
not require a user in the loop.
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GETTING STARTED

3 GETTING STARTED

3.1 Terms to Know

Before I ogging in and g yotshouldgndesstaadrhowedeebasicsi ng S
terms are used in Sara Alert. These terms are used freqtentighout the Sara Alert system,

as well as this guideeach has a very specific meaning in SaextAFor a full list of termsised

in this guide download the Sara AleResourcéslossary ahttps://saraalert.org/quides

Household A specific group of monitorees who report to Sara Alert togefhspecial
monitoree in the groypgheHead of Householdeports for all the monitorees in the Household.
Sectionl1 starting orpagell6covers Households.

jurisdiction: The specific area that a public health organization serves. For example, a
jurisdiction for a public health organization may be a state, a territory, a tabanty, or a city.
A jurisdiction may have sufurisdictions (e.g., counties within a state) Sara Alert,

Aj uri sdi ct i on aserscantsee wiich mankorees hEiaah Bara Alert usessigned
to a specific jurisdiction and can only sbe monitorees who have been assigned to that
jurisdiction (or any sufurisdictions).

line list: A list of monitorees grouped by certain descriptors, like symptom status or reporting
status. You can use line lists to easily find monitorees who need foppwr example, using

the NonReporting line list toeconnectvith monitorees that have not submitted a report within
the expected timperiod.

monitoree: A personwho has beeenrolled inSara Alertbecause they have been exposeodrito
have an active case, @f disease of interest.

record: The information inrSara Alertabout a monitoredzach record has its own Sara Alert ID

number and web address. Sara Alesers can sabe followingi nf or mati on i n a mol
record:

1 Monitoree Details 1 Lab Reports 1 History

1 Monitoring Actions 1 Vaccinations

1 Reports 1 Close Contacts

report: The questionnaire asking ab@t mo n i dtatus (enaudisg symptomdReports may
be sent to the monitoree autonsatly via their Preferred Reporting Methaalomated
report), or manually entered by a user.

user: A person who has a Sara Alert account.

view: One of five system views in Sara Alert. The five views are: Monitoring Dashboards,
Analytics, Admin Panel, Enroller Dashboard, Enroller Analytics. Each view serves a different
function. For example, the Monitoring Dashboards let you view and manage reesjtahile

the Admin Panel lets you manage users. Different user roles can access different views.

workflow : One of twoways monitorees are monitored in Sara Aldepending on whether they
are exposed to or are sick with the disease of int&estthaVorkflow Summary onpage5
for more information.
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3.2 Workflow Summary

The Sara AlertE system contains two parallel
monitorees shown iRigure2:

1 ExposureMonitoring Workflow : allows public health to monitor potentially exposed
individuals to determine if they become ill; for COVI® the monitoring period is01
days after the last day of exposure. This workflow is described in more detail starting on
page39.

1 Isolation Monitoring Workflow : allows public health to monitor cases daily to
determine when they preliminarily meet a recovery definition and it may be safe to
discontinue isolatin. This workflow is described in more detail startingpage44.

" sara Alert"

— \ Secure monitoring and reporting for public health

Il ;\} ENROLL individuals
exposed to or sick with
EXPOSED OR SICK CoviD19

DAILY
HL7 FHIR —» gE| F-ASSESSMENT

MONITORING REPORTS
VIA DASHBOARDS |
- Real
| l Time |
Insights
b (B |_ 7
I Federal State Local - MONITORING
L — — — — — — ") DATABASE
Increased ISOLATION MONITORING
Efficiency
NOT NON- MEETS
RECOVERED ~ REPORTING  RECOVERY
EXPOSURE MONITORING . DEFINITION

NO
SYMPTOMS

SYMPTOMS

10 Days 'D

REPORTING

s

Case END ISOLATION
END EXPOSURE MONITORING

MONITORING

%%

Person Under Investigation

Figure22 Sara AlertE Workflow Summary
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GETTING STARTED

3.3 How to Log In to Sara AlertE

1)OpenS ar a Anlaavebtbidwser. Compatible web browsers include Chrfitepsoft
Edge, Microsoft Internet Explorer 11, Mozilla Firefox, and Safari. If using Microsoft Internet
Explorer 11, you may need to turn off compatibility mode

2) Log in using your credentials. TIP: If you are having difficulty

If this is yourfirst login attemptuse the temporary password you ::agsgsf\r/‘v%rigl’;’/ggitthii fﬁgg’g&ag
were issued; you will be prompted to chang@&@mporary using cut and paste
passwordexpire after 72 hours If your temporary password has

expired, contact your jurisdiction administrator for a password reset.

Sara Alert

Log In

Email
enrolleri @example.com

Password

123456ab B

Figure 3: Log in screen

3) Register fottwo-factor authentication (2FA)y providingaphone number(NOTE: this is
only required thdirst timeyou use Sara AlextThis is how you will receive yourdigit 2FA
token number. Once you have enteyedr phone number and country (for the country code)
c | i Registeii 0

M

Sara Alert ?

Secure monitoring and reporting for public health

Register For 2-Factor Authentication

United States of America (+¥ Enter your phone #

Figure 4: Enter your phone number
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GETTING STARTED

4) For all login attempts after initial registration, you will be prompted to choose how to receive
the 7-digit 2FA token (i.e., SMS/Text or through a phone call).

1 Select your preferred method to receive the 2FA token
1 Enter ther-digit token when you receive it and clibkS u b mi t o

'7 Sara Alert

Secure monitoring and reporting for public healtt

2-Factor Authentication

Step 1: Choose how to receive your secure token.

Request SMS Text Request Phone Call

Step 2: Enter the token you receive.

o

Figure 5: Choose your 2FA method

5) Depending on your assigned system role, you will be takeulifteaent view

9 Enroller: Enroller Dashboard

1 Public Health, Public Health Enroller, Contact Tracer, or Super User Monitoring
Dashboard

1 Analyst: Analytics
1 Administrator : Admin Panel

Page9 provides an overview afach Sara Alert view.

6) Your username and user role éisted in the upper rightand corner of the screen.

Sara Alertviiso BB Enroller Dashboard €& Analytics & statel_enroller@example.com (Enroller) | @ | ® Logout

Dashboard Your Jurisdiction: USA

&+ Enroll New Monitoree

Enrolled Monitorees

& Clear All Filters

Figure6: Yo ur S ausernarid aaduseErole
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GETTING STARTED

7) Your assigned jurisdiction is listed in the upper righhd corner of the screevour record
view is restricted to what yohave access to based on yjowisdictionand role assignmensee
Role Overview starting opagel7).

Sara Alertvi.ie0 EB Enroller Dashboard [ -

= statel_enroller@example.com (Enroller) | (7] | & Logout

Dashboard

&* Enroll New Monitoree

Your Jurisdiction: USA

Enrolled Monitorees

& Clear All Filters

Figure7.  Your Sajuriadictoh e r t E

8)Theddelpp butt on pr ovi de s, UdeiForkungndtotber helpfel reébsrees, Gu i
including how to contact the Sara Alert team for help.

Sara Alertvi.i60

BB Enroller Dashboard @© = statel_enroller@example.com (Enroller) | @ | ® Logout

Dashboard

& Enroll New Monitoree

Enrolled Monitorees

Your Jurisdiction: USA

<& Clear All Filters

Figure8: Access to Sara AlertE resources

9) To end the session, | i Lodout.fidsers should log out of the system when they are not

using it.Usersareautomaticallylogged out of Sara Ale@24 hours after their last activity in the
system.

Sara Alert viieo BB Enroller Dashboard G -

& statel_enroller@example.com {Enro\]er}| © | ® Logout

Dashboard urisdiction: USA

&* Enroll New Monitoree

Enrolled Monitorees & Clear Al Filters

Figure 9: The logoutbutton
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GETTING STARTED

3.4 Sara AlertE Views

Onceyou have | ogged wihleable®astarbaccassimgdatadn the pystem.
Data in Sara Al er t Ther ardive difierent ziesvel in $aratAlert. Baghi e ws . 0
view lets yousee or manage different types of datayfmur jurisdiction. The five views are:

1 Monitoring Dashboards: A detailed list of monitorees iour jurisdiction, organized
into line lists based on their stati®®pending on your user role, you may be abkntb
and viewmonitoree recordenroll monitorees, import records, and export record data
from theMonitoring Dashboard¥epending on the disease you are monitoring, the
Monitoring Dashboards may include the following:

0 Exposure Dashboard Contains thdine lists ofmonitorees who are being monitored
for potential exposure ta disease

o Isolation Dashboard: Contains thdine lists of cases who are being monitored.

0 Global Dashboard: Shows all monitorees your jurisdiction.

1 Analytics: Containgtables, charts, and mapsmmarizing monitoring data fgour
jurisdiction.

1 Admin Panel: Contains all user management functions, including a list of usgmim
jurisdiction.

1 Enroller Dashboard: A simplified list of monitoreeshe user has enrolledou can find
and view enrollment information for these monitorees.

1 Enroller Analytics: A simplified summanhow many monitorees you have enrolled

Not every usecan see every view.our use role determines which view(gpu can access.
Table1 showswhich user roles can see which views. liygeed access to a view that your role
cannot access, contact your jurisdictionbés Ad

Tablel: Access to Sara AlertE views by user

. Public -
: Public Contact Adminis  Super
View Health Analyst
Health Tracer trator User
Enroller

Monitoring Dashboards

Analytics

Admin Panel

EnrollerDashboard

Enroller Analytics

If you have access to multiple views, you can switch betweam by clickingon the view name
at the todeft your screenabove where your current view is shown.

Sara Alert vuie BB Monitoring Dashboards ¢ Analytics & statel_epi_enroller@example.com (Public Health Encoller) | @ | & Logout
m m (S SIVEg BN CE RN YEETIN &, Isolation Manitoring (325) | @ Global Dashboard (871)

Figure 10: You can switch between views and see your current view at the top of your screen.
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GETTING STARTED

3.4.1 Monitoring Dashboards

The Monitoring Dashboards views are the main viasedfor managing monitoree¥hese
views contain a list of all the monitoree records in your juctsal, organized by workflowand
line list. TheMonitoring Dashboard views are configurable based on the disease being
monitored.For COVID-19, thee are dashboard views for the Exposure Workflow and the
Isolation Workflow as well as combinedGlobalDashboard, which shows all monitoreesthe
jurisdiction, across both workflows

Which users can accesthe Monitoring Dashboards views?

9 Public Health users

1 Public Health Enrollers
1 Contact Tracers

1 Super Users

34.1.1 How do | navigate the Monitoring Dashboards views?

You can navigate the Monitoring Dashboards using the areas of the screen highligigedan
11 below.

1 View your current workflow in the top left of the screen

1 Switch between different workflow viewsby clicking thetabs at the top righaf the
screen(seepage62 for more information)

1 Switch between line listdy clicking the line list tabsr see all records in the workflow
by clicking the tab at the far righé€e pagé2 for more information)

1 Change the number of records displayed per pagat the bottom left of the screen.
1 Navigate to different pages of recordst the bottom right of the screen.

(3 ISR VNG EGIOM 4. Isolation Monitoring (1) | € Global Dashboard (11)
S',fmptomauca Non-Reporting '3 Asymptomatic n PUI n Closedn Transferred In u Transferred Out n I All Moniloreesm

@ Clear All Filters

need to be reviewed. You are currently in the exposure

# Jurisdiction  USA. State 29 m Bxact | 4% Assigned User
aac X s -
Assigned State/Local Date of Phone End of Risk

Monitoree M - Jurisdiction® User D Birth Number  Monitoring Level Monitoring Plan Latest Report ©O0

example, () M State 29 30 test 01/01/1986 703-505-  11/03/2021  Low None 10/18/2021 @ O

UAT 8352 12:07 EDT

History, UAT State 29 State/Local 01/01/2013  703-505-  10/09/2020 None A 10/27/2021 €4 O
¥ 8352 11:59 EDT

Fishburne, State 29 GA 07/30/1961 770-000-  Continuous Daily active monitoring 0

Morpheus 0000 Exposure

11/10/1957  555-555-  12/26/2021 Medium  Self-monitoring with A 12/03/2021 €4 O
0173 i isi .

11/12/1989 11/23/2020

Displaying 10 out of 127 rows. Previous

Figure 11: You cannavigate the Monitoring Dashboards using the highlighted areas.
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GETTING STARTED

3.4.1.2 How do I find records of interest?

You can use a few different search featuneshe Monitoring Dashboards find specific
records The Monitoring @shboards alsase iconsand symbolgo highlightpriority records.
Some of these features are highlighte&igurel12.

1 Search for specific recordausing the search bar, jurisdiction filter, assigned user filter,
and Advanced FilterClear all filters and searchesu si ng t he ACI ear Al |
Sectionl10.2.4on page63 covers how tsearch and filter forecords.

1 Sort a columnby clicking the arrows in the column header.
1 The i Ho hkhdicatescaddead of Household.
T The @Al @rntdd ciaccoers a monitoreebds | atest repo
T The @FI adicatesiammonitoree was manually flagged for follgw
1 Thed Chi | diddicates a monitoree &minor (inder 18 years of ayje
1 The total number of records meeting search and filter criteriais shown at the bottom
of the page.

Figure 12: You can use the highlighted areas téind records of interest.

3.4.1.3 What else can | do from the Monitoring Dashboards?
You may be able to deome or all of the following, depending on your user role:
1 Public Health users, Public Health Enrollers, Contact Tracers, and Supecélsers

o View a moni thycliekiagtheir marmeSee3edtion10.1.1onpage60
for more information.
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