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  ABOUT SARA ALERTÊ  
Sara AlertÊ serves as a force multiplier that supports public health response to emerging disease 

threats, including active monitoring of home quarantine and isolation for disease containment or 

mitigation. This open-source tool allows public health resources to be directed where they are 

most needed.  

Sara Alert enables public health officials to enroll individuals (ñmonitoreesò) at risk of 

developing a disease of interest, for example COVID-19. Once enrolled, monitorees can report 

their (and their household membersô, if applicable) symptoms daily through multiple platforms 

(e.g., mobile, desktop, text-based, voice), providing public health departments improved 

situational awareness. If a monitoree reports any symptoms or does not submit a daily report, the 

record is flagged by the system so that public health can quickly and efficiently identify 

monitorees requiring follow-up for care coordination or non-response.  

Sara Alert also enables public health officials to enroll cases who require monitoring to 

determine when it is safe to discontinue home isolation. Cases also receive automated reports 

asking about their status. If a monitoree meets a recovery definition or does not submit a daily 

report, the record is flagged by the system so that public health can quickly and efficiently 

identify monitorees requiring follow-up to verify that it is safe to discontinue home isolation or 

non-response follow-up. The concept of operations and high-level workflow are shown below in 

Figure 1.  

 

Figure 1: Sara AlertÊ Concept of Operations 

 

  

Visit https://www.saraalert.org for more information about Sara Alert, including FAQs, 

tutorial videos, and fact sheets. To send questions, comments, or other feedback related to 

Sara Alert, email sarasupport@aimsplatform.com. 
 

 

https://www.saraalert.org/
mailto:sarasupport@aimsplatform.com
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 The Sara AlertÊ API 

To support interoperability and exchange of information with other information technology (IT) 

systems, the Sara AlertÊ system has implemented an Application Programming Interface (API) 

using SMART on HL7 Fast Healthcare Interoperability Resources (FHIR) API standards and 

specifications.  

Additional standards used to support the API include: 

¶ FHIR Release 4 (R4), its components, and specifications 

¶ SMART application launch framework 

¶ C# FHIR library 

¶ OAuth 2.0 

The Sara Alert API documentation is available to users on GitHub here.  

2.1.1 Get Started Using the API 

No matter the workflow, in order to use the Sara AlertÊ API and ensure security of application 

data, the client must go through a three-step process before reading or writing any data. 

1. Registration: Register as a Client Application with Sara AlertÊ (one-time step) by 

emailing sarasupport@aimsplatform.com to request access. The registration process 

allows Sara AlertÊ to pre-authorize and curate the clients that will be using the Sara 

Alert API. Registration is a manual step, as is traditional.  

2. Authorization : Go through an authorization process to obtain access token for API 

requests. 

3. Authentication: Use the obtained access token to make API requests to the Sara Alert 

API. 

2.1.2 Supported Workflows 

Sara AlertÊ currently supports two different workflows for API use. Both of these workflows 

are SMART-on-FHIR standards. 

1. SMART on FHIR App Launch Framework "standalone launch". This expects and 

requires a user in the loop. For Sara AlertÊ, this means that a user must be logged in to 

the Sara Alert User Interface, which requires 2 factor-authentication to have been 

completed (See page 158). After an application is authorized, users must individually be 

given "API access" by their local jurisdiction administrators. Please contact your local 

administrator to be granted this access. 

2. SMART on FHIR Backend Services. This is complementary to the above flow and does 

not require a user in the loop. 

 

  

http://docs.smarthealthit.org/
http://docs.smarthealthit.org/
https://www.hl7.org/fhir/overview.html
http://hl7.org/fhir/smart-app-launch/index.html
https://github.com/FirelyTeam/fhir-net-api
https://oauth.net/2/
https://saraalert.github.io/SaraAlert/api/
mailto:sarasupport@aimsplatform.com
https://tools.ietf.org/html/draft-ietf-oauth-dyn-reg-30
http://docs.smarthealthit.org/
https://github.com/SaraAlert/SaraAlert/blob/master/API.md#standalone-launch
https://github.com/SaraAlert/SaraAlert/blob/master/API.md#backend-services
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 GETTING STARTED 

 Terms to Know 

Before logging in and getting started using Sara AlertÊ, you should understand how these basic 

terms are used in Sara Alert. These terms are used frequently throughout the Sara Alert system, 

as well as this guide; each has a very specific meaning in Sara Alert. For a full list of terms used 

in this guide, download the Sara Alert Resource Glossary at https://saraalert.org/guides. 

Household: A specific group of monitorees who report to Sara Alert together. A special 

monitoree in the group, the Head of Household, reports for all the monitorees in the Household. 

Section 11 starting on page 116 covers Households. 

jurisdiction: The specific area that a public health organization serves. For example, a 

jurisdiction for a public health organization may be a state, a territory, a tribe, a county, or a city. 

A jurisdiction may have sub-jurisdictions (e.g., counties within a state). In Sara Alert, 

ñjurisdictionò determines which users can see which monitorees. Each Sara Alert user is assigned 

to a specific jurisdiction and can only see the monitorees who have been assigned to that 

jurisdiction (or any sub-jurisdictions). 

line list: A list of monitorees grouped by certain descriptors, like symptom status or reporting 

status. You can use line lists to easily find monitorees who need follow-up, for example, using 

the Non-Reporting line list to reconnect with monitorees that have not submitted a report within 

the expected time-period. 

monitoree: A person who has been enrolled in Sara Alert because they have been exposed to, or 

have an active case of, a disease of interest.  

record: The information in Sara Alert about a monitoree. Each record has its own Sara Alert ID 

number and web address. Sara Alert users can see the following information in a monitoreeôs 

record: 

¶ Monitoree Details 

¶ Monitoring Actions 

¶ Reports 

¶ Lab Reports 

¶ Vaccinations 

¶ Close Contacts 

¶ History 

report: The questionnaire asking about a monitoreeôs status (including symptoms). Reports may 

be sent to the monitoree automatically via their Preferred Reporting Method (automated 

report ), or manually entered by a user. 

user: A person who has a Sara Alert account.  

view: One of five system views in Sara Alert. The five views are: Monitoring Dashboards, 

Analytics, Admin Panel, Enroller Dashboard, Enroller Analytics. Each view serves a different 

function. For example, the Monitoring Dashboards let you view and manage monitorees, while 

the Admin Panel lets you manage users. Different user roles can access different views.  

workflow : One of two ways monitorees are monitored in Sara Alert, depending on whether they 

are exposed to or are sick with the disease of interest. See the Workflow Summary on page 5 

for more information. 

https://www.saraalert.org/guides
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 Workflow Summary 

The Sara AlertÊ system contains two parallel public health workflows that track two types of 

monitorees shown in Figure 2: 

¶ Exposure Monitoring Workflow : allows public health to monitor potentially exposed 

individuals to determine if they become ill; for COVID-19 the monitoring period is 10 

days after the last day of exposure. This workflow is described in more detail starting on 

page 39. 

¶ Isolation Monitoring Workflow : allows public health to monitor cases daily to 

determine when they preliminarily meet a recovery definition and it may be safe to 

discontinue isolation. This workflow is described in more detail starting on page 44. 

  
Figure 2: Sara AlertÊ Workflow Summary  
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 How to Log In to Sara AlertÊ 

1) Open Sara AlertÊ in a web browser. Compatible web browsers include Chrome, Microsoft 

Edge, Microsoft Internet Explorer 11, Mozilla Firefox, and Safari. If using Microsoft Internet 

Explorer 11, you may need to turn off compatibility mode. 

 

2) Log in using your credentials.  

If this is your first login attempt, use the temporary password you 

were issued; you will be prompted to change it. Temporary 

passwords expire after 72 hours. If your temporary password has 

expired, contact your jurisdiction administrator for a password reset. 

 
Figure 3: Log in screen 

3) Register for two-factor authentication (2FA) by providing a phone number. (NOTE:  this is 

only required the first time you use Sara Alert). This is how you will receive your 7-digit 2FA 

token number. Once you have entered your phone number and country (for the country code), 

click ñRegister.ò 

 
Figure 4: Enter your phone number  

  

TIP: If you are having difficulty 

logging in with the temporary 

password, type it in instead of 

using cut and paste 
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4) For all login attempts after initial registration, you will be prompted to choose how to receive 

the 7-digit 2FA token (i.e., SMS/Text or through a phone call).  

¶ Select your preferred method to receive the 2FA token  

¶ Enter the 7-digit token when you receive it and click ñSubmitò 

 
Figure 5: Choose your 2FA method 

5) Depending on your assigned system role, you will be taken to a different view: 

¶ Enroller : Enroller Dashboard 

¶ Public Health, Public Health Enroller , Contact Tracer, or Super User: Monitoring 

Dashboards 

¶ Analyst: Analytics  

¶ Administrator : Admin Panel 

Page 9 provides an overview of each Sara Alert view. 

6) Your username and user role are listed in the upper right-hand corner of the screen.  

 
Figure 6: Your Sara AlertÊ username and user role 
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7) Your assigned jurisdiction is listed in the upper right-hand corner of the screen. Your record 

view is restricted to what you have access to based on your jurisdiction and role assignments (see 

Role Overview starting on page 17). 

 
Figure 7: Your Sara AlertÊ jurisdiction  

8) The ñHelpò button provides links to the User Guide, User Forum, and other helpful resources, 

including how to contact the Sara Alert team for help. 

 
Figure 8: Access to Sara AlertÊ resources 

9) To end the session, click ñLogout.ò Users should log out of the system when they are not 

using it. Users are automatically logged out of Sara Alert 24 hours after their last activity in the 

system.  

 
Figure 9: The logout button 
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 Sara AlertÊ Views 
Once you have logged into Sara AlertÊ, you will be able to start accessing data in the system. 

Data in Sara Alert is organized into ñviews.ò There are five different views in Sara Alert. Each 

view lets you see or manage different types of data for your jurisdiction. The five views are: 

¶ Monitoring Dashboards: A detailed list of monitorees in your jurisdiction, organized 

into line lists based on their status. Depending on your user role, you may be able to find 

and view monitoree records, enroll monitorees, import records, and export record data 

from the Monitoring Dashboards. Depending on the disease you are monitoring, the 

Monitoring Dashboards may include the following: 

o Exposure Dashboard: Contains the line lists of monitorees who are being monitored 

for potential exposure to a disease. 

o Isolation Dashboard: Contains the line lists of cases who are being monitored. 

o Global Dashboard: Shows all monitorees in your jurisdiction.  

¶ Analytics: Contains tables, charts, and maps summarizing monitoring data for your 

jurisdiction. 

¶ Admin Panel: Contains all user management functions, including a list of users in your 

jurisdiction. 

¶ Enroller Dashboard: A simplified list of monitorees the user has enrolled. You can find 

and view enrollment information for these monitorees. 

¶ Enroller Analytics:  A simplified summary how many monitorees you have enrolled. 

Not every user can see every view. Your user role determines which view(s) you can access. 

Table 1 shows which user roles can see which views. If you need access to a view that your role 

cannot access, contact your jurisdictionôs Administrator or Super User. 

Table 1: Access to Sara AlertÊ views by user role 

View Enroller 
Public 
Health 

Public 
Health 
Enroller 

Contact 
Tracer 

Analyst 
Adminis-

trator 
Super  
User 

Monitoring Dashboards  P P P     P 

Analytics  P P  P    P 

Admin Panel       P  P 

Enroller Dashboard P         

Enroller Analytics P         
 

If you have access to multiple views, you can switch between them by clicking on the view name 

at the top left your screen, above where your current view is shown. 

 
Figure 10: You can switch between views and see your current view at the top of your screen. 
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3.4.1 Monitoring Dashboards 

The Monitoring Dashboards views are the main views used for managing monitorees. These 

views contain a list of all the monitoree records in your jurisdiction, organized by workflow and 

line list. The Monitoring Dashboard views are configurable based on the disease being 

monitored. For COVID-19, there are dashboard views for the Exposure Workflow and the 

Isolation Workflow, as well as a combined Global Dashboard, which shows all monitorees in the 

jurisdiction, across both workflows. 

Which users can access the Monitoring Dashboards views? 

¶ Public Health users 

¶ Public Health Enrollers 

¶ Contact Tracers 

¶ Super Users 

3.4.1.1 How do I navigate the Monitoring Dashboards views? 

You can navigate the Monitoring Dashboards using the areas of the screen highlighted in Figure 

11 below. 

¶ View your current workflow  in the top left of the screen. 

¶ Switch between different workflow views by clicking the tabs at the top right of the 

screen (see page 62 for more information). 

¶ Switch between line lists by clicking the line list tabs or see all records in the workflow 

by clicking the tab at the far right (see page 62 for more information). 

¶ Change the number of records displayed per page at the bottom left of the screen. 

¶ Navigate to different pages of records at the bottom right of the screen. 

 
Figure 11: You can navigate the Monitoring Dashboards using the highlighted areas. 
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3.4.1.2 How do I find records of interest? 

You can use a few different search features on the Monitoring Dashboards to find specific 

records. The Monitoring Dashboards also use icons and symbols to highlight priority records. 

Some of these features are highlighted in Figure 12. 

¶ Search for specific records using the search bar, jurisdiction filter, assigned user filter, 

and Advanced Filters. Clear all filters and searches using the ñClear All Filtersò button. 

Section 10.2.4 on page 63 covers how to search and filter for records. 

¶ Sort a column by clicking the arrows in the column header. 

¶ The ñHoHò icon indicates a Head of Household. 

¶ The ñAlertò icon indicates a monitoreeôs latest report was symptomatic. 

¶ The ñFlagò icon indicates a monitoree was manually flagged for follow-up. 

¶ The ñChildò icon indicates a monitoree is a minor (under 18 years of age). 

¶ The total number of records meeting search and filter criteria is shown at the bottom 

of the page. 

 
Figure 12: You can use the highlighted areas to find records of interest. 

3.4.1.3 What else can I do from the Monitoring Dashboards? 

You may be able to do some or all of the following, depending on your user role: 

¶ Public Health users, Public Health Enrollers, Contact Tracers, and Super Users can: 

o View a monitoreeôs record by clicking their name. See Section 10.1.1 on page 60 

for more information. 






























































































































































































































































































































































